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Tutorial Approach

In this tutorial, students will investigate Internet security and learn about secrecy, integrity, necessity, and privacy. They will identify several ways to defend against security risks. Students will learn about copyright and intellectual property rights on the Internet. 

In the first session of this tutorial, students will learn about Internet security topics, including secrecy, privacy, integrity, necessity, and fraud. They will study ways to protect against potential security threats. They will also learn about copyright and intellectual property issues related to the Internet.
In the second session of this tutorial, students will learn about Web client and Web server security. They will learn about potential threats and ways to protect individual computers and networks. Finally, they will learn about ways to keep security countermeasures current.
Lecture Notes

Understanding Security Basics: Secrecy, Integrity, and Necessity
Discuss the two types of security: physical security and logical security. Explain what a countermeasure is and that countermeasures vary depending on the importance of the asset at risk.

Discuss the three categories of computer security: secrecy, integrity, and necessity. Secrecy and threats to secrecy are the best known of the computer security categories.

Encryption protects data integrity by coding information using a mathematical-based program before sending it over the Internet, then decoding it at the recipient’s end. Teach the students the difference between symmetric encryption and asymmetric encryption. Teach them about public keys and private keys. They should understand that decryption is the process of reversing encrypted text. Encryption is considered to be weak or strong based on its algorithm and the length of the encryption key. Teach the students what an algorithm is. Let the students know about strong keys.

Tell the students about integrity threats and the kind of damage they can do. Explain the man-in-the-middle exploit. Familiarize the students with the tools that a hacker uses including Trojan horses, viruses, and worms. Make sure they understand that antivirus programs need to be kept up-to-date.
Tell students that necessity threats disrupt normal computer traffic, making access and response times unbearably slow. This is called a packet flooding attack or denial of service (DoS) attack. Zombies (computers hijacked by a Trojan horse program) can contribute to DoS attacks without their owners’ knowledge, creating a distributed DoS (DDos) attack. Companies can use filters to look for patterns of incoming messages and block suspicious messages before they flood the server.
Quick Quiz
1. True or False: An integrity threat occurs when an unauthorized person has the chance to alter data on a computer.


2. Protection of assets using non-physical means is known as ___________________ security.
a. encrypted

b. digitally signed

c. logical


3. When an attacker bombards a computer with traffic in order to slow it down, this is known as a(n) _____________________.


Answers: True, c, distributed denial of service attack/DoS attack
Classroom Activity
Ask students if they know how secure their home computers are. How about the computers at their jobs? Outline some of the baseline security precautions students should use at home, at work, and in the school computer lab. Discuss whether those precautions are logical (such as passwords) or physical (such as locked doors in the computer lab).
Online Crime, Warfare, and Terrorism 

With the growth of the Internet has come growth of online crime. Hackers and crackers have found numerous ways to violate the security and integrity of computers and networks. Explain that some companies hire ethical hackers to find the potential security weaknesses in their networks. Virus tool kits have made it easier for someone with few skills to create a virus.
Identity theft is a growing problem. Even if a company promises to keep your personal information private, accidental privacy breaches as well as data theft can expose people to the possibility of identity theft.
Some companies are faced with the threat of a DoS attack unless they pay the attacker a fee to prevent it. 

Governments are finding that enforcing laws regulating pornography and gambling is a difficult task because different communities have different standard and laws regarding these activities.

The Internet has created new opportunities for organized crime, spies, and terrorists. The threats range from organized identity theft to industrial espionage to online recruiting for terrorist groups.

Copyright and Intellectual Property Threats and Countermeasures

Copyright is the protection of expression. Discuss the Copyright Act. On the Internet, there are thousands of examples of copyright violations. Students can research copyright issues at the Copyright Clearance Center Web page.

Intellectual property threats are a large problem due to the ease with which one can use existing material without the owner’s permission. Explain that the most misunderstood part of the U.S. copyright law is that a work is protected when it is created and that the work does not require a copyright notice to be protected.

Digital watermarks and the process of steganography can hide copyright information in files to protect the copyright owner. 
Quick Quiz

1. True or False: In order for a work to be protected by copyright law, it must bear a copyright notice and date.


2. Racketeering is another term for ___________________.

a. organized crime

b. industrial espionage

c. online terrorism


3. The process of hiding an encrypted message within a file is known as __________________.

Answers: False, a, steganography.
Classroom Activity
Some copyright violation occurs because people are ignorant of the law. But some people knowingly violate the copyright laws, and make the excuse that “everyone does it.” Does everyone do it? Does that make it right? Asks students to tell you anonymously, (via notes put into a hat, for example) whether they knowingly violate copyright law by copying images or music from the Internet, for example. Discuss the ethics of this situation.
Web Client Security
Let the students know how to protect their browser program and their computers from being attacked. They should know that some programs travel with applications and can execute on the local computer. This is a dangerous entry point for delay and resource denial threats. Let them know that although most Java, JavaScript, and ActiveX components are beneficial, they have been used by hackers to cause damage.

Discuss cookies and how they work. Reassure students that cookies can be useful tools, and that most cookies are harmless, and indeed make Internet browsing easier. If you have time, demonstrate how to manage cookies in Internet Explorer and Firefox.

Introduce Web bugs, spyware and adware. Students should understand that Web bugs and spyware are sneaky programs that provide feedback on your movements without your knowledge. Adware, on the other hand, is harmless, but can be annoying to use. 

Discuss firewalls and how they work. Explain that a computer with an always-on Internet connection leaves a door open, unless that door is blocked by a firewall. Hackers can locate the open door with port scanning scripts that search for open ports. Firewalls prevent this. Many firewall programs are available for free for home use. The manufacturers make their money by selling more complex firewall software to businesses and other people who run complex networks.

Classroom Activity
Cookies can store information that makes using a Web site easier. If you have a computer with a projection device and an Internet connection in your classroom, turn off cookies, then try to shop at Amazon.com. Does it know who you are when you go to the site? Try to put items in your shopping cart. Does it remember them? Make a list of all the times Amazon tries to send you a cookie while you are on the site. Make another list of what goes wrong as you shop without cookies.

Communication Channel Security
Let the students know that authentication is verifying that the source or sender of a transmission is identified correctly. Explain what a digital certificate is and what it contains. These certificates are encrypted and password-protected and students should know what that means. Students should be familiar with VeriSign, Inc., the first and largest commercial certifying authority.

Teach the students what a message authentication code is and how a MAC is created. Familiarize the students with the functions of a MAC. Discuss the Internet protocol that encrypts e-mail, S/MIME. Let the students know how this protocol works. 

Make sure students understand phishing and how phishers fool people into divulging personal data. 

Quick Quiz
1. True or False: In order to use S/MIME, you must have a digital ID.


2. In Outlook Express, a red ribbon that is displayed to the right of the TO: field in an e-mail message indicates that the message is:
a. encrypted

b. digitally signed

c. high priority

3. The process of hiding an encrypted message within a file is known as __________________.

Answers: True, b, phishing
Classroom Activity
Review the precautions discussed in this section, such as MACs and digital IDs. Do any students feel that they need these kinds of precautions in their real lives? Or are these precautions better suited to businesses that handle sensitive data? Who uses these kinds of precautions?

Web Server Security
Server certificates authenticate a Web server for users. User identification, in turn, is the process of identifying yourself to a computer. Students should be familiar with login information and how user authentication is used to assure identification. Some hackers use a brute force attack to gain access and masquerade as someone else. 

Students should be familiar with SSL and how it works as a secure channel on top of the TCP/IP Internet protocol. Web pages secured by SSL have URLs that begin with https://. SSL uses both symmetric and asymmetric encryption and keys to ensure privacy. Students should be familiar with session keys.

Quick Quiz
1. True or False: A digital certificate certifies that a Web site is genuine and not an imposter.


2. Secure Sockets Layer (SSL) creates temporary keys, called _______________ keys, which are discarded when a user leaves a Web site.

a. private

b. public

c. session


3. When a cracker uses a program to enter character combinations until the system accepts a user name and password, this is known as a(n) _______________________.


Answers: False, c, brute force attack
Staying Current with Internet and Web Security
The CERT Coordination Center publishes alerts, advisories, and vulnerability reports about Internet security problems and tries to increase awareness of security problems and issues. The SANA institute sponsors computer security training and research programs. Companies can use both of these organizations to keep their security information and procedures up-to-date.

Tutorial Discussion Questions

1. Discuss spyware and Web bugs in more detail. Assign some students to research these areas, and present their findings to the class, including programs that search your computer for the presence of spyware. Are spyware and Web bugs ethical? How can you protect yourself against them? 
2. Some Web sites offer an e-mail service that provides you with an e-mail address and the ability to encrypt messages. One such site is Hushmail.com. When you create a hushmail account, and use it to send messages to someone else with a hushmail account, you can send those messages in encrypted form. Examine the Hushmail Web site, and decide whether this site offers any particular value.
3. Where do students think the biggest potential is for identity theft—someone breaking into their personal computer or someone breaking into a college’s or a credit card company’s network? Why?
Key Terms

	Term
	Definition

	active content
	Programs that travel with applications to a browser and execute on the user’s computer, including Java, JavaScript, and ActiveX components. 

	ActiveX component
	Microsoft’s technology for writing small applications that perform actions in Web pages. 

	ad blocker
	A program that searches for and erases spyware from a user’s computer. Some ad blockers also prevent the browser from opening pop-up windows and displaying advertisements. 

	adware
	A category of software that displays advertisements to help pay for the program. 

	algorithm
	A formula or set of steps to solve a particular problem. 

	asymmetric encryption
	See public key encryption. 

	authentication
	A general term for the process of verifying the identity of a source or sender of a message. 

	black hat hacker
	A computer hacker who uses his or her talents to commit illegal acts. 

	brute force attack
	A program that enters different character combinations until the system accepts a user name and password to allow a cracker to gain access to the system. 

	certificate authority (CA)
	A trusted third party that verifies the identity of a person or organization in the process of issuing a digital certificate. 

	cipher text
	Encrypted information. 

	clickstream
	A record of the links clicked by a user while visiting a Web site. 

	computer forensics experts
	People hired to probe computers and locate information that can be used in legal proceedings, including the collection, preservation, and analysis of computer-related evidence. 

	computer security
	See logical security. 

	countermeasure
	The general name for a procedure, either physical or logical, that recognizes, reduces, or eliminates a threat. 

	cracker
	A term sometimes used to describe a person who uses his knowledge of computers and programming to gain unauthorized access to a computer for the purpose of stealing or altering data. 

	cryptography
	The process of transforming data from a readable format (plain text) to an unreadable format (cipher text). 

	decryption
	The process of converting encrypted text back into a readable form. 

	denial of service (DoS) attack
	A security threat wherein a cracker bombards a server or other computer with messages in an attempt to consume the network’s bandwidth resources, effectively disabling the organization’s communications. Also called packet flooding 

	digital certificate
	An encrypted and password protected file that contains sufficient information to authenticate and prove a person’s or organization’s identity. 

	digital ID
	An electronic file that an individual can purchase from a certificate authority and install into a program that uses it, such as an e-mail program or Web browser. Also called personal certificate, 

	digital watermark
	A process that inserts a digital pattern containing copyright information into a digital image, animation, or audio or video file. The watermark is inserted into the file using a software program so that it is invisible and undetectable. To view the digital watermark, a software program unlocks the watermark, retrieving the information it stores. 

	distributed denial of service (DDoS) attack
	A denial of service (DoS) attack in which the perpetrator uses a large number of computers that each launch a DoS attack on one Web server at the same time 

	encryption
	A way of scrambling and encoding data transmissions that reduces the risk that a person who intercepts the Web page as it travels across the Internet will be able to decode and read the transmission’s contents. 

	ethical hackers
	See computer forensics experts. 

	firewall
	A software program or hardware device that controls access between two networks, such as a local area network and the Internet or the Internet and a computer. 

	hacker
	An intruder who breaks into an electronic commerce site or other computer system for the purpose of damaging the system or stealing the names, addresses, and credit card information of site customers. 

	hash code function program
	See message digest function program. 

	identity theft
	A type of theft in which a thief obtains and individual’s personal information and then uses that information to open bank accounts or credit card accounts which the thief then uses to obtain cash or make purchases. 

	industrial espionage
	A type of spying in which the perpetrator attempts to capture intellectual property such as trade secrets, drug formulas, manufacturing process designs, software code, and other information that can be sold to other companies, often in other countries. 

	integrity
	A security measure that prevents unauthorized data modification. 

	Java applet
	A small program written in the Java programming language. 

	JavaScript program
	A program written in JavaScript that a compatible browser can execute without first compiling it into computer readable codes. 

	logical security
	The protection of assets using non-physical means; also called computer security. 

	login
	The combination of user identification and a user name and password. 

	man-in-the-middle exploit
	An integrity violation that occurs when an e-mail message is intercepted and its contents are changed, often in a way that negates the message’s original meaning, before it is forwarded to its original destination. 

	message authentication code (MAC)
	A unique number that a message digest function program uses to maintain the integrity of an e-mail message. 

	message digest function program
	A program that maintains the integrity of an e-mail message by producing a unique identifying code called a message authentication code (MAC); also called hash code function program. 

	necessity
	Security measures that prevent data delays (slowing down the transmission of data) or denials (preventing data from getting to its destination). 

	organized crime
	Unlawful activities conducted by a highly organized, disciplined association for profit; also called racketeering. 

	packet flooding attack
	See denial of service (DoS) attack. 

	password manager
	A program that stores login information in an encrypted form on the user’s hard drive 

	personal certificate
	See digital ID. 

	phishing
	A computer attack in which e-mail messages claiming to be from a legitimate business direct recipients to a spoofed Web site where the recipient is directed to provide sensitive information so the spoofed Web site can steal the recipient’s personal information. 

	physical security
	Tangible devices, such as locks, alarms, fireproof doors, security fences, safes or vaults, and bombproof buildings, that protect assets from unauthorized access, use, alteration, or destruction. 

	plain text
	Unencrypted information. 

	port
	A virtual door on a computer that permits traffic to enter and leave the computer. Different ports handle different forms of communication between a computer and a network or devices, such as a printer. 

	port scan
	The process that occurs when one computer tests all or some of the ports of another computer to determine whether its ports are open (traffic is not filtered and the port permits entry through it), closed (the port does not accept traffic, but a cracker could use this port to gain entry to and analyze the computer), or stealth (the port might be open or closed, but permits no entry through it). 

	private key
	In the context of encryption, the key known only to its owner; also called secret key. 

	private-key encryption
	A form of encryption that uses a single key that is known by both the sender and receive; also called symmetric encryption. 

	public key
	In the context of encryption, the key known to everyone. 

	public-key encryption
	A form of encryption that uses two different keys, a public key known to everyone and a private or secret key known only to the person who owns both keys; also called asymmetric encryption. 

	racketeering
	See organized crime.

	script kiddie
	A derisive name for people who use virus tool kits to write small programs (scripts) that function as viruses, worms, or Trojan horses. 

	secrecy
	Security measures that prevent unauthorized data disclosure and ensure the authenticity of the data’s source. 

	secret key
	See private key.

	Secure Sockets Layer (SSL)
	A widely used protocol that acts as a separate layer or “secure channel“ on top of the TCP/IP Internet protocol. SSL provides a security “handshake“ when a browser and a Web site want to participate in a secure connection. 

	Secure/Multipurpose Internet Mail Extensions (S/MIME)
	A specification, which, when combined with a person’s digital ID, provides authentication and encryption to e-mail messages. 

	security
	The protection of assets from unauthorized access, use, alteration, or destruction. 

	server certificate
	Authentication for a Web site’s users that proves the site’s identity. A server certificate also ensures users that the transfer of data between a user’s computer and the server with the certificate is encrypted so that it is both tamperproof and free from being intercepted.  

	session key
	A temporary key used in the encryption process to ensure a secure connection. 

	spyware
	Software that covertly gathers information about a person or his click stream and sends that information to a third party, often a marketing or research firm. 

	steganography
	A process that hides an encrypted message within different types of files. 

	strong encryption
	128-bit encryption. 

	strong key
	An encryption key that is 128 bits long. 

	symmetric encryption
	See private-key encryption.

	threat
	Any act or object that endangers an asset. 

	Trojan horse
	A small program hidden inside another program that is created with the intent of causing damage. 

	user authentication
	The process of associating a person and his identification with a very high level of assurance. 

	user identification
	The process of identifying yourself to a computer, usually by entering a user name and password known only to you. 

	virus tool kit
	A script writing program that allow novices to create their own viruses, worms, and Trojan horses. 

	Web bug
	A small, hidden graphic on a Web page or in an e-mail message that is designed to work in conjunction with a cookie to obtain information about the person viewing the page or e-mail message and to send that information to a third party; also called clear GIF or transparent GIF. 

	white hat hacker
	A computer hacker who uses his or her talents for good results, such as to test or improve the security of a system. 

	worm
	A self-replicating program that is usually hidden within another file and then sent as an e-mail attachment; when the user opens the attachment, the virus infects the user’s computer, and then quickly attempts to send itself to e-mail addresses stored in the address book of the user’s e-mail program. 

	zombie
	A computer hijacked by a Trojan horse to launch a denial of service attack in conjunction with other zombies. 


