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OBJECTIVES: Upon completion of this lesson, the student will be able to:

1. Define security.

2. Identify two types of security.

3. Identify Computer Security Classifications.

4. Identify Security Threats.

5. Identify Security Countermeasures

RESOURCES/MATERIALS: 

ACTIVITIES: 

Scenario:  Remes Video Productions would like to create a Web site that will showcase RVP’s work for potential clients.  RVP would like to use the web site to handle transactions from clients so they can use a credit card to make payment.

By creating a web site, companies on the Web are exposed to several threats that are inherent when a business is connected to the Internet.

Threats:

1) Protect the privacy of clients.

2) Secure transmittal of data between client and web server from being stolen, altered, or intercepted.

3) Protect own computer network (computers and server) with adequate safeguards against possible threats.

1. Define Security.

1. Protection of assets from unauthorized access, use, alteration, or destruction.

2. Discuss two types of security.

1. Physical Security – physical devices, alarms, security doors, etc.

2. Logical Security – protection of computer assets—data and procedures to deal with the data.

3. Describe Computer Security Categories

1. Secrecy – prevents unauthorized data disclosure and ensures the authenticity of the data’s source.

2. Integrity – prevents unauthorized data modification.

3. Necessity – prevents data delay (slowing down the transmission of data) or denials (preventing data from getting to its destination).

4. Discuss Security Threats and Countermeasures.

1. Secrecy and threats to secrecy are best known of the 3 categories.

2. Information sent over the Internet is subjected to alteration, duplication, or interception.

3. Encryption

1. Primary procedure for protecting data.

2. Involves using a mathematical-based program and a secret key to produce a string of characters that are unreadable.

4. Authentication

1. Verifying the identity of a person or a Web site.

2. Digital Certificate

1. Encrypted and password-protected file that contains sufficient information to prove a person’s or organization identity.

1. Certificate holder’s name, address, email address

2. Key that unlocks the digital certificate

3. Expiration date or validity period.

4. 3rd party certificate authority 

2. Two types

1. Personal certificate – use to identify individual to other people and to Web sites that accept digital certificates.

2. Server certificate (SSL Web server) – authenticates a Web site for its users so the user can be confident that the Web site is genuine.

5. Secure Sockets Layer (SSL) – protocol that travels as a separate layer or “secure channel” on top of the TCP/IP Internet protocol.

1. URLs begin with https://

2. Browser and server automatically arrange to encrypt information flowing between them.

6. Firewalls

1. Software program or hardware device that controls access between two networks.

2. Controls port scans and other incoming traffic.

3. Organization needs to determine what to block and what to accept.

4. Crackers can gain access to a computer through a port.

5. Discuss Integrity Threats and Countermeasures

1. Altering a message’s content.

2. Most visible are Trojan horses, viruses, and worms.

3. Protect by maintaining current anti-virus software.

6. Discuss Necessity Threats and Countermeasures

1. Disrupt normal computer processing or deny processing.

2. Most dangerous entries points are coded programs that travel with applications to a browser and execute on the user’s computer.

7. Discuss Copyright and Intellectual Property Threats and Countermeasures

1. Copyright – legal right of the author or owner of an original work to control reproduction, distribution, and sale of that work.

2. Intellectual Property – ownership of ideas and control over the tangible or virtual representation of those ideas.

3. Ways to protect copyrighted material

1. Digital watermark

2. Steganography

ASSIGNMENTS: 

Security Assignment

