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Guam Community College
[bookmark: _Toc405468448]vision and mission Statements
GCC Vision Statement
Guam Community College will be the leader in the Pacific region in the application of technology. The college will anticipate the needs of the local and regional community and provide training and certification to deliver and develop workforce skills. GCC will have a unified enterprise architecture encompassing various platforms and infrastructure.
GCC Mission Statement
The mission of Guam Community College is to be a leader in career and technical workforce development by providing the highest quality education and job training in Micronesia. 
Sinangan Misión
I misión i Kulehon Kumunidå't Guåhan, guiya i gé'hilo' i fina'che'cho' siha yan I kinahulo' i mamfáfa'che'cho' ya u na'guáguåha nu i manákhilo' yan manmaolek na tiningo' yan fina'nå'guen cho'cho' siha gi iya Maikronisiha.
[bookmark: _Toc391372764][bookmark: _Toc392311932][bookmark: _Toc392312043][bookmark: _Toc392312842][bookmark: _Toc392314574][bookmark: _Toc392315231]
Introduction
Guam Community College (GCC) is located on a 40-acre campus in Mangilao, Guam and offers 17 Certificate programs and 20 Associate Degree programs, and over 50 trades in the Apprenticeship Training Program. Since the last accreditation visit in 2006, GCC has added several new programs either through re-institution of archived curriculum or through substantive change. These include Certificate and AS in Emergency Management, Certificate in Medium/Heavy Truck Diesel Technology, Certificate and AS in Surveying Technology, AS in Pre-Architectural Drafting, Certificate in Computer Aided Design and Drafting, Certificate in Pre-Nursing, AS in Civil Engineering Technology and two new concentrations in AS Criminal Justice: Forensic Lab Technician and Forensic Computer Examiner.
The College was created by the Community College Act of 1977 (Public Law 14-77) with a four-fold purpose: (1) to consolidate and strengthen many of the existing manpower training programs administered by the government of Guam under one governing board; (2) to expand and strengthen career education within the territory; (3) to expand short-term and extension programs in skill training; and (4) to strengthen the formal secondary and post-secondary education program in the vocational-technical fields. With a strong presence in the five public high schools offering ten career and technical education programs, the College also operates postsecondary career and technical education programs, adult and continuing education, community education, and short-term, specialized training. These programs are delivered both on and off campus, in satellite programs, and at businesses locations as needed. The College also serves as the State Agency for Career and Technical Education, and provides instructional support to the Apprenticeship Training Program of the US Department of Labor. Likewise, the College offers a variety of community service and special programs to prepare students for college experiences including English-as-a-Second Language, Adult Basic Education, General Education Development (GED) preparation and testing, and an Adult High School Diploma program. Though all these program initiatives are delivered within the Mangilao campus, the College also owns 314 acres of land in a nearby location, and is presently finalizing plans to develop the property, which will generate renewable sources of energy in partnership with another government entity. 
In September 2006, GCC completed Version 1 of its Enterprise Architecture (EA) document, since then, GCC has invested millions of dollars in capital improvement facilities and has seen student enrollment increase three years in a row with 2011 being an all-time high with 2,536 students registering for the Fall semester.  This is the highest student enrollment in the school’s 34-year history.  With new campus facilities and an increasing student enrollment trend, GCC’s technology demand to deliver courses and support business operational systems will increase exponentially and drive the need for a more systemic and strategic approach in technology planning to accomplish its mission of “providing the highest quality education and job training in Micronesia.”
See Appendix A – GCC Organizational Chart.
[bookmark: _Toc306603082][bookmark: _Toc405468449]
EA Purpose
The purpose of the EA sets the roadmap for documenting all aspects of the organization to ensure services, processes, applications, information, data, technology, locations, people, events and timelines are all aligned with the college’s strategic goals and objectives reflected in the GCC Institutional Strategic Master Plan (ISMP[footnoteRef:2]). [2:  GCC Institutional Strategic Master Plan (2009-2014) ] 

The EA is foremost, an agreed to definition of what GCC’s information technology (IT) environment will look like, and is agreed upon by all GCC departments and governing bodies.  Information technology architecture and a related set of standards are necessary to ensure the compatibility of the current IT environment with all future IT initiatives. For the purpose of this document, IT includes instructional technology whenever it is incorporated into the enterprise architectural environment. 
This technology will encompass all of GCC‘s Information (data, records, documents, etc.), Equipment (computers, networks, cameras, etc.), Applications (operating systems, software, etc.), Support (staffing, skills training, service, etc.) and Management (command, control, and communication).  The EA defines the technology environment, for today and for the next 5 to 10 years in support of student learning outcomes.
The EA is not a static document, but in fact, is a living document that should be reviewed periodically and updated as needed to meet changing organizational goals and objectives, policies, evolving technology, changing business processes, and growth and expansion of GCC’s student population.
The EA provides a blueprint for the deployment of new information technology all of which must fit within the architecture and the standards.   
· The architecture is a description of GCC data and applications as well as the technical environment required to run them, including hardware, supporting software, and networks.
· The standards are prescribed means of doing data modeling, programming, project management, system engineering and testing, documentation, and training.
To realize benefits from GCC’s EA, the internal governance structure must use the EA in setting college priorities, technology planning, developing budget forecasts, securing funding, and is in alignment with the college’s Vision and Mission statements.
[bookmark: _Toc306603083][bookmark: _Toc405468450]Organizational governance 
GCC established a governance structure which incorporates numerous constituent-based advisory committees, a central Faculty Senate, and a College Governing Council (CGC) that advises the college president.  Within this management framework, a College Technological Committee (CTC) representing a cross-section of GCC’s academic, business, administrative, and MIS support stakeholders was formed.  The CTC derives its authority and responsibility from GCC’s Article XII, Participatory Governance.  Committee members are appointed in writing by GCC’s President and each member serves no less than three years on the committee. Responsibilities of the CTC include setting the strategic roadmap for IT standards and processes. The committee maintains currency in computer technology and academic applications of computer technology for both students and faculty and also addresses technology planning and distance education needs.  The committee recommends action plans to support technology needs and technology users of the college in promoting student learning outcomes.  The CTC chair is elected by the committee members and the composition of the committee consists of two post-secondary instructional faculty, a non-instructional faculty and a secondary faculty.  If needed, a non-secondary faculty may represent the interests of the secondary faculty.  GCC has vested the CTC with responsibility for all IT matters and is designed to serve as the college's primary means of discovering, evaluating, planning, and implementing new and enhanced information technology (IT) tools and solutions. Faculty Senate approved CTC recommendations are presented to the College Governing Council.  The Council passes the recommendation to the college president for final disposition.  This governance structure is a positive step toward GCC pursuing future organizational certifications and standards and enhances collaboration across all organizational lines.
See Appendix B – Article VII Participatory Governance
[bookmark: _Toc306603084][bookmark: _Toc405468451]EA Objectives
[bookmark: _Toc390711175][bookmark: _Toc391266772][bookmark: _Toc391277186][bookmark: _Toc391277326][bookmark: _Toc391282281][bookmark: _Toc391287253][bookmark: _Toc391372766][bookmark: _Toc392311934][bookmark: _Toc392312045][bookmark: _Toc392312844]The overall objective of the enterprise architecture is to promote the values and provide the benefits inherent in a single, cooperatively defined, information technology architectural standard. It is not the intention of the enterprise architecture to impose restrictions. Rather, it is the stated objective to serve the needs of all students, of each participating department, and of all employees.  It is believed that enterprise architecture is the best way to leverage scarce information technology resources for the greater good.  It is also believed that the efficiencies and cost savings inherent in such enterprise architecture will ensure that all stakeholders will continue to enjoy the benefits of staying abreast of the latest developments in information technology.
[bookmark: _Toc306603085][bookmark: _Toc405468452]EA Scope
The intent of this document is to define the terms, enumerate the current state and status of all IT assets such as data, application, technological, and staffing, and to propose a preferred future state for each.  The future state of the GCC EA will one day be the current enterprise architectural environment.  As that happens, the GCC EA must be revised to consider emerging technologies, college policy changes, student trending populations, and other internal and external variables to remain and in continuous alignment with the college’s Integrated Strategic Management Plan (ISMP).
The EA is not intended to provide detailed product or configuration information, cost estimates, staffing requirements, project plans, or projected timelines.  However, the EA is the basis for the development of all of these follow-on deliverables.  The scope of the EA includes all GCC’s IT systems regardless of location.
[bookmark: _Toc306603086][bookmark: _Toc405468453]EA Methodology
The Enterprise Architecture Methodology is pictured in the figure below.  The methodology is to divide the EA into two levels: strategic and tactical.  Both levels are contained in this document.  The strategic level starts with an Enterprise Vision and then explains the general Guiding Principles, Objectives, and Strategies.  The tactical level drills down into the specifics of the current architectural environment and proposes the future environment.  
The detailed current and future architecture is divided into four aspects: Data, Application, Technology, and IT Management.  These, in turn, are addressed by three separate disciplines: IT Architecture, IT Standards, and IT Training.  The detailed future vision of the enterprise architecture is articulated in each of the cells created by the matrix.  All of these details are contained in this document.
IT Standards
IT Training
IT Architecture
Strategic Level
Tactical Level
Enterprise Mission and Vision
Guiding Principles
Objectives and Strategies
Data
Application
Technology
IT Management

The pyramid is a top-down view of the decomposition of the architecture starting from the Enterprise Mission and Vision.
[bookmark: _Toc306603087][bookmark: _Toc392314577][bookmark: _Toc392315234][bookmark: _Toc405468454]
Guam Community College ea guiding principles 
[bookmark: _Toc306603088][bookmark: _Toc405468455]General Overview
Architecture principles are a foundation for the development of enterprise architecture (EA). The architecture principles define the spirit of the EA in that they are an attempt to capture the thinking behind it. Principles have a timeless quality because they define a value system. While methodologies and technology frequently change, organizational values and culture as a rule do not.
[bookmark: _Toc306603089][bookmark: _Toc405468456]Guiding Principles
GCC’s overriding EA guiding principle and shared value is unity - Unity of vision, purpose, and practice. 
A guiding principle is to avoid the use of custom built software. The most common type of custom-built software is something that bridges data between two databases or applications. While the initial interface is perhaps easy enough to create, it must have been built with the highest standards for design, documentation, and testing. GCC will own the software and have to maintain it with its own or contracted resources. Such interfaces invariably need change overtime, thus the importance of having them well documented. Whenever either side of the interface changes, whenever a change is made to either database, the interface must change also. It is highly preferable to procure systems that support the other systems already present in the architecture.
[bookmark: _Toc70498128][bookmark: _Toc306603090][bookmark: _Toc405468457]Enterprise Guiding Principles
1. [bookmark: _Toc489843452][bookmark: _Toc518897090]Promote a holistic or “college-wide” approach while respecting the unique roles within the institution.
Rationale
· To promote a holistic approach will assist all by promoting trust and cooperation throughout the extended enterprise.
· To reduce redundancy and associated complexity
· To design IT infrastructure with a "college-wide" approach, making its adaptation to facilitate changing business processes easier and quicker.
Implications
· Must spend a little more initially to obtain long-term goals, at an overall cost savings.
· Consistency will make things work better together and ease integration. 
· Must accept that decisions could take longer to make, and solutions could require more time to implement.
· Divisions and departments must occasionally concede their own preferences for the greater benefit of the entire college. Trust will be critical to success.
· A holistic approach will assist all by promoting trust and cooperation throughout the extended enterprise.
· Must ensure the participation, input, and feedback from all levels of the college within the extended enterprise.
2. Business requirements and processes (administrative and academic) must drive the development, adoption, and acceptance of the EA. 
[bookmark: OLE_LINK3]Context
To ensure the viability of the EA, the EA must accommodate the perspectives of all IT stakeholders (to include but not limited to students, staff, administrators and faculty). 
Rationale
· To improve productivity, student outcomes and business processes through the combined perspective of an IT system
· To promote the change of business and instructional processes, in relation to a new technology
· To avoid the costs of implementing technology for technology’s sake.
Implications
· Requires good communication between business, academic, and IT professionals. 
· Must interact frequently and at multiple levels throughout the institution.
· IT investments will be student-focused and aligned with enterprise/business strategic goals.
3. IT systems should be designed for adaptability and flexibility, so they can be responsive to changes arising from curricular requirements, business processes, community needs, accreditation requirements or legislation.
Rationale
· To enable the infrastructure to support the changes that often occur in business and academic processes within the enterprise
· To make the infrastructure more adaptable to IT changes and IT market forces
· To enable business and academic process improvement
· To make integration of systems easier, and faster, with less process overhaul
· To enable systems to evolve to meet business and academic needs/changes
Implications
· Systems may initially require more time to design and more systemic thinking as transactions cross traditional system boundaries
· Must expect higher initial costs, but less costly integration
· System will have a longer life-cycle; therefore, a higher system return on investment
· A system could be sub-optimal in the short term in order to gain long-term optimization
· Must define performance metrics for flexibility and adaptability
Challenges
· The CTC does not convene during the summer months which make collaborative decision-making difficult and non-responsive.
4. To ensure fiscal responsibility with respect to information technology (IT), the college will adopt a formal investment strategy for IT acquisitions. 
Context
This investment strategy will clearly articulate the expected life of an IT system. It will consider all phases of an IT system life cycle, including acquisition, support, benefits and associated costs for GCC stakeholders, the diverse communities of Guam, Micronesia, and the Asia-Pacific Rim.
Rationale
· To lead to higher quality solutions
· To enable improved planning and budget decision-making
· To lead to realistic budgeting 
· To lead to appropriate system quality decisions (right-sizing)
Implications
· Requires the development of a formalized investment strategy.
· Requires an annual budget, and capital finance planning, processes, and procedures that quantify, audit, and monitor IT allocations and expenditures at the college.
· Must consider what will be the actual lifetime of the system.
· Must create methods for linking IT investments to business and academic needs and aligning with the college’s strategic goals.
· Must create methods for linking the IT investment to the strategic planning process.
· Requires more planning and resources to do a formalized investment process.
· Must change the business and academic view of technology to include IT investment strategies.
5. Convergence towards the EA will be encouraged with timing consistent with investment strategy for the enterprise.  
Context
Convergence towards the EA will take place as new applications are built, technologies are deployed, and old systems are refreshed or retired. Exceptions to the EA may be endorsed in specific cases, where the benefits of consensus for a specific technology solution outweigh the adoption of the EA.
Rationale
· For EA to be adaptive and to be able to evolve to accommodate changes in business, academic and technology requirements
· To avoid abrupt and reactionary  conversions, which are very expensive
· Convergence over time preserves investment while promoting the benefits of the EA.
Implications
· Delayed convergence can reduce the benefits of the EA. 
· Requires a realistic and attainable approach to migration to the EA.
· Requires an explicit transition strategy for existing systems once a target technology is identified.
· Allows for premature termination of a system, where it makes sense.
· Does not allow for waiting forever.
· Requires a business case for exceptions, an exception process, and an exit strategy.
· Must define temporary or permanent exceptions, and exit strategies for temporary exceptions.
· Requires funding to get out of obsolete technology.
6. The EA may identify more than one target technology solution, as a single solution may not be applicable or feasible in all situations. When more than one target technology solution is endorsed by the EA, one bundled solution or program should be designated as the primary target for convergence.
Context
The EA should reflect the desire to achieve convergence within the college. However, there may be limitations towards convergence of a single solution. Alternatives may be necessary to meet business and academic needs. Therefore, endorsing primary and secondary technology choices may be necessary to fulfill the need.  
Exceptions to the EA may be endorsed in specific cases, where the benefits of consensus for a specific technology solution outweigh the adoption of the EA. In some cases, a lighter-weight solution may be a primary solution, preferable to an alternative, more robust solution.
Rationale
· To reduce technology solutions from many to two or significantly fewer, when a single solution is not feasible 
· To avoid forcing higher cost when one size does not fit all 
· To reduce complexity but fulfill a business or academic need by using primary and secondary solutions
Implications
· Requires the development of impartial rules and decision criteria to distinguish when unique requirements should take precedence over the college-wide approach. 
· Must recognize that it is generally more costly to support two systems rather than one.
· Must recognize that designing a repeatable methodology for endorsing primary and secondary technologies may be difficult.
· Must recognize that migration strategies are more complex when primary and secondary technology choices exist.
· Must focus investment on primary technology choices.
· Need to address the impact to the business, academic and IT areas.
[bookmark: _Toc70498129][bookmark: _Toc306603091][bookmark: _Toc405468458]Management and Organization Principles 
1. [bookmark: _Toc489843459][bookmark: _Toc518897097]The management of the EA will be open and transparent to all stakeholders within the enterprise. 
Context
The College Technological Committee (CTC) is a vital and important component in the development and management of the EA. Communication needs to be open, honest, frequent, and bi-directional between stakeholders and CTC.
[bookmark: OLE_LINK1]Rationale
· To engender trust between all parties
· To encourage buy-in from the stakeholders, resulting in faster and more complete adoption of the EA
Implications
· Must have buy-in and support from the College Governing Council and from the established working groups and technology domains chartered by CTC
· Requires a communication plan that must be followed
· Open review periods will be built into the EA processes
2. The processes for selecting technology must be open and transparent.
Context
IT technology decisions must consider input from stakeholders and be open, transparent, and well documented. This requires allowing time for necessary consideration of issues by stakeholders, technical staff, and management. Once a decision has been reached, unnecessary, unproductive debate should not continue.
Rationale
· To lead to decisions being made in an open manner that will stand up to later scrutiny and audit
· To allow stakeholders and technical staff sufficient opportunity to identify important information regarding potential technology investments
· To ensure that decisions are made according to appropriate investment strategies
· To encourage the necessary analysis of issues without becoming bogged down in details
· To avoid unproductive heckling and back-biting after decisions are made
· To avoid playing favorites with particular vendors or technologies
· To promote a healthy IT culture where the best overall solutions are identified and implemented
Implications
· Decisions must employ and be guided by EA principles
· Decision-making processes must allow ample time and opportunity for productive debate
· Decisions must be well documented so that all parties know when the time for debate has ended
3. Promote formal methods of IT systems engineering.
Context
Systems engineering includes all aspects of IT - application projects, infrastructure projects, and hardware projects.  However, GCC’s current MIS staff and capabilities defer IT systems engineering to industry.  Systems analysis and design activities are developed through out-sourcing.  GCC will require vendors to utilize an industry-standard, Systems Life Cycle (SLC) or Systems Development Life Cycle (SDLC) methodology by which systems being developed for GCC can be monitored, tracked and measured.  
Rationale
· To lead to measurement points that, in turn, lead to benchmarks
· To enable improved quality assurance
· To enable repeatability and consistency
· To lead to right-sizing
Implications
· Must minimize impacts upon the college
· Must agree on system engineering practices and methods
· Must identify the formal methods for particular areas of technology
· Must follow up for quality assurance
· Must confirm that ROI is what was expected
· Must use a disciplined, repeatable approach to development
· Need a resource that will identify and document principles
· CTC must develop the formal processes
4. As new contracts and outsourcing agreements are established, these contracts and agreements will reflect and incorporate EA principles. 
Context
This is one of the mechanisms by which we keep EA aligned with operations. Outsourced work should not lead to exceptions to the EA just because they are outsourced.  The EA should drive the standards expected in an outsourced effort.  The EA is a living-document and should be updated on a recurring basis.  As industry and technologies evolve, the EA should be updated to reflect current industry standards and hold true to its principles.
Rationale
· To be successful, the EA must be integrated with all facets of IT system design, planning, and acquisition.
Implications
· Requires EA training for non-IT professionals in areas such as procurement.
· Need partnerships and good communications between program areas, procurement, contract management, and IT departments to obtain the benefits of EA. 
· Must include EA-based requirements when IT procurements are part of non-IT contracts. 
· Must change the view of institutional investments to include IT requirements.
· Must audit IT procurements and provide feedback mechanisms for EA.
· Must include EA-based requirements in procurement documents and contracts.
5. The success of the EA will depend upon consensus and trust among the stakeholders within the enterprise. 
Rationale
· To have a balance:  divisions must be ready to act unselfishly, and the enterprise must mitigate the burdens that solutions impose on divisions. 
· To be fair:  divisions that bear the costs for major initiatives that benefit the enterprise ought to be compensated in some manner.
· Implications
· Achieving consensus will require collaboration to satisfy stakeholders when they are negatively affected by the implementation of the EA for the greater good of the enterprise.
· Must identify what the compensation will be, and how it will be funded and factored into the total cost of the project.
· Must manage costs and benefits so that overall equity is achieved across the enterprise.  
· The return on investment (ROI) for each project must identify its costs and savings. 
6. The EA will promote technology equalization among stakeholders, as not all entities within the enterprise are funded at the same level. 
Rationale
· Information technology automation often reduces program costs and provides rapid service delivery mechanisms; however, not all new programs have adequate funding for information technology
· When collaboratively constructed to reflect the vision and mission of the institution, project and programs in support of GCC’s IT infrastructure are justified for the purpose of seeking funding and support 
Implications
· Must develop funding mechanisms to support this type of initiative
· Must develop processes to promote cross-division sharing of technical expertise
· Must perform gap analysis to find opportunities for technology equalization
7. Training programs and consulting services must be provided to stakeholders to promote convergence and the effective application of the EA
Context
Consulting services may take the form of mentoring staff, assisting project teams in defining their business/academic and technical requirements; providing project management guidance; and providing procurement, acquisition, or contract/vendor management support. 
Rationale 
· A well-trained organization is critical to the success of the EA
· Every effort should be made to ensure technology training is provided to maintain and support GCC’s ever-growing and more complex IT environment
· Training and an internal outreach campaign to promote GCC’s EA and its purpose will make for more informed long-term IT decisions
· Train and promote the EA as a roadmap
Implications
· Requires the development of a comprehensive training program
· Must foster mentoring
· Must identify how training and consulting will be funded and managed
8. The EA should encourage professional development for permanent, full-time equivalent, (FTE) staff.
Rationale
· Staff is our greatest resource
· To reduce dependence upon long-term contracted staff
Implications
· Must ensure that funding designated for technical training is not eliminated in times of fiscal crisis
· Must include professional development plans in annual performance reviews
· Must make a commitment to staff to provide opportunities for professional growth
· Must ensure access to cost-competitive training alternatives
· Must ensure that succession and knowledge transfer plans are developed and implemented for both permanent and contract staff
· Must have greater opportunities for combined training
[bookmark: _Toc70498130][bookmark: _Toc306603092][bookmark: _Toc405468459]Technology Principles 
1. [bookmark: _Toc444922186][bookmark: _Toc489843451][bookmark: _Toc518897089]EA technology choices will be based on criteria including extensibility, interoperability, flexibility, adaptability, portability, and appropriate scalability. 
Context
The principle applies to how GCC selects a target technology for the EA.
Rationale 
· To more quickly adapt to changing business and academic requirements
· EA technology choices will promote the integration of technologies based upon interfaces that utilize open standards where available
Implications
· Criteria for the selection of EA target technologies will require evaluation with respect to extensibility, interoperability, flexibility, adaptability, portability, and scalability.
· EA technology selections must balance division versus enterprise interests and needs
2. [bookmark: _Toc489843456][bookmark: _Toc518897094]Reduce complexity and enable integration as much as possible to realize business process improvements within the enterprise.
Context
Customization taken too far increases cost and reduces adaptability.
Rationale
· Complex application systems with many data and transactional functions are difficult to manage, making change risky
· To avoid dependency failures resulting from applications that are tightly coupled 
· To implement applications that are accessible, perform well, and account for network and other dependencies
Implications
· Must promote and facilitate component‑based applications
· Must keep to a minimum the number of vendors, products, and configurations, allowing for maximum flexibility in implementing changes
· Must avoid overly complex configurations of components and discourage undue custom tuning, or customization of hardware and software based on transient, local, or other conditions
· Must maintain configuration discipline, sacrificing performance and functionality in some instances.
· Must account for resource constraints
3. Support pervasive standards and technologies under appropriate conditions.
Context
Using pervasive standards makes sense if:
· Reliance upon a single vendor is proactively managed 
· Market forces are considered
· Cost of a pervasive proprietary standard is balanced with the cost to migrate to an open standard in the future 
· The cost to migrate to interfaces that employ open standards is considered
Rationale
· To avoid dependence on weak or under-performing vendors
· To allow the enterprise to influence and stay current with industry standards and trends
· To encourage flexibility and adaptability in product replacement
· To avoid dependence on proprietary standards that become isolated 
Implications
· Must establish criteria to identify weak or under-performing vendors and products.
· Must assess the architectural fit of proposed solutions.
· Modify work practices and business workflow to increase standards compliance.
· Must manage dependencies on proprietary vendor technologies.
4. In order to maximize integration throughout the enterprise, systems should incorporate standards that promote system interoperability.  
Context
Where applicable, incorporate best practices based upon open standards, best practices from like organizations, or pervasive standards based upon a vendor's or provider’s market position.
Rationale
· To have systems that include application interfaces based upon open standards
· To promote application module reuse
· To support leveraging innovations developed by other enterprise entities  
Implications
· To avoid reinventing the wheel, must research what is currently within the marketplace and how others approach similar business issues.
· Must define what we consider to be an open standard application interface.
· Must be careful not to constrain innovation.
· Must have a component repository in order to identify opportunities for application module reuse.
· Must look for alternative funding sources that will foster innovation.
· Must write modules that are reusable.
5. Use open source where a sound decision model and investment strategy is present.
Rationale
· Open source is a viable alternative to commercial, off-the-shelf technology products and should be considered when making a technology selection.
· Open source applications can provide innovations that are not available in the commercial marketplace.
Implications
· Training and documentation may be limited, thereby increasing costs.
· Product technical support may be limited, thereby increasing costs.
· Must consider whether the migration cost might be high even though initial costs might be low.
· Must consider how well supported a solution is in the industry.
6. Approach the development of systems from a cross-functional, horizontal institutional perspective and implement systems in such a way that promotes technology reuse. 
Rationale
· If institutional services are thought of at a higher level, systems can be designed with reduced complexity and designed to promote technology reuse
· To achieve high-efficiency development and to lower costs of support, training, and testing through the creation and reuse of standard elements 
Implications
· Requires a different level of abstraction than what government traditionally uses
· Might run into “turf” issues
· Might find difficulty funding something from a functional rather than an agency perspective
· Implementation requires a high degree of communication and integration across the enterprise
· Must create incentives for participation in the component repository
· Must make contributions to and use of the component repository easy
[bookmark: _Toc70498131][bookmark: _Toc306603093][bookmark: _Toc405468460]Application Delivery Principles 
1. Promote application consolidation, standardization, and integration where significant benefits can be realized through the sharing and reuse of data, information, and applications. 
Rationale
· To avoid the creation of additional silos of data and applications.
· To avoid redundant efforts within the enterprise.
Implications
· Requires communication and knowledge of activities within the enterprise.
· Requires a shared application portfolio.
· Requires a component repository.
2. Embrace a formal methodology for IT portfolio management within the enterprise. 
Context
IT portfolio management comprises a number of sub-disciplines, including IT asset management (ITAM), application portfolio management (APM), project portfolio management (PPM) and application component management.
Rationale
· To have an accurate inventory of systems applications and data within the enterprise
· To identify opportunities for sharing and reuse
· To strengthen management of IT investments
Implications
· Must view IT portfolio horizontally and vertically for opportunities
3. The goal for the design and implementation of systems should be of adequate technical quality to meet the business and academic requirements, and not excessively more.  
Context
Systems should be designed and implemented to be good enough to meet the need, without superfluous features and capabilities, lest more effort be spent on the extra functionality than was required for the necessary functionality.  Systems should be designed with sufficient foresight into future use of the system so as to provide adequate flexibility and adaptability to changes.
Rationale
· To avoid unjustified complexity and cost
Implications
· Must determine how to know when a system is good enough.
· May require business process reengineering. 
· Requires scope management.
· Must develop a good business case before designing a system.
[bookmark: _Toc306603094][bookmark: _Toc405468461]User Interface Principles 
1. The enterprise information technology systems must be accessible to all GCC constituencies.
Rationale
· The enterprise entities have a responsibility to provide services to all users and address their specific access requirements. 
· To be responsive to the increasing diversity of the college.
Implications
· Must pursue “universal design” within the context of technology, which includes the design of products, systems, processes, and environments. 
· Services must be widely accessible without being cost-prohibitive. 
· Must comply as necessary with Section 508 of the Americans with Disabilities Act (ADA).
2. Support appropriate client delivery channel preferences for accessing enterprise services.  
Context
Systems must be designed with the knowledge and understanding of the population the system will be serving.    
Rationale
· To ensure that guidelines for user interfaces are not constrained by narrow assumptions about location, language, systems training, or physical and cognitive capabilities
Implications
· Products and services may be accessed in a variety of ways, but must be available to users in a consistent, accessible fashion. 
· Strive for a common look and feel, and consistent service, regardless of choice of delivery channel.
· Must comply with standards for privacy and security.
[bookmark: _Toc306603095][bookmark: _Toc70498133][bookmark: _Toc405468462]Security Principles 
1. IT systems must be implemented in adherence with government security, confidentiality, privacy policies, and laws. 
Rationale
· To enhance public trust
· To protect government assets
· To enable compliance with requirements for public funding and grants
· To protect privacy of students, GCC employees, and other partners
Implications
· Must identify, publish, and keep applicable policies current.
· Must periodically audit/follow up on IT systems such as Health Insurance Portability and Accountability (HIPAA).
· Must formulate minimum standardized security policies.
· Must allot sufficient time and resources for security policy development.
· Must consider indirect implications of security policy, for example, staffing to perform audits or check for vulnerabilities
2. Data must be protected against unauthorized access, denial of service, and both malicious and accidental modification. 
Context
Data includes paper records, scanned images, printouts, microfiche, as well as digitally stored information.  Sensitive and confidential information should not be accidentally provided or published.
Rationale
· To minimize improper use or loss of data, either of which can have serious business and legal consequences
· To minimize security violations, which impair integrity and jeopardize the viability of government
· To limit opportunities for unauthorized access, so that people are less likely to do inappropriate things  
Implications
· Must implement approaches/policies to minimize improper use of data. 
· Must implement approaches/policies to minimize security violations.
· Must establish follow-up procedures for security alerts.
· Must regularly examine logs and alerts and execute follow-up procedures.
· Must not secure data to the point that responding to open records requests becomes prohibitively expensive.
· Must consider implications of defining a Resource Description and Access (RDA).
· Must design and account for Open Records requirements.
· Must provide staffing and resources to perform the functions and duties outlined above.
3. There must be accountability for security, which includes the appropriate design and use of audit functions and system monitoring tools.
Rationale
· To enhance public trust
· To have accountability, there must be auditing
· To avoid data loss or data corruption 
· To ensure data is credible
· To identify inappropriate access
· To prevent security breaches, which have harmful and expensive consequences
Implications
· Require monitoring compliance.
· Must design audit functions and cross-checks into systems.
· Must provide resources to monitor.  Monitoring is resource-intensive.
· Must define processes for following up if potential security problems are found.
4. A well-defined security policy promotes sharing by removing uncertainty.
Rationale
· To enhance public trust
· To provide a clearly articulated policy for use of information 
· To prevent destruction of and avoid mishandling of security information, for example, demonstrating chain of custody for evidence
Implications
· Must make security, confidentiality, and privacy requirements clear
· Additional expenses may be required
· Need training to comply with policies
· Must consider implications of defining an RDA
· Must obtain advice from legal counsel as appropriate
· Must institute policies that ensure appropriate background checks for employees
· Must provide education for staff that works with sensitive or confidential information
[bookmark: _Toc70498134][bookmark: _Toc306603096][bookmark: _Toc405468463]System Management Principles 
1. IT must plan, design, and construct appropriately for growth and expansion of services across the enterprise. 
Rationale
· To be more cost effective
· To reduce maintenance costs
· To enable quicker response to growth and change
Implications
· Must make a culture shift towards planning for adaptation
· Must develop processes to collect information and ways to predict growth from historical trends
· Must promote capacity planning
· Must recognize the tradeoffs between the increasing high costs of labor and decreasing costs of technology
2. Formal methodologies for IT change management must be established and followed.
Rationale
· To improve the quality and availability of our systems
· To ensure repeatability and consistency of system management processes
Implications
· Minimizes negative impact upon partners
· Must agree on practices and methods and follow them
· Must develop and document well-defined system management processes
· Must develop a process to monitor for compliance and follow that process
· Following system management processes may be cumbersome and slower in the beginning
· System management requires advance planning
3. Promote the use of common systems for IT problem resolution.
Rationale
· To enable improved quality assurance and system availability
· To enable the development of a knowledge base for problem resolution
· To provide communication to our users when problems occur
Implications
· Staff must use problem resolution systems.
· Problem resolution systems must be efficient for the staff to use.
· A view of the problem resolution system should be available to users.
· Must establish and monitor performance metrics for IT problem resolution.
· IT problem resolution has to be more general than would be appropriate for any individual division.  (For example, rights management services [RMS] would need improvements if it were to be an enterprise solution for IT problem management/resolution.)
4. Implemented infrastructure must be robust, responsive, and reliable with appropriate redundancy.  
Context
Infrastructure must be appropriately scalable and services must be structured appropriate to the differing needs of divisions.  Appropriate redundancy requires balancing the investment made for high availability against the defined business/academic needs (i.e., to seek right-sizing).  Robustness means that the infrastructure design must take into consideration likely points of failure and provide backup and redundant components where required.
Rationale
· To adequately protect against system failure while not wasting resources
· An enterprise approach would be the best way to leverage the necessary IT capital investments to ensure high availability.
· To avoid excessive infrastructure and support service costs
· To leverage economies of scale where appropriate
Implications
· Need to consider cost, risks, time redundancy, and the context, for example, disaster recovery is different from business continuity
· Must define and discover business requirements for system availability and successfully test against those requirements.
5. Service providers must address and facilitate business continuity, security, and disaster recovery. These services should be provisioned in a manner appropriate to the criticality of the data and applications involved. 
Rationale
· The enterprise provides many essential services that, especially in times of crisis, must continue to be available upon demand, and recovery must occur within a compressed timeframe.
Implications
· Must identify and prioritize critical business/academic functions.
· Must ensure that communications systems are available, especially in times of crisis.
· Must define acceptable recovery times.
· Must develop and test disaster recovery and business/academic continuity plans.
· Must periodically review and update test disaster recovery and business/academic continuity plans.
· Must balance costs against risks.
· Must promote awareness in order to provide funding.
[bookmark: _Toc70498135][bookmark: _Toc306603097][bookmark: _Toc405468464]Data Management Principles 
1. [bookmark: _Toc395600259][bookmark: _Toc395930093][bookmark: _Toc396191651]Each individual data item has a single steward or authoritative source, clearly defined locations, and is accessible. Authoritative data must be accessible and available for reuse by any entitled systems or business/academic processes.
Rationale
· Reducing duplication requires that there be an authoritative source for information about that data
· More effective decision-making requires increasing the integrity and relevance of data, which requires having an accurate inventory of where the data is stored.
· Data is a strategic asset that must be shareable and accessible to gain maximum value.
Implications
· Must have time and resources to identify and specify authoritative sources.
· Must establish institution wide procedures to manage data access and ensure data security and integrity.
· Must define stewards and their role. 
· Need a consolidated metadata repository for the enterprise.
2. Data stored in information repositories within the enterprise should be widely available and accessible by all entities within enterprise. 
Rationale
· Information that is shared will maximize the effectiveness of business/academic decision-making.
Implications
· Must create and define standards and processes for unifying data and information management.
· Must establish data warehouses to facilitate information availability for decision-making.
· [bookmark: OLE_LINK2]Need a consolidated metadata repository for the enterprise.
· Must provide resources to establish and maintain a single metadata repository.
· Must have an access mechanism for information repositories.
3. Data is an asset that must be managed for the benefit of the enterprise.  Data must be shared to the maximum degree possible, without jeopardizing security and confidentiality.
Rationale
· The value of information is not always realized when it remains in isolated pockets.
· Required security and privacy cannot be sacrificed and may sometimes result in the inability to publicly share information.
Implications
· Must restructure data for easy access and management.
· Must organize business/academic systems and databases according to subject matter, not by department, division, or unit.
· Must maintain data in its most appropriate format.
· Can share data by integrating systems rather than by sharing data directly.
· Data warehouses must be multimedia-capable to access and manipulate all forms of data stored in them.
· Must design network infrastructure to efficiently and cost-effectively transmit all forms of data adequately to meet business and performance requirements.
· Must make data and applications accessible via a variety of media. 
4. Data is collected, protected, and maintained in accordance with appropriate standards and guidelines. 
Rationale
· The enterprise must comply with applicable policies, statutes, and federal requirements, for example, Family Education Right to Privacy Act (FERPA)
· Data is more likely to be shared when the standards and guidelines for sharing and protecting that data are documented and understood.
Implications
· Must provide training and education so that individuals are aware of standards.
· Must have communication plan to build awareness.
· Must define and document the appropriate standards and guidelines.
5. Records in electronic format must be preserved and maintained, and remain accessible for their designated retention period.
Context
Records must be appropriately disposed of once the designated retention period has expired.
Rationale
· Proper record maintenance is statutorily required.
· Keeping records longer than required is costly and wastes space and resources.
Implications
· Must provide resources for records identification and disposition.
· Must establish policies for record retention. 
· Must establish systems to automate the record retention processes.
· Must establish an audit process.
· Must establish a process to destroy records in an appropriate manner.
· Must define and implement a process for monitoring records handling.
· Must create a communications plan to promote awareness of policies for records retention and disposition. 
[bookmark: _Toc306603098][bookmark: _Toc405468465]Guam Community College EA OBjectives and strategies 
[bookmark: _Toc306603099][bookmark: _Toc405468466]General Overview
GCC’s information technology objectives are to fully support the college’s mission statement of:
“Guam Community College is to be a leader in career and technical workforce development by providing the highest quality education and job training in Micronesia.”
· It will deliver integrated enterprise information systems and infrastructure that improve public access to GCC functions and information, streamline business processes to simplify college-public interactions and reduce costs, and meet the legal and business needs of the college.
· GCC will create and operate services on-line available to the diverse communities of Guam and Micronesia 
· GCC will develop cost-effective means for providing ‘niche’ training and services, and for providing training and education not in the college curriculum.
· GCC will provide a unified, secure, efficient and reliable IT infrastructure to address current and future needs.
· GCC will provide sufficient and cost-effective bandwidth to meet current and future needs.
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THE PRESENT
[bookmark: _Toc306603101][bookmark: _Toc405468468]
Current GCC architecture assessment
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The current picture of the Data Environment is now mostly integrated.  While there is some data existing in separate systems such as the COMPASS, Simply ID, Library’s Symphony, TracDat, and specialized academic systems (PLATO MATH, CHOICES, CASAS) the real problem is in fully integrating all and in maintaining the Integrated Database Management System (IDMS) with considerably insufficient resources in manpower, overall system capacity, and in money for desperately needed hardware and software upgrades and maintenance.
Manual Data Entry
Manual data integration and sharing is continually being addressed due to the implementation of the Sungard BANNER system and the MyGCC portal in which most critical operational or administrative and academic activities are now using an integrated system.  The MyGCC portal, through its single-sign-on feature, allows students and employees to access the database for self-service applications such as registering for a class or checking a departmental budget.  This system now allows for greater accuracy and consistency of the data being used that comes out of an integrated database versus the fragmented systems of previous years.
Pseudo-Applications
A former concern that is no longer a major issue is in regards to the risk of using other data gathering and reporting tools or applications in the fulfillment of an office’s mission.  More so now than ever, many standard internal and external reports are coming out of the IDMS with the use of ORACLE Discoverer and ODS (Operational Data Store) than from other forms such as those created and maintained using applications like Microsoft Excel, DBASE, Quattro Pro, or even Microsoft Word.
Information can now be gathered in the usage of the portal by individual student logins and their activities; however, this only relates to portal activities.   Lab workstations are still not issued unique accounts and are not being captured.  Discussions with the College Technological Committee (CTC) continue with regards to this practice and may change in the future as stricter security policies are implemented or become necessary, especially as it relates to becoming more compliant with the Payment Card Industry (PCI) or federal mandates.
Records Management
The college has institutionalized a document scanning and capturing system as part of the overall solution to address the paper-based driven process into a more paperless environment.  Together with the implementation of the all-in-one XEROX scanning-printing-copying-faxing solution, GCC now has in place the SCAN XTENDER and WEB XTENDER Banner Document Management System (BDMS) that allows different users and sections of the college to electronically archive documents for safe-keeping, storage, sharing, and retrieval.  Despite the training provided to key personnel, mainstream usage of this system is not yet realized, but more and more users are discovering the benefits of moving into or using this solution.
Data Formats:
· Additional formats not previously included: 
· Video
· Audio other than voice
· Film/Negatives
· Online Contents
Data Users: 
· Additional users not previously included:  
· Board of Trustees Members
· Foundation Board Members
· Anonymous Patrons 
· Library
· Online visitors on GCC websites
· Guest and customers at functions and events
· Bloggers
· “Artificial Users”
· BOTS (automatic or programmed content/data “harvesters”)
· Spammers / Phisers
· Hackers
· Drones / Hoverers
· Scanners/Sniffers (Wired & Wireless Network prowlers)
[bookmark: _Toc306603104][bookmark: _Toc405468471]
Data Architecture and Standards Justification
These areas of improvement support the need for the architecture and standards recommended in this document.
	Opportunities
	Comment

	Most databases are not integrated, cannot directly share information or store common data in a single place.
	SUNGARD addressed most of this finding.

	Manual entry of duplicate data from one database to another is diminished.
	Manual data entry is prone to error and means that the data is not only stored in two places but was entered twice.

	Not capturing data from IT users (via unique individual logins) on their usage patterns.
	This is vital important that is necessary for a properly functioning IT environment.

	Official data is derived from the databases but not stored in the databases.
	Official databases become repositories of data but cannot provide the final answers.

	Duplication of data in different media within the same organizational unit has been reduced. BDMS addresses most of these issues.
	BDMS addresses most of these issues.  More on-line forms are becoming more prevalent.

	Records Management: Wide spread use of paper forms to capture data that then must be entered into a database.
	Need to eliminate the use of paper forms and use data entry forms that are accessible to the originating person.

	Records Management: Those paper documents which must be retained and stored should be digitized and stored electronically.
	By imaging/scanning the original paper documents they can be stored electronically.  Then, with legal authorization, the paper copies may be discarded.
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Current Application Environment
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Guam Community College has a large investment in applications primarily in the Academic Affairs and Finance and Administration Departments.  It is noteworthy the college has very few applications custom built for the college.  However, many of the applications are very old in technological terms and in need of significant enhancement or replacement.
SUNGARD
SUNGARD replaced GCC’s two largest applications, NIAS and Dynalogic and provides a suite of software and processing applications for financial services, higher education and the public sector.  This new system effectively addressed challenging problems associated with NIAS and Dynalogic.  SUNGARD provides advanced query and reporting capabilities in a single integrated database application combining NIAS and Dynalogic functionality into a single repository and eliminated the need for user-built tools. The SUNGARD application is built upon the latest hardware and operating systems using state-of-the-art system and database design architectures should serve the college well for the next three to five years.  The current portfolio of SUNGARD applications currently in use at GCC are:

	SCT Banner Financial Aid
	SCT Banner Employee Self-Service

	SCT Banner Advancement Self-Service
	SCT Banner Advancement

	SCT Banner Self-Service for Finance
	SCT Banner Finance

	SCT Banner Unified Digital Campus
	SCT Luminis Content Management Suite 3.1

	SCT Banner General
	SCT Banner Student

	SCT Banner Student Self-Service
	SCT Banner Faculty & Advisors Self-Service

	SCT Luminis Product Family Bundles
	SCT Luminis Product Family Packaged Offerings


IT Applications
Another finding is how few applications are available to Administrative Services and MIS.  In the case of MIS, four important and time consuming tasks are being performed manually.  This manual effort could be greatly reduced if MIS were provided with proper software tools.
The need for MIS staff involvement with this activity should be minimal and on an exception basis.  Likewise, the administration of unique student logins is hampered by the absence of a robust software application to automate this requirement.  Third, the complex GCC network does not enjoy the benefits that load-balancing software would provide.  Finally, the work of creating PC hard-drive images and re-imaging, or cloning, PC’s in offices and labs is a highly manual process.  Yet, mature software applications exist that could greatly automate the process and greatly improve staff efficiency.
The adoption of any new applications is not a simple matter of procurement and installation.  The introduction of new applications mandates more user and technical training, new policies and procedures, revised job assignments and skills requirements.  The replacing of old applications or the incorporation of new ones must be a thoroughly planned undertaking.  Each new or replacement system implementation is a major project undertaking that will require the active support of all those involved. 
[bookmark: _Toc306603107][bookmark: _Toc405468474]Distance education (DE)
In July 2010, GCC adopted a Distance education policy to deliver educational services either through instruction or support services to students who are not physically co-located with the individuals providing the service (See Appendix C- Distance Education Policy).  The platform GCC currently utilizes to support DE is the Moodle Course Management System, a course management system designed to help educators deliver quality online courses. Moodle is open source software and is used all over the world by universities, schools, companies and independent teachers.
DE includes the use of computer and Internet-based educational services as well as video and audio services. Institutions use Internet technologies to bring students educational programming in either synchronous (students and the service provider are interacting on line at the same time) or asynchronous modes (students and the service provider not interacting on line at the same time).  Educational interactions delivered through these means may occur on campus as well as off campus.  DE can be a convenient, flexible, and effective means of providing education. Nearly half of all the college students in the country are of the age group once thought of as nontraditional. They are working adults or adults seeking first educational credentials or retraining.  Many working adult students with multiple demands on their time find DE to meet their needs better than campus-based education and is also an opportunity for the college and the students to contribute to environmentally friendly practices. Courses that run through DE reduce the use of paper and copying, as resources are available digitally. In addition, students commute to campus less frequently than traditional courses, lessening the use of gas and related emissions into the environment.  In addition to working adults, the traditional-aged college students come to campus with extensive experience using digital technologies in their personal and school lives. For these students, DE involves the use of Internet, web casts, text messaging, and other digital media is comfortable and familiar. As technology continues to expand world-wide, participation in DE assists students in preparing for the workforce.

GCC currently delivers limited courses through DE using a hybrid of several applications illustrated in the table below:
	[image: Description: Description: http://www.guamcc.edu/index.php?option=com_docman&task=doc_download&gid=140]
	Easy-to-use instructor-led courses and certificate programs that is informative, fun, convenient, and highly interactive. Accounting, Business, Computer, Grant Writing, Test Prep, and more.

	[image: Description: Description: http://www.guamcc.edu/index.php?option=com_docman&task=doc_download&gid=143]
	Career Track Training – Online Certificates and Courses in Customer & Technical Support Training, Technical Writing, Functional Specialties in Human Resource Management, and more.

	[image: Description: Description: http://www.guamcc.edu/index.php?option=com_docman&task=doc_download&gid=144]
	Gatlin’s online career training courses are designed to provide the workforce skills necessary to acquire professional caliber positions for many in-demand occupations. Gatlin offers over 79 online certificate programs in the Allied Health, Computer-Internet, Business, Technical and Construction industries. 

	[image: Description: Description: Image]
	LERN-Get skills for the 21st century. Demonstrate your knowledge. Boost your productivity and your organization's bottom line.
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Application Architecture and Standards Justification
These areas of improvement support the need for architectural standards recommended in this document.
	Opportunities
	Comment

	Existing systems do not combine or present information in the way necessary to satisfy many reporting and management requirements.
	This drives users to create MS Excel and MS Access reports. Unfortunately, there is important additional and derived information that then only resides in pseudo-application and not on the parent systems.

	There are several useful applications not currently in use:
· Automated email administration system
· A highly automated network/PC User Login system
· A network load-balancing application
· PC-cloning application
	With the addition of these automated systems, GCC will enjoy additional functionality for all of its users, reduced workload in MIS, increased efficiency of existing resources (personnel and technology).

	There should be, as much as possible, a single login application for GCC.  Users should be able to access their applications without having to login to each one separately.  The application should allow for the capture of information in one place and shared throughout. 
	A single login procedure should be developed (perhaps through the use of portal software).  Additionally, a student’s name and address should only be entered at one point in the virtual application rather than once per application.  Progress has been made in the wireless environment.

	Applications should be treated the same as PC hardware and have their own replacement plans.
	Application lifecycles are typically longer than PC hardware lifecycles, but either they must be constantly kept up to date or replaced after a reasonable length of time

	Many different types of user interfaces such as Windows 98, Unix, MAC, and Windows 7.
	Increased end-user support costs in the area of training due to diversity of interfaces.
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Current Technology Environment
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The current Guam Community College technology environment is typical for the size and complexity of the functions it serves. To its credit, all systems are on currently available and supported hardware, software, operating systems, and networking protocols.  Much work has been done over the past several years to improve technological connectivity on campus and to the internet.  The primary hardware platform in use is the Windows-based PC computer.  There is evidence of many state-of-the-art technologies in use on campus.  Devices such as Electronic Whiteboards, Video and Audio Teleconferencing, Digital Cameras, and multimedia presentation devices are in common use.
Technology Replacement Plans
Commendably, there is a plan for the orderly replacement of aging hardware.  Each piece of new equipment, for example, has an expected lifecycle, a length of time before it is obsolete.  This lifecycle is on the order of five or more years for a server computer, but three to five years for a PC.  Printers and other peripheral devices have even shorter lifecycles.  Each year, the plan calls for the replacement of the oldest equipment and software.  With this yearly replacement plan in place, the users are assured of always being supplied with current technology.  Some will be newer than others, but all will be replaced in accordance with a plan instead of as an emergency procurement.
However, even in the midst of these positive outcomes, there are many different technologies in use with more being added.  Each of these technologies requires specialized training to be able to use and support, may require separate maintenance contracts, and skilled staff.
Technology Support
There are two types of technology in use on campus.  There is technology intended to (1) serve the needs of GCC employees be they faculty, staff, or student and (2) technology specific and unique to a class or curriculum.  While the more prevalent GCC-wide technology is carefully controlled, the opposite is true of technology used to support a particular class or curriculum.  The benefit of this arrangement is that teachers have the latitude to introduce new tools and technologies into a classroom setting without having first to place it under the strict controls of the enterprise architecture.  However, the teacher in this case is fully responsible for the installation, use, and removal of these ad-hoc technologies.  In this way, course instruction is best served without adding new burdens to the rest of the IT structure.  Of course, should a class or curriculum need a new technology as a standard part of all future classes, then it must first be placed under the appropriate controls in the infrastructure.
Networks
The present networking topology is a Star design.  It is an easy to create network and all that is needed is cable running from an existing node.  There is no redundancy of connections for the nodes.  Should one node be removed from the network, all nodes further down the network from the removed node, are also removed from the network.
The best advantage for such a design, aside that it’s easier, quicker, and less expensive to implement, is very little effort is expended when a more sophisticated design is desired.STAR Topology
With 2 Internet Connections
Internet Connection
Internet Connection

That better design is a Double Ring design.  Building upon the existing network, a Double Ring network will provide a vital redundancy for the network users.  Lines currently running between nodes are utilized.  The difference is that each line does not begin at a single point but begins with a ring.  The same is true for the end of each line, as is shown in the drawing below. Now when a node is off-line for whatever reason, all other nodes remain on-line.  Should even a cable be damaged in a portion of the network users will continue to have access via this redundant capability.  Additionally, should certain portions of the network be slowed by traffic flow, the network can still provide adequate serve to the rest of the users.
Internet Connection - Student
Double Ring Topology
With Three Internet Connections
Internet Connection - Staff
Internet Connection - Faculty

While a Double Ring design is a much preferred solution for GCC, two other technology improvements are necessary in order to make it the highly efficient foundation of the college’s infrastructure of the future.
Presently, GCC has two high-speed internet connections.  One is a 20 Mbps line through GTA and then to the internet service provider.  The other is a 10 Mbps fiber-optic cable directly to internet service provider, MCV.  It would be beneficial to have a dedicated line for each of the major user groups on campus: Faculty, Staff, and Students.  With this third additional capability, each constituency is assured of the best possible responsiveness from the internet service provider.  Should one of the internet connections fail for any reason, GCC would be able to effectively share the remaining two.
The other necessary addition to the current network is Load Balancing software.  This software monitors and manages the network automatically.  It keeps track of problems, bottle-necks, outages and such and automatically reroutes traffic to keep the network operating as efficiency as possible.  Not only is it impractical to attempt to do this manually but it is not cost effective to do so.  Trained IT staff should be doing only those things which automated tools cannot do.
With the implementation of a Double Ring network design with three internet connections and the presence of Load Balancing technology, no longer would a problem in one area of the network have any detrimental impact upon the other areas.
PC Imaging
The number of PC’s and the variability of their hardware configuration pose a significant challenge.  There are 1,500 PC’s in the environment.  New ones are added regularly to replace obsolete ones, in accordance with a planned replacement schedule.  Occasionally, new PC’s are added to the total number.  For each of these PC’s there is a standardize hard-drive configuration of software and settings that must be applied.  This standardized configuration is known as an “image.”  PC’s used for different purposes have different images.  Those used by staff differ from those that are setup for students in a lab.  Therefore, there are numerous standard images. 

What makes the process more cumbersome is the variety of hardware configurations.  A slight difference in one of the PC’s internal components can mean a revised image must be created.  Thus, there are standard images for each functional use but scores of additional versions of these images caused by hardware differences.  A conservative estimate is that there are upwards of 150 different images.  It requires approximately 20 to 80 labor hours to create new images and to image and re-image computers.  This process occurs every semester and is very time-consuming.

There are several factors as to why this imaging process exists.  One of the factors is a policy which states all software that comes with a purchased computer is replaced with site-licensed software.  Rather than tracking the software licenses on each computer, the extra step is taken to remove these licensed products.  Once imaged, all PC’s are covered under site-licenses.  This makes it easier to know what computers are licensed but at a considerable cost.

What must be addressed is the creation and maintenance of 150 different images.  Currently, it takes about a calendar week to create and install a new image on a new PC.  This is a time consuming process for someone who just wants a computer for MS Office and Internet Explorer.  Additionally, the process of re-imaging computers should be highly automated over the network.

The current suite of software on a lab image is:
	Certiport (Loaded on I.T. Academy labs TC1106 & TC1221 only)
	Micropace Pro 2

	CheckPro
	Office 2007 SP2

	DDC315o03
	PAN (TSA, CBP, USPS, FBOP, FBI, GPO, Qwest, Jones-NCPI, JC Penney) Web base TC1106A only) 

	Dreamweaver 4 (Loaded on D8 lab only)
	Pearson VUE application (Loaded on testing lab TC1106A only) Off-site connection to process tests.

	GradeKeeper
	Power DVD 6

	Hill Crest Medical Center
	Prometric application (Loaded on testing lab TC1106A only) Off-site connection to process tests.

	Impatica
	Quickbooks 2009

	Integrated Pro
	VH Dissector Lite (Loaded on AH3114 systems only)

	Keyboarding
	VH Dissector Pro (Loaded on AH3114 systems only)

	KRYTERION/HOST, AMP, WGU (Web base on TC1106A only)
	Visual Basic 6

	LaserGrade (Loaded on testing lab TC1106A only)
	Visual Basic Express 2010

	Plato Math (Web base)
	Windows XP SP3

	Medical Terminology
	Word Perfect Office 12 


Email
Users are assigned 50-100 megabytes of space to store their email on the web-based server.  However, users are required to stay within this storage range to avoid over-quota mail conditions and risk not receiving their emails.  Outlook is provided at their desktop and users are encouraged to download their server email to their Outlook.  The future vision is to provide unlimited web-based server space.
Student User IDs
Likewise, the administration of unique student logins is hampered by the absence of technology to automate this requirement.  The need for MIS staff involvement with this activity should be minimal.  Through the use of the proper technology user accounts can be added, modified, and removed more easily.  Student accounts can be created by faculty or staff, depending upon circumstances.  The lack of technology should not preclude or limit the implementation of this service.  Currently, guest accounts in the Novell network remain unprotected.
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Technology Architecture and Standards Justification
These areas of improvement support the need for the architecture and standards recommended in this document.
	Opportunities
	Comment

	The GCC network is unable to adequately serve the needs of the college.
	The network is now more robust and can support more web-based applications.

	The GCC network is not equipped with load balancing software.  Currently has a 100 mbs – 1GB backbone.
	MIS staff must constantly monitor the network and upgrade to remedy problems.

	Heterogeneous computer hardware configurations make it difficult to maintain hard-drive “images” for ease of restoring corrupted computers.
	It takes upwards of a week for a newly arrived PC to be ready for deployment.  While there are many reasons for this, a principle cause is the variability of hardware components.

	There is a mixture of old and new operating systems because certain applications will not run on the latest OS or because of employee reluctance to change.  (Windows 98, Windows XP, Windows 7)
	The number of outdated technologies support on campus must be reduced.  The definition of “outdated” should be, at a minimum; the vendor no longer supports the product.  GCC should not be carrying on business functions on unsupported technologies.

	GCC is well equipped in many of the latest technologies.
	Thanks to the initiative taken by MIS, CTC, and other faculty related groups.

	Student Login IDs are not provided for instructional and open labs.  Portal access will facilitate gathering statistics on student usage.
	Being able to track technology utilization is necessary for future planning.  Student logins would greatly enhance policy enforcement.

	Technology at the high school level leaves room for improvement.  Classes are being offered in technology skills or using PC’s and the internet; however, the reliability of the infrastructure is inadequate.
	Determine realistic goals and objectives for courses offered at the high schools and then take necessary steps to meet those goals.
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Current IT Management Environment
[bookmark: _Toc306603115][bookmark: _Toc405468480]General Overview
The current Guam Community College Information Technology (IT) Management environment has been steadily improving over the past five years.  However, the size of the MIS organization has remained at ten full-time employees.  This fixed number of ten employees has barely kept pace with the expansion of the overall IT environment and the level of centralized control undertaken.  The number of computers and other IT technologies on campus has grown at a more rapid pace than MIS has been able to match.  It has insufficient expertise in some technologies while being well positioned in others, particularly in the number of people trained in networking.  This lean toward network skills is illustrative of the types of problems most often encountered.  When a single PC or printer has a problem, only a few people are impacted.  When the network is down, this has the potential to impact large segments of the college population or in a catastrophic network outage, the entire college is impacted.  Therefore, MIS has justifiably focused considerable attention on preparing and responding to networking problems.
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Unfortunately, this growth in the size and complexity of the IT environment is now causing a new set of problems.  With MIS staff virtually consumed by networking, PC troubleshooting, and PC imaging issues, it does not have the capacity to delve into new issues of critical importance to GCC, or to address lingering problems.  For example, MIS lacks the capacity to undertake important GCC issues such as creating and maintaining individual student logins, developing a more robust means of creating PC hard-drive images and of maintaining these images on the 1500 PC’s, implementing an automated rather than a manual administration of campus email, and taking over management of the MAC labs.  The industry standard ratio for estimating the size of an IT staff is one resource for every 100 computers.  However, MIS needs to more fully automate many of its tasks before planning to request increased staffing.  This will release MIS staff from tedious work and allow them to gain and use more advanced technical skills.
[bookmark: _Toc306603117][bookmark: _Toc405468482]Decision-making

Operational Decisions
The MIS manager has decision-making authority to conduct day-to-day operational matters with a pre-determined spending limit to make necessary purchases for the maintenance, operational up-time, and reliability of assigned IT assets.  For example, MIS should continue to provide oversight and guidance on the hardware and software standards for PC procurement.  MIS should continue to maintain centralize control over the GCC infrastructure.  An infrastructure is the bedrock suite of technologies and standards upon which the rest of GCC can add the technologies it needs.  What is important to have in place is a means whereby necessary changes to the infrastructure are planned with sufficient lead-time to accommodate the addition of new technologies.  For decisions outside the MIS manager’s authority, the governance structure and process previously mentioned establishes a review process and makes recommendations to higher governing bodies within the GCC organization.  

Strategic Decisions
Decisions outside the authority of the MIS manager are deferred for CTC review and action.  This formal review ensures an initiative or requirement is thoroughly reviewed and validated as a benefit to the college to support, fund, and implement.  For example, MIS should not arbitrarily decide whether MS Word will be the GCC standard.  Establishing an enterprise functional standard that crosses all disciplines should be decided by the CTC.  Decisions above the CTC group are elevated to College Governor’s Council, Faculty Senate and ultimately the college president for decision.
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Prior to the decision to implement the SUNGARD system, there was perhaps, little need for a commitment to project management.  The assessment of IT skills shows that even those who are now tasked with project management responsibilities have received insufficient project management training.  Project management, or rather the lack of it, is also the single most important cause for project failures.  Project management is a skill upon which other technologies can build and be successful.  GCC should permanently adopt project management training, methodologies, standards, and tools as part of its core values and a key component of its infrastructure.  The practice of project management must become pervasive.  Therefore, staff and faculty members who are assigned to work on a project must be trained in this discipline.  It is not enough to have a trained project manager, project team members, likewise, need to understand the methodologies and their role in achieving project objectives.
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GCC’s MIS staff of ten individuals is challenged with over 325 different systems, applications, databases, and servers, to maintain, monitor, upgrade, and replace.  To efficiently utilize and track the proficiency of the MIS staff, a MIS Tasks, Roles and Responsibilities matrix is used to track individual specialties and identify areas for training opportunities.
Ten years ago, GCC had a MIS staff of less than ten individuals maintaining approximately 300 PCs in its inventory.  Today, the inventory of PCs has increased to over 1500 while the MIS staff level has remained at ten for the past five years.  In 2006, MIS was augmented with IT personnel from other departments; however, those staffing levels dropped off as a result of reorganizations.  However, there are personnel within the college who are not part of the MIS staff that do assist in keeping some computerized areas operational.  For example, MIS does not handle computerized areas where instructors are supposed to maintain their own environment and MIS only gets involved when these locations require network or other resources and expertise beyond the instructor’s realm or level.  The computerized labs for the CISCO Academy, Microsoft IT Academy, VISCOM (Mac Lab), and Lab Room D7 for the Computer Science Department are handled by certain instructors with IT knowledge.  The primary MIS support for these locations is making sure they have network and Internet access and approving technology purchases.  While this is an admirable gesture on behalf of these individuals with IT backgrounds, the IT work they perform is outside the normal scope of their duties and responsibilities.  MIS will ultimately be held responsible for all IT support in these areas if these individuals choose to defer this work to the MIS department.  
This table shows the IT Management distribution and staffing level situation.

	Department
	# of IT Staff
	# added in last 5 years
	# lost in last 5 years

	MIS
	10
	0
	0
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IT Management Architecture and Standards Justification
These areas of improvement support the need for the architecture and standards recommended in this document.  The term “staff” does not mean only MIS personnel but staff fulfilling IT roles regardless of organization.
	Opportunities
	Comment

	Applications and technology continue to proliferate.
	IT staffing levels and skills are not keeping pace.

	New applications and technology are more complex.
	IT staff training is not keeping pace.

	Insufficient training in critical skill areas.
	Many IT staff members have not been formally trained in the important skills required of them.

	Level of Service Agreements not established between IT support staff and users.
	Users are not assured of a timely resolution to their work request.  A charter was created; however, not all departments have signed this document.

	Insufficient capture and control of MIS customer service and support work.
	No true IT Help Desk function in place that specifically receives, assigns priorities, assigns resources, monitors and tracks each IT incident and closes out the incident.  IT trouble calls are currently tracked with E-Maint, a database used primarily for facilities work orders. 


	Analysis of work requests is not conducted.
	Unable to identify systemic problems but rather continue to address each problem individually.

	GCC should be allocating budget and resources in accordance with performance measures.
	The easiest place to begin this discipline is with IT.  The ability to measure performance and equate it to dollars is an important tool that will enable more accurate budgeting.

	The MIS staff is too heavily relied upon for even the simplest technology problem.
	Users need to be trained to handle a defined set of routine problems in their workspace.

	Communication between IT staff and users is unstructured.
	Users should be made aware of upcoming IT staff activities in their areas before the work begins and should be notified of the outcome of the work.  All such communication should be in writing.

	Little if any IT strategic planning has been done.  Most decisions are tactical and reactive.
	The adoption of the EA and ITSP are major organizational breakthroughs for developing strategic planning and processes.  The roadmap and governance is in place.

	GCC should greatly expand the use of work-study students, part-time employees, volunteers, and third-party providers.
	Most of the most tedious, low-level, reactive technical support issues can be done by these types of individuals, freeing up full-time employees to work more complex issues.

	IT staff should be trained in all of the common disciplines and not only in those that cause the most problems.  IT staff will never be able to lead in technology innovation if they do not have the training and skills of these other disciplines.
	GCC should invest in training people in the areas of systems analysis and design, quality assurance and testing, customer service and support, database administration, applications specialist, and project management.

	All IT staff should be involved in planning sessions about the future of technology at GCC.
	Such involvement will provide more and better ideas and will help communicate GCC’s IT goals to the employees.

	The College Technological Committee must be given sufficient influence over IT decisions to be effective.  If the majority of its decisions are ignored or overturned, the CTC will cease to be effective.
	The CTC must have several early successes.  It must demonstrate that it is respected and its recommendations are taken seriously. 
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THe FUTURE
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Future Guam Community College architecture
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The future architecture will be described in four areas used in the current assessment sections of this document: data, application, technology, and IT Management. For each area, the IT Architectural boundaries and constraints will be spelled out, as will the new supporting IT Standards and IT Training.
· Where there is considerable redundancy of data, the future will show an environment where Data is stored once, in one location, and shared by all. 
· Where there is a problem with the proliferation of technology or applications, the future will show a world where there is widespread commonality, or at least a severely limited number of choices. 
· And where the staffing levels, training, skills, and expertise of the IT Management function is dangerously at risk, the future vision will show an organization that is properly staffed, adequately trained, highly motivated, and expertly managed.
As is obvious from the above, it is nearly impossible to completely separate Data from Application, or Application from Technology, and, of course, IT Management must be involved in all three. Therefore, in order to maintain a clear view of the way ahead, recommendations for the future of each of the four components will be expressed as three types of requirements: IT Architecture (Data, Application, and Technology), IT Standards, and IT Training.  In the end, the GCC EA will identify the future Architectural constrains, the future Standards in force, and the future Training (and staffing) requirements.
IT Standards are documents that spell out policies, guidelines, checklists, procedures, rules and regulations, roles and responsibilities, accountabilities, lists of Do’s and Don’ts, requirements, processes, methodologies, and programming protocols.  These standards also may be supported by tools that help to implement and/or evaluate compliance. 
IT Architecture is the hardware, software, networking, operating systems, communication protocols, tools, devices, and the like that will make up the Guam Community College Enterprise Architecture. The components of architecture are those things that usually require a purchase order to obtain. The IT Architecture mainly speaks to those things that will have part numbers, serial numbers, licensing agreements, and user manuals.  The IT Architecture in this document does not provide this level of detail, of course, but it is the necessary guidance for selecting the appropriate types of these products.
IT Training means formal training.  It is training on components making up the IT Architecture: software, hardware, applications, and technologies.  It is training on IT Standards so individuals are aware and know how to be in compliance.  And lastly, it is training in the principles and disciplines of IT Management proper.
With the future expressed in these three planes, it will be a simple matter to move forward with the necessary implementation plans.  Of course, each implementation will require detailed planning, staffing and funding, agreement with all stakeholders, strong project and configuration management, and a long-term commitment. 
The GCC EA is a diagnostic document, identifying the problems facing Guam Community College. It is a justification document, spelling out the potential impacts of the problems left unresolved. Finally, the GCC EA is a prescriptive document, showing which problems must be addressed immediately.
In the prior sections, the problems were clearly identified. In the remaining sections of this document, their solutions will be defined in terms of IT Architecture changes, IT Standards changes, and IT Training changes. Also, the relative severity and priority of the problem will be judged. With this information, informed decisions can be made about how best to implement the new solutions that the Guam Community College Enterprise Architecture needs.

Future GCC EA Reference Labels:
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IT Standards
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[bookmark: _Toc306603126][bookmark: _Toc405468489]Future Data Environment
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In the future, the Data Environment will comply with these standards.
	DS001
	Ownership
	All data is owned by Guam Community College. Therefore, it need only be captured once and stored at one location, but shared with the rest of Guam Community College. The place at which the data is first captured and stored will be called the Data custodian.

	DS002
	Custodianship
	A Data custodian will be the most logical department for the capture and preservation of a type of data. This will mean that only the assigned data custodian may change, add, or delete the data assigned to them. It also means that access to this data will be available to all who need it.  There will be more than one Data custodian due to the nature of the data.

	DS003
	Formatting
	All Data will comply with a data formatting standard. These standards will include such things as data type, data length, data display format, and data validation rules.

	DS004
	Collection
	Data will be captured once, as close to the source as possible, then shared. This collection point will most often be with the Data custodian.

	DS005
	Sharing
	Data will be accessible by all authorized users, both internally and externally.

	DS006
	Duplicating
	Data will be stored once. The duplication of data will be allowed only under the most pressing of circumstances and will be allowed only until the circumstance can be resolved. The long-term duplication of data is a serious matter that will not be tolerated.

	DS007
	Storage
	All data that can be stored electronically will ONLY be stored electronically. It is a violation of the Duplicating standard to maintain duplicate copies of data in any form, including filed hardcopies.

	DS008
	Security
	Data security is the highest priority and the prime standard. No other standard shall be used as grounds for jeopardizing the security, integrity, and privacy of data.

	DS009
	Business vs. Technology
	Data will be managed in accordance with business needs and not technology constraints. Decisions as to whether and when to dispose of old data or to archive it will be based solely upon the dictates of the business. This also means that data will be disposed of or archived as soon as there is no longer a business need for it.

	DS010
	Safety
	All Data will be properly protected from loss and corruption.  At a minimum, regular backups will be made of all data regardless of its location (server or desktop).  All backups will be conducted in accordance with an approved Data Safety and Recovery procedure that will stipulate the frequency and type of backups performed.  The procedure will also describe the frequency for testing the recovery of a database after a simulated failure. 
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Data IT Architecture (DA)
The following architecture is not in place. In the future, all databases and repositories will comply with these standards.
	DA001
	Data Security
	Nothing is more important than the security, integrity, and privacy of the data contained within the Guam Community College Enterprise. Yet, consolidating data and making it highly available presents some architectural challenges. While the data must be easy to access and use it also must be completely secure and private. Only the proper person should be able to view or change their own personal data. Yet, this person should be able to view and change their personal data when relative ease. This level of functionality and accommodation will require a considerable investment in the Data Security Architecture.

	DA002
	Relational Database
	The way data is stored, managed, and accessed electronically is an important cornerstone to the information architecture.  The information models are characterized by the use of relational database technology to facilitate the deployment of several architectural models, client/server, data warehousing and decision support models.  Data will be stored in a relational database which has tabular or matrix structures.  The data is grouped into tables with rows and columns that have a relationship to each other.  Relational approaches to data provide better performance, flexibility, security and management opportunities.


	DA003
	Enterprise Data Dictionary
	The data being collected within Guam Community College is plentiful and varied, but at the same time there is a substantial amount of duplication.  To help reduce the duplication of data or allow for access (sharing), an enterprise data dictionary will be developed to establish and maintain data standards for data at the enterprise level.  This means defining how data is captured, stored, and presented.  For example, is there a single Student Name field or several fields (First Name, Middle Name, Last Name, Suffix, or Prefix)?   How long should the Last Name field be (20 or 50 characters)?  Once the Enterprise Data Dictionary is in place then all applications will be able to use the shared data (See DA004), knowing where to find it and how to use it.

	DA004
	Enterprise Database
	Some types of data are extremely common and therefore duplicated within every stand-alone system in the GCC Enterprise. The obvious example of this is the Personal Name and Address data. There is no reason for this duplication other than convenience for the various applications using it. Yet, the storing of this common information, everywhere, wastes costly resources. Further, the existence of these many redundant sources of same data causes confusion. When someone changes their address, they must tell the change to each application they come in contact with. In short order, the various databases have different information about the very same person. Should one application wish to reference the person in another application, the disjointed data causes problems. The existence of a single Enterprise Database, as defined by the Enterprise Data Dictionary, accessible by all applications, solves this problem. There may be other domains of data than Personal Name and Address data that would benefit from incorporation into the Enterprise Database as well.

	DA005
	Data Location Transparency
	With the future direction of greater access to governmental information via the web, it becomes important to address the Data Location Transparency issue. What is needed is a simplified access application that provides a “view” of a financial data, for example, while also showing other pertinent information without having to gain access to several applications. A simplified view of data is possible with a Data Location Transparency architecture. It shields the user from having to know where data comes from.  Any web-based solution that does not provide this must be considered an obsolete solution from the very start.

	DA006
	Data Availability
	There is a risk in having an Enterprise Database which contains vital information that all other applications need. That risk is to its constant availability. A single Enterprise Database is also a single point of failure that must be addressed as part of its initial creation and implementation. What is needed is an instantaneous or near instantaneous fault recovery architecture. If the computer housing the Enterprise Database should suddenly loose power or its network connection, the architecture must be able to sense this failure and immediately route to a backup Enterprise Database. This type of survival architecture ensures that the gains won by implementing the Enterprise Database are not lost the first time there is a catastrophic failure of that database.

	DA007
	Safety
	All Data will be properly protected from loss and corruption.  Database backups will be accomplished via the network at prescribed times of lowest user activity.  The backup media shall be stored in a remote physical location away from the college.
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Data IT Training (DT)
The following training requirements are not in place. In the future, all data staff will be fully trained and highly skilled in these areas.
	DT001
	Data Security
	Data staff shall be highly trained at securing, preserving, safeguarding the integrity of, and protecting the privacy of all data.

	DT002
	Data Modeling
	Data staff shall be highly trained in understanding the data needs for all GCC applications, their inter-relationships and dependencies, and able to model the most logical and efficient data structures.

	DT003
	Database Design
	Data staff shall be highly trained in designing and implementing self-validating, space efficient databases that still offer high performance, impeccable security, and easy access.

	DT004
	Data Performance
	Data staff shall be highly trained in implementing databases that perform well, able to satisfy the conflicting needs of rapid access with robust security safeguards.
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Present Application Environment
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The following standards are not in place. In the future, all applications will comply with these standards.
	AS001
	Simplicity
	All new and modified applications will be easier to use, support, and maintain than their predecessor.

	AS002
	Common User Interface
	All new and modified applications will present a common look and feel to avoid confusion and reduce user training.  To the greatest extent possible, the user interface of choice will be a web browser.

	AS003
	User Focus
	All applications will be of the highest quality, responsive to user demands, adaptable to changing user needs and easy to use.  The purpose for the application is to make the user more productive.  Therefore, all new and modified applications will place a premium on the user’s needs.

	AS004
	Methodology
	A common application selection and implementation methodology will be used throughout GCC to manage the selection, procurement, and implementation of new applications.  In the rare case when GCC undertakes to build a custom application on its own, a common system development methodology will be used.

	AS005
	Openness
	All applications will adhere to industry standards for Openness.  Overly proprietary applications will be avoided.

	AS006
	Security
	Data security is vital but not enough. All applications will also be protected from unauthorized use while still being user friendly and easily accessible by authorized users.

	AS007
	Buy versus Build
	The preference will be to Buy rather than Build any new applications. The preference will be to buy vendor produced enhancements and improvements in existing applications rather than to build custom ones.  

	AS008
	Office Automation and Utility Services
	GCC will select and mandate a single set of office automation applications such as word processing, spreadsheets, query/reporting and graphic tools, as well as common utility services, such as electronic mail, messaging, and file transfer throughout the technology infrastructure for streamlining operations support.
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	No Early Adopter
	GCC will not be an early adopter of new, emerging applications or technology.  The standard shall be to never purchase anything newer than the 2nd version or release of a product.  While the college as a whole is limited by this standard, the EA does not preclude research and development activities or restricts experimentation in a classroom setting.  As Early Adopters, the academic arena desires “academic freedom” and will not be subjected to these exemptions.


[bookmark: _Toc306603132][bookmark: _Toc405468495]
Application IT Architecture (AA)
The following architecture is not in place. In the future, all applications will comply with this architecture.
	AA001
	Primacy of the GCC EA
	The GCC Enterprise Architecture is the foremost determiner of what applications may be added into the architecture.  The availability of special funding or grants to procure specific applications does not mean that it will be approved for use.  All new applications must be compliant with the GCC EA.

	AA002
	Access Portals
	As much as possible, the preferred method for full compliance with the standards shall be to provide access to existing applications through web-based portals. This will leave the individual applications undisturbed while still enabling the realization of the future architecture.  As applications become obsolete they can be replaced without significant changes to the user interface (i.e. the portal).

	AA003
	Wireless
	All new or modified applications shall incorporate wireless technology to the fullest extent possible.

	AA004
	Portable
	All new or modified applications shall be compliant with, and take full advantage of, the portable workstation technology requirement.

	AA005
	Single Solution
	No applications shall be purchased/built (to include MS Excel and MS Access programs and reports) to improve functionality without first determining that an acceptable solution does not already exist in a GCC application.

	AA006
	Openness
	All new applications shall have the capability of being accessed via the web by any authorized user.
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Application IT Training (AT)
The following training requirements are not in place. In the future, all application staff will be fully trained and highly skilled in this area.
	AT001
	Requirements Definition
	Application staff shall be highly trained at defining application requirements that can be used for procurement purposes or for application designs.

	AT002
	Web Programming
	Application staff shall be highly trained at programming websites using skills such as HTML, DHTML, XML, MySQL, PERL, PHP, ASP, JAVA, CGI.

	AT003
	Connectivity
	Application staff shall be highly trained at analyzing, designing, and building database and application connectivity and interface software.

	AT004
	Portal Development
	Application staff shall be highly trained at developing information access portals, via the web, to allow all users access to applications and authorized data.

	AT005
	Wireless & Portable Development
	Application staff shall be highly trained at developing and defining (for procurement purposes) applications that take full advantage of portable and wireless computing devices.

	AT006
	Programming
	Application staff shall be highly trained at designing application solutions that will be modular, shareable, and re-useable to the greatest extent possible.  

	AT007
	Application – IT Interface
	Application staff shall be highly trained in the business functionality and capabilities of GCC applications and not just in the underlying infrastructure.  They will know how the users do their jobs so as to reap all the benefits of the application.
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Future Technology Environment
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The following standards are not in place. In the future, all technology will comply with these standards.
	TS001
	Connectivity
	All GCC facilities, offices, and locations shall be interconnected via the GovGuam Wide Area Network.

	TS002
	Security
	All technology assets shall be physically protected from unauthorized access or loss.

	TS003
	Network
	The GCC network shall be highly available and reliable, responsive, redundant, and transparent to the user.

	TS004
	Automation vs. Manual
	GCC shall maximize the use of automated tools for performing routine tasks.  A premium shall be placed on the IT staff’s skills and time.  Whenever a task can be done with an automated tool it shall be.    

	TS005
	Policy vs. Technology
	GCC shall strive to have no policy that causes undue manual work on the part of the IT staff.  It shall be policy to adopt technology wherever it can help eliminate routine and/or tedious manual work.

	TS006
	Hardware Standards
	The standard PC and server shall be current industry standard.

	TS007
	Operating System Standards
	The standard operating systems shall be Windows and SCO-Unix, but Redhat/Linux, MAC OS, and AS400 are authorized within the limits of their current use.

	TS008
	Openness
	Technology purchase decisions shall be biased toward those products that comply with industry standards, with a preference for vendor-neutral components.

	TS009
	Availability
	GCC technological assets shall be highly available.  Availability means having information accessible and having a means of accessing it.  Availability also means a high percentage of “uptime.”  An application or network connection that is functional only 80-percent of the time is not available.  The goal shall be 95-percent availability.  Striving for 100-percent is unrealistic and too costly to attempt.

	TS010
	No Early Adopter
	GCC shall not be an early adopter of new, emerging technology.  The standard shall be to never purchase anything newer than the 2nd version or release of a product.  While the college as a whole is limited by this standard nothing in this standard precludes research and development activities or restricts experimentation in a classroom setting.
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Technology IT Architecture (TA)
The following architecture is not in place. In the future, all technology will comply with this architecture.
	TA001
	Power
	The architecture will assume that main power will be lost every day.  The architecture will provide for the routine continuation of operations regardless of the source of power.  

	TA002
	Servers
	Servers with current industry standards are the standard platform for all GCC applications and databases.  While the college as a whole is limited by this architecture, the architecture still fully supports research and development activities, experimentation in a classroom setting, and the use of other platforms for instructional purposes.

	TA003
	Portable PC Workstation
	The preferred workstation of the future will be a Wi-Fi enabled laptop.  This laptop workstation will provide all of the speed and disk storage capabilities of today’s desktop without the need for cables, special desk space, UPS.  

	TA004
	PC Configuration
	Each PC shall have a standard configuration.  This “image” shall be stored on the network.  Automated software tools shall be used to periodically evaluate the status of each PC on the network.  If a PC is in need of “re-imaging” it will be scheduled for an appropriate time and handled via the network. (See TA0012)

	TA005
	Laptop Configuration
	Each Portable PC Workstation shall be procured with an extra hard-drive.  Both hard-drives are imaged at the same time.  When it is necessary to re-image the laptop, the extra hard-drive will replace the corrupted one.  The corrupted one will then be re-imaged and stored for future use.

	TA006
	Primary and Secondary Servers
	To protect against the loss of an application server, for each primary application server there will a secondary server.  A single secondary server may shadow or mirror one or more applications.  All applications will be hosted on one server and seconded on another.  In the event of the loss of the primary server the secondary server will be able to resume operations within an acceptable timeframe (hours not days).

	TA007
	Networks
	The network is as important to the operations of the college as electric power, running water, and air conditioning.  It shall be of the highest quality, impeccably secure, and extremely durable.  The network will be transparent to the user.  They will be able to do what they need to do, when they need to do, 99-percent of the time.

	
TA008
	Dedicated Labs
	The Computer Science Department shall be provided with dedicated instructional labs, no longer using shared labs.  Due to the nature of computer science courses these labs will need to be more readily isolated from the rest of the network.  Likewise due to the nature of computer science instruction, these labs will be under the day-to-day control of the Computer Science Department.  In this capacity, the Computer Science Department is accountable to the CTC.  (See MA006)

	TA009
	e-GCC
	The architecture will no longer be geared solely for internal users and purposes.  It will be equally important to provide government data to outside users – in particular the general public.  This will mean secure firewalls, virus protection, and high levels of security (PINS, passwords, help desk).  It also will mean that normal operations cannot interfere with or impede access and response times for outside users.  The outside user community will be viewed as a critical partner who has the same rights to access as any other member of GCC.

	TA010
	Planned Obsolescence
	Each piece of technological will have a replacement plan that reflects that technologies lifecycle (the number of years a technology may be used before it becomes obsolete).  Each year, the plan will replace the oldest pieces of technology with the newest.  In this way, the entire technology architecture will remain current at all times.

	TA011
	Smart Devices
	Proliferation of smart devices and the need for training and familiarity.

	TA012
	Mirrored or COOP Site
	The need to develop a mirrored site and Continuity of Operations (COOP) concept. 

	TA013
	Virtualization
	Servers should be virtualized using Virtual Desktop Infrastructure (VDI)
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Technology IT Training (TT)
The following training requirements are not in place. In the future, all technology staff will be fully trained and highly skilled in this area.
	TT001
	Engineering
	Technology staff shall be highly trained at analyzing and designing technology solutions using the appropriate (system, network, database) engineering disciplines, methodologies, and tools.

	TT002
	Research & Development
	Technology staff shall be highly trained at performing emerging technologies research and development.

	TT003
	Wireless
	Technology staff shall be highly trained at analyzing, designing, and implementing wireless technologies.

	TT004
	Survivability
	Technology staff shall be highly trained at analyzing, designing, and implementing system backups, recovery techniques, hot swapping, mirroring, and other survivability protocols.

	TT005
	Portability
	Technology staff shall be highly trained at taking full advantage of portable computing and communication technologies.

	TT006
	All Assets
	Technology staff shall be highly trained at using, troubleshooting, and teaching the proper use of all of GCC’s technology assets.

	TT007
	eCommerce
	Technology staff shall be highly trained at analyzing, designing, and implementing eCommerce solutions appropriate to fulfill the e-GCC requirements.

	TT008
	Networks
	Technology staff shall be highly trained at analyzing, designing, and implementing local area networks.

	TT009
	PC Troubleshooting
	Technology staff shall be highly trained at analyzing, designing, and implementing solutions to PC and PC peripheral equipment problems.

	
TT010
	Customer Service & Support
	Technology staff shall be highly trained at providing, recording, analyzing, and measuring Customer Service and Support activities (i.e. Help Desk).

	TT011
	Application Support
	Technology staff shall be highly trained in the fundamental usage of GCC applications so as to better assist users with application problems.

	TT012
	Classroom Support
	Technology staff shall be highly trained in the various technologies used in the classroom so as to better assist faculty and students with in-classroom problems.

	TT013
	Smart Devices
	Technology staff shall be highly trained for the proliferation of smart devices

	TT014
	Mirrored or COOP Site
	Technology staff shall be highly trained in site mirroring technology, disaster recovery, redundancy systems, and Continuity of Operations (COOP) concept. 

	TT015
	Virtualization
	Technology staff shall be highly trained in servers virtualization and Virtual Desktop Infrastructure (VDI).
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Future IT Management Environment
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Technology users value two things most highly.  They want the ability to use technology without having to worry about its availability.  And they want to receive help when they need it.  So long as things are working smoothly, users would rather not have to think about how or whether technology works.  They just want to use it.  When the technology stops working they want immediate help.
Customer Service and Support (CSS) has become a discipline in recent years with a set of guidelines and standards established.  Best practices have been developed that satisfy the user’s needs in ways that are cost effective to the supporting organization.  Principle among these best practices is the use of automated control and tracking systems.  These systems are indispensable to a properly run CSS mission.  They enable and enforce problem capture, prioritization, assignment, accountability, trends analysis, and feedback.
An important characteristic of a mature CSS environment is the existence and adherence with a Service-Level Agreement.  Each person calling for assistance should know how quickly their problem will addressed.  Not all trouble calls are of the same priority.  Some are critically important to the operations of the college while others are less critical.  The Service-Level Agreement defines different thresholds of importance and assigns a priority to each trouble call.  This priority drives the decision-making, response time, and assignment of critical resources to address and resolve the trouble call.  With this best-practice agreement in place, users can be assured of timely resolutions to their problems.
GCC should adopt two such systems.  First is a Help Desk system used by dedicated MIS technicians providing first and second echelon support to users with problems.  GCC has an IT Help Desk Standard Operating Procedure that helps establish end-user roles and an escalation process for requesting MIS support.  Second, is a management tracking system used by the College Technological Committee (CTC).
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GCC should implement these CSS best practices for one other important reason; performance measuring.  As the college moves closer to performance based budgeting it is incumbent upon each functional unit to identify measurable outputs from its work processes and to equate these outputs to budget dollars.  What is needed most is a way to measure (count) process outputs.  These counts are a natural byproduct of systems such as the Help Desk system.  All work must be measured.  When all work is tracked in a database the measures are automatically captured.
The MIS department has evidence of establishing and capturing performance measurement data through their Unit Assessment Report.  Through the use of an assessment management tool, TracDat, the MIS department can enter information on their technology programs, to include assessment plans, program outcomes, assessment methods, evidence and data measuring those outcomes, data utilization and decisions made, and follow-up actions into the next assessment cycle.  This provides a systemic approach which helps the MIS staff understand how well they are meeting their performance goals. Areas of improvement are assigned an Administrative Unit Outcomes (AUO) number and tracked.  Each AUO is measured in percentages against established criteria and documented on the Unit Assessment Report.
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The following standards are not in place. In the future, IT Management will be fully trained and highly skilled in these standards.  The term ‘IT Management’ means the person or persons responsible for a particularly portion of the architecture.  It does not signify MIS only.
	MS001
	Roles & Responsibilities
	IT Management personnel shall abide by the IT-related organizational charters which delineate the roles and responsibilities of all those charged with managing portions of the GCC EA.

	MS002
	Supervising & Leading
	IT Management personnel shall be highly skilled in leading and supervising other members of their staff, employees from other offices, and vendors/contractors.

	MS003
	Team Building
	IT Management personnel shall be highly skilled in building and motivating teams.

	MS004
	Customer Service & Support
	IT Management personnel shall be highly skilled in providing high quality customer service and support to the users of the systems for which they are responsible.  They shall be highly skilled in Interest-based Bargaining and other negotiation skills.

	MS005
	Help Desk
	IT Management shall provide a robust Help Desk function.  It shall have a single contact phone number and email address; it shall be staffed by trained Help Desk technicians and shall operate in accordance with the IT Help Desk Standard Operating Procedure.

	MS006
	Systems Management
	IT Management personnel shall be highly skilled in the principles, disciplines, techniques, and tools used to manage complex computer and network systems.

	
MS007
	Risk Management
	IT Management personnel shall be highly skilled in identifying and assessing risks, devising mitigation strategies and contingency plans, and effectively communicating potential risks to senior management.

	MS008
	Project Planning and Scheduling
	IT Management personnel shall be highly skilled in scoping a project, identifying the resources required by the project, developing project plans and building project schedules based upon the availability of resources.

	MS009
	Project Management
	IT Management personnel shall be highly skilled in managing projects so that they are delivered in accordance with the agreed to requirements, on schedule, and within the budgeted amount of resources.

	MS010
	Configuration Management
	IT Management personnel shall be highly skilled in controlling the configurations of the myriad software, hardware, and documentation under their control to ensure that updates, releases, and patches are properly introduced into the architecture.

	MS011
	Strategic Planning
	IT Management personnel shall be highly skilled in planning for system needs and opportunities up to 5 years into the future.

	MS012
	Performance Management
	IT Management personnel shall be highly skilled in measuring their workloads, adjusting workloads and staffing to ensure the most cost-efficient operation, and then requesting budgets in accordance with these workloads.
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IT Management IT Architecture (MA)
The following architecture is not in place. In the future, IT Management will be compliant with this architecture.  The term ‘IT Management’ means the person or persons responsible for a particularly portion of the architecture.  It does not signify MIS only.
	MA001
	Remote Access
	IT Management shall have full, remote, access to every database, application, directory, and operating systems that make up the GCC Enterprise Architecture.  With this access they shall be able to perform their duties without having to physically relocate to the site of the problem.

	MA002
	Full Authority
	IT Management shall have authority to debug, fix, monitor, and perform other necessary duties throughout the GCC architecture. 

	MA003
	Tools
	IT Management shall have all the tools (software applications, test equipment) necessary to perform all routine maintenance, troubleshooting, and future planning on every component within the architecture.

	MA004
	Enforcement
	IT Management shall constantly monitor the architecture and shall have the right to disallow, deactivate, confiscate, and remove any unauthorized additions to, or modifications of, the approved architecture.

	MA005
	Accountability
	IT Management shall be accountable for its decisions and actions to the CTC.  

	MA006
	Delegation
	IT Management shall distribute and delegate authority as it deems appropriate.  There shall be no centralized owner of the GCC except the CTC.

	MA007
	Licensing
	IT Management shall be responsible for maintaining all licensed software media (diskettes, CD/DVD’s) for tracking the location of each use of licensed software; and for ensuring that licensed software is either renewed or replaced before it expires.
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IT Management IT Training (MT)
The following training requirements are not in place. In the future, IT Management will be fully trained and highly skilled in this area.  The term ‘IT Management’ means the person or persons responsible for a particularly portion of the architecture.  It does not signify MIS only.
	MT001
	Supervising & Leading
	IT Management personnel shall be highly trained in leading and supervising other members of their staff, employees from other offices, and vendors/contractors.

	MT002
	Team Building
	IT Management personnel shall be highly trained in building and motivating teams.

	MT003
	Customer Service and Support
	IT Management personnel shall be highly trained in providing high quality customer service and support to the users of the systems for which they are responsible.

	MT004
	Systems Management
	IT Management personnel shall be highly trained in the principles, disciplines, techniques, and tools used to manage complex computer and network systems.

	MT005
	Risk Management
	IT Management personnel shall be highly trained in identifying and assessing risks, devising mitigation strategies and contingency plans, and effectively communicating potential risks to senior management.

	MT006
	Project Planning and Scheduling
	IT Management personnel shall be highly trained in scoping a project, identifying the resources required by the project, developing project plans and building project schedules based upon the availability of resources.

	MT007
	Project Management
	IT Management personnel shall be highly trained in managing projects so that they are delivered in accordance with the agreed to requirements, on schedule, and within the budgeted amount of resources.

	MT008
	Configuration Management
	IT Management personnel shall be highly trained in controlling the configurations of the myriad software, hardware, and documentation under their control to ensure that updates, releases, and patches are properly introduced into the architecture and applications.

	MT009
	Strategic Planning
	IT Management personnel shall be highly skilled in planning for system needs and opportunities up to 5 years into the future.

	MT010
	Performance Management
	IT Management personnel shall be highly skilled in measuring their workloads, adjusting workloads and staffing to ensure the most cost-efficient operation, and then requesting budgets in accordance with these workloads.
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Introduction
As it stands today, the college is in a very vulnerable and precarious position due to the lack of a compatible facility to conduct systems, applications, and data recovery, as well as business continuity procedures.  There is currently no Information Technology or Information Systems strategy in place within or outside of GCC to allow us to continue with operations in case of disasters to mission critical systems.  With GCC’s high dependency on the new SunGard BANNER Integrated Database Management System (IDMS) for operational, administrative, and instructional tasks, every effort must be made to safeguard or mirror this valuable resource.  Any major disaster occurring in the existing computer server room facility or on the campus’ network infrastructure will seriously paralyze the college and interrupt services until the site or the network is repaired, rebuilt, or another suitable location is identified to host recovery efforts.  This addresses our inability to immediately recover and restore all systems to full normal operational status from most major disasters.  In order to make sure we are prepared for the worst contingencies, we need to build redundancy into our network and in our systems.  GCC should build the network infrastructure, identify a suitable facility, procure and install the redundant and failover systems that can be readily accessible when it is needed.  This long-term forecast will put in place the network, server systems, and use a data hosting facility that will allow the college to continue business operations despite natural or manmade disasters of its primary communications and file servers’ location.  This also addresses data, network, and communications security compliance while creating a mirror of the primary and secondary locations’ critical information and instructional technology.  This outlook will safeguard the college’s vital digital data assets and allow GCC to continue to operate and meet internal or external federal and local reporting requirements, while complying with mandatory data protection regulations.  More specifically, this will provide the technology and the means to recover from disaster and equip all employees with necessary resources to continue servicing our students.  In short, the college’s system’s hardware, software, network, and Internet connection needs will be there when it is most needed after any major catastrophe or as an emergency backup.
Minimum Technical Requirements
The following specifications define the minimum requirements for GCC’s Redundant Network and Systems Project to support the main campus in Mangilao and its mirrored remote site.
GCC’s Mangilao Campus Redundant Network link to Existing Network
· Remote Site with Mirrored Servers’ Located at the Data Hosting Facility, Linked with High Speed Network Lines to GCC’s Mangilao Campus’ Redundant Network
Five-fold Project Description
This future environment envisions a five-fold approach
1. Design a redundant network
2. Putting in place a redundant network 
3. Connected to an off-campus mirrored site of primary data and applications systems
4. Linked via high-speed fiber-optic network
5. Located and utilizing an on-island data hosting facility
This infrastructure will be capable of linking and synchronizing the main Mangilao campus systems to a remote, secure and safe data hosting facility housing a mirrored systems environment.  In case of disasters or emergencies, the redundant network along with the data hosting facility will be capable of quickly deploying existing systems applications and networked data services back and forth to GCC’s main campus.  The configuration of the redundant network and systems at the data hosting facility, will act as a backup infrastructure that is fully self-sufficient with redundant power, communication links, and air conditioning and air-quality control systems, as some of the basic requirements.  The facility must be hardened and able to withstand major disasters, such as typhoons and earthquakes.  The facility must have fire detection and suppression systems, security camera surveillance, and 24 hours, 7 days a week, 365 days a year manned security.
The servers and network hardware to be procured and housed in the primary Mangilao campus location and in the data hosting facility must be fully fault-tolerant and be able to provide 99.999-percent uptime with zero to very minimum loss of business operations.  The systems in place at both the primary and at the data hosting facility must have an automated monitoring and alert system that will be triggered depending on the seriousness of the problem or the overall health status of the network, database, or file server resources.  The remote data hosting facility will also have onsite technical personnel to assist GCC’s internal technical support staff with problem resolutions between the primary and remote hosting facility.
This future environment should cover a redundant network and systems (server hardware & software) configuration and construction for the main Mangilao campus with failover capability to the mirrored site at the data hosting facility.  This environment must be able to work in and not be in conflict with GCC’s existing network infrastructure, and in a multi-network protocol, multi-network operating systems, and in multi-operating systems environment that include the following:
· Windows NT/2000/2003/2008 Network Operating System
· UNIX, REDHAT, LINUX, FEDORA, OS/400, Novell NetWare
· Windows 98/VISTA, and Macintosh Operating Systems
· 3Com Hubs and Switches
· 3Com 100mbps and Giga Switches
· CISCO Routers
· CISCO ASA Firewalls
· TRENDNet, NetGear, Nortel Routers
· Symantec Firewalls
· Ethernet Hub Topology
· Private/public TCP/IP Protocol
· Others
New environment should not conflict with GCC’s broad range of desktop and specialized academic and operations applications, network monitoring solutions, and its enterprise systems that include the following:
· Microsoft Office 
· WordPerfect Office
· InterMapper
· SolarWinds
· Symantec AntiVirus
· TracDat
· Banner Integrated Database Management System
· Luminis (MyGCC Portal mygcc.guamcc.edu)
· Moodle/Joomla (www.guamcc.edu)
· WorkFlow
· Banner Document Management System
· Operational Data Store
· iPlanet Messaging Server
· Oracle Database Management System
· Xerox Printing/Copying/Scanning System
· Others
Redundant, Reliability, Failover, and Mirrored Capabilities:  Redundant network and systems must not have a single point of failure and must have multiple automatic failover systems for optimum continuous use and operation; allow outbound and inbound network traffic to the mirrored site at the data hosting facility when primary network and/or servers are down and offer 24-hour by 7-day reliability/availability.  The main Mangilao campus location must maintain connectivity and processing to the mirrored remote site in the event an outage occurs to the primary network and/or primary servers.  In the event of a total systems failure or power failure of the main servers or the primary site, the proposed mirrored systems’ site must be at least accessible from the designated redundant or secondary network of the main campus.  All start and end points of key network segments of this setup must include continuous power and power protection.  This operation must be automatically provided by the system and not require GCC or vendor staff to make any configuration changes to the system or to start and end point equipment, in order to allow for this capability to occur upon outage or failure.  Redundancy and mirroring capability must be set to have continuous synchronization between the primary network systems and servers.  All updates to the primary network’s servers must occur immediately with the mirrored site servers at the data hosting facility and vice versa.  For technical specifications of servers to be proposed please see appended “Technical Bid Specifications for Blade Servers, Storage Area Network (SAN), and Software”.  Proposed servers and other items on this hardware section of the bid must meet all minimum specifications and must include the service component, inclusive of copying, imaging, or virtualizing existing servers at the main Mangilao campus to these new servers.  This is a critical and mandatory requirement in the event the on-campus systems become unavailable for whatever reason.  If the on campus systems become unavailable, it is also mandatory for the mirrored remote site’s database, files, and information systems applications to be as up-to-date, synchronized, running, and accessible to our users.  Once the on-campus systems come online and before it is accessed by the users, it must synchronize first with all the updates that occurred at the mirrored remote site.
Quality and Industry Standards:  Systems must be to industry standard for terminating connectors, terminating equipment, copper and fiber optic cable, for system redundancy, reliability, failover, mirroring, and data hosting facility.  Network efficiency must be at optimum level to meet current demand and be capable of upgrades without significant costs in equipment or cabling replacement. All fiber cabling implementations must meet or exceed industry standard.  All network backbone segments must at least support 10gbps bandwidth capacity.
Remote GCC Locations:  The design of this system must utilize the existing connectivity implementations for the remote GCC high school satellite sites to access network resources located at GCC’s Mangilao campus.  In the implementation, users from any remote GCC high school location or GCC Internet users outside the main Mangilao campus must have access to the servers residing in the primary network.  However, in case of a connection or access failure to these systems, outside users must be rerouted to the mirrored site at the data hosting facility until the connection and/or access failure is resolved and the servers at both Mangilao and mirrored remote sites are synchronized.
· Data Hosting Facility:  Data Hosting Facility must be equipped and constructed with:
· Standby generators and backup AC power systems
· 24x7x365 Uninterruptible power sufficient for proposed servers and communications equipment at full load
· Fire suppression and detection
· Air conditioning and air quality control system
· Typhoon-proof and earthquake protection structure
· 24x7 Network Operations Center and Security
· Customizable cabinets
Existing Network, Redundant: Network, Cabling and Inside Wiring: GCC’s requirement is to utilize the existing LAN (Local Area Network)/CAN (Campus Area Network) in place at the main Mangilao campus to design, build, implement and link to a new redundant network infrastructure.  The redundant network must link to one or both of GCC’s existing Internet Connections/Lines AND must also have a separate Internet connection(s) and/or connectivity to the data hosting facility, independent of the two existing Internet lines.  This independent connection(s) will be necessary to satisfy all other remaining and related technical requirements of redundancy for this bid.  The main Mangilao campus is currently connected to two Internet Service Providers via dedicated 10mbps fiber/Ethernet line from MCV, and another dedicated 10mbps Metro Ethernet line from GTA.  The campus LAN/CAN is made up both 100mbps (copper/fiber) and 1gpbs multimode fiber backbone lines.  CISCO routers and 3COM switches and hubs make up most of the networking equipment all linked by fiber optic cable and/or CAT5 (or greater) cabling.  Pure wireless (DSL) connections are limited with only a few hotspots and some wired-to-wireless implementations are in place. The redundant network along with its new line to the data hosting facility can also optionally use and/or expand either one or both existing Internet connections, as long as all related technical requirements are satisfied.  The redundant network should be designed, built, implemented, and linked in such a way that any physical break or equipment failure anywhere on the network will not result in an extended interruption or discontinued operation for the whole of GCC  (please see Redundant, Reliability, Failover, and Mirrored Capabilities).  All hardware, software, tools, equipment, materials, supply, construction, permits, connection lines, and/or services (inclusive of one-time charge, and annual and monthly maintenance) must be clearly detailed and included in the proposal.
Systems Administration:  A secured and authenticated device and administrator login management console from any point or from any GCC-designated point on the network for all and any component of the redundant network and systems must be provided and supported.  GCC’s network coordinators, systems programmers, and administrator must be able to conduct work through a secured access either via a standard browser-based interface or vendor-provided control console.  Any required server(s) for systems administration, must be based on industry standard server-grade hardware/appliance and use Microsoft Windows Network Operating System or any of the latest and common UNIX operating system (RedHat, LINUX, FEDORA, IBM AIX), and must be able to work in and not be in conflict with GCC’s existing network infrastructure, multi-network protocol, multi-network operating systems, and multi-operating systems environment, and various desktop applications, enterprise, and specialized systems (see list provided above).  On-site or on-island off-site systems administration technical training must be provided for all pertinent technical GCC IT/MIS personnel.
Scalability:  Capable of modular, cost-effective growth in service, hardware and software inclusive of equipment and systems applications over the next five years.  Recommended system should be expanded or configured with increased efficiency and robustness (as examples, more bandwidth throughput, more routing options, increase security, adaptation to new technologies, IPv4/IPv6 changes) without substantial investment in or replacement of systems components such as cabling, switches, servers, and routers/gateways.
Enterprise Security:  Include an enterprise security component that will work with a multiplatform / multivendor environment such as Windows, Mac, Novell NetWare, and LINUX/UNIX.  Users accessing the network must be allowed to at least authenticate and register the (1) device(s) they are using, (2) their personal credentials such as username, login account, and password, or (3) a combination of both “1” and “2”.  For more details of the Enterprise Security technical specifications please see the appended “Technical Specifications for Enterprise Security”.
[bookmark: _Toc306603144][bookmark: _Toc405468509]Voice-over-Internet-Protocol (VoIP) Telephone System
Introduction
GCC spends over $100,000 per year on telephone utility costs, not including all expenses for telephone instruments, long distance charges, telephone system reprogramming, cabling/wiring, and other related services costs.  The college is currently installed with over 200 telephone lines with most of the numbers going through a PBX/Centrex phone system and all services provided by Guam Telephone Authority (GTA).  The last FY09 telephone utility budget was at $132,000 and is expected to increase in the following years if the college does not act now to adopt new technology that can significantly reduce this cost.  There are now different types of technology in the market that can meet the college’s telephone communication needs without the high cost associated with GCC’s current telephone system. Voice-over-Internet-Protocol, or VoIP, is technology that has proven itself over the recent years and different types of this technology are implemented throughout the world by various system manufacturers and phone service providers.  This is a proven phone system that can provide the college with lower cost of ownership, is easy to manage and can grow with the college, as needed.  Many installations of similar VoIP systems, within the first two years of use, are known to have paid for its self with all the cost-savings from paying standard telephone services.
The following specifications define the minimum requirements for the new IP based (VoIP) Phone system that GCC is interested in procuring to support the main campus in Mangilao and its remote office/classroom operations at the Guam public high schools:
· GCC’s Mangilao Campus Buildings, Offices, Classrooms, and Conference Rooms
· High school sites below are optional and are not part of the requirements:
· GCC Only Offices/Classrooms at Simon Sanchez High School
· GCC Only Offices/Classrooms at Southern High School
· GCC Only Offices/Classrooms at Okoodo High School
· GCC Only Offices/Classrooms at George Washington High School
· GCC Only Offices/Classrooms at John F. Kennedy High School 
· All types of existing telephone lines inclusive of
· Voice
· Fax
· DSL/Modem
Project Description
The college will be looking at procuring necessary services, hardware, software, network, and Internet lines that can provide VoIP telephone services to the college. The system installation will be for the main Mangilao campus.  The college may choose to these services, over the Internet, to GCC’s remote satellite classrooms and employee offices.
The system can be either entirely housed in the primary Mangilao campus server room, located throughout strategic points on the network, and/or be at a vendor’s facility.  Any combination of this system’s configuration, as far as its location(s), is acceptable.  This system must be redundant and fully fault-tolerant and be able to provide 99.999-percent uptime with zero to very minimum loss of business operations.  The system in place must have an automated monitoring and alert system that will be triggered depending on the seriousness of the problem or its overall health status.
VOIP system must be scalable and able to incorporate up to 300+ lines/end users.  Configuration of phone systems must be for all main campus employees at their designated office space, classrooms, and conference rooms.  Proposal must include in the bid all necessary items.  Any and all additional items that are not required or are deemed as extras must be clearly labeled as “optional”.  This system must be able to work in and not be in conflict with GCC’s existing network infrastructure, and with a multi-backboned, multi-network protocol, multi-network operating systems, and in multi-operating systems environment that include the following:
· Windows NT/2000/2003/2008 Network Operating System
· UNIX, REDHAT, LINUX, FEDORA, OS/400, Novell NetWare
· Windows 98/Windows VISTA, and Macintosh Operating Systems
· 3Com Hubs and Switches
· 3Com 100Mbps and Giga Switches
· CISCO Routers
· CISCO ASA Firewalls
· TRENDNet, NetGear, Nortel Routers
· Symantec Firewalls
· Ethernet Hub Topology
· Others
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Introduction
GCC explored Hawaii’s Distance Education (DE) system as a potential model or benchmark to assess the college’s ability to deliver DE on Guam and outlying island.  Hawaii deploys an inter-island system called the Hawaii Interactive Television System (HITS), a line-of-sight technology microwave system that involved the installation of towers and antennas throughout the State of Hawaii.  The line-of-sight restriction meant the towers and antennas had to be in key locations where they that could see each other.  In June 1990, Hawaii delivered its first classes via a two-way video format.  In 2001, HITS2 was installed.  This was a digital upgrade of the analog video system with an IP system using Internet multicast over digital microwave.  As a result, the intercampus network links jumped from T1 to OC3.  In 2002, the inter-island connectivity was enhanced with cable-franchise-based submarine OC3 links with Cisco routers used to connect the sites.  At the present time, fiber links between the campuses are being upgraded to 10G and high-definition, and H.323 Internet-based videoconferencing equipment is being installed.  Hawaii still uses Cisco routers between campuses and for external connections, they use Juniper routers.
Limitations of the HITS2 system are:
· Only able to see two sites simultaneously
· Uses a third party RAT audio system to receive other sites which causes variable audio levels and echo issues
· Complex switching system
· Uses proprietary mpeg2 stream and encoders/decoders are no longer being manufactured
· Scan conversion have poor picture quality 
· Cost to build a site is expensive
· Can only record one site
While there are many DE applications available, what is common across the DE community is the ability of the educational network infrastructure to meet the bandwidth demands of a robust DE environment.  GCC’s network, in its present state, is incapable of delivering DE at the same broadband-level as Hawaii.  Therefore, a strategic Three-Phase approach to planning a network infrastructure is recommended.  The phases depicted here are a guide which can be considered a road map towards GCC’s DE vision. Future planning with GCC staff, faculty, CTC, and the MIS department are paramount to the success DE.
Before DE can be successful, GCC, MIS, and CTC will need to look at what application will be used to deliver and support the DE program. Several program applications exist in the market that supports DE and selecting the right application to support GCC’s needs should be the first step for DE.
Phase I:  Infrastructure Upgrade
GCC’s current Infrastructure will require upgrades of their existing cabling from Network Operations Center (NOC) throughout the campus, not to include newly planned or constructed building within the campus.  Current cabling exist to support requirements in existence today; however, DE requirements will require a support base for high-speed and volume.
Category (CAT) 5, 5e, 6, and 7 Cable
Today’s industry standard requires these rated cables, which are dependent on a number of factors:
· Distance, in comparison vary from CAT 5 – CAT 7, the lower the number, the shorter the distances
· GCC’s requirements within the NOC and throughout the network can be supported, at a minimum, with CAT 5e 
· Cat 5e is enhanced cabling that carries signal strength and bandwidth at gigabit speeds and supports high speed Ethernet and video
· Patching and switching from within the NOC, if external CAT5e is used, then requirements for additional hubs to support lengths in excess of 328 feet will be needed
· CAT 6, and 7 can be used, but a complete overhaul of all buildings on campus will have to be achieved
· Fiber is another solution, this method will not require back haul support from hubs, but will require the right purchase of equipment to support fiber
Phase II, Network Infrastructure
Network Infrastructure, this requirement is necessary to insure proper support throughout GCC network and the way forward to DE. Today’s hardware comes with reliable energy efficient and resourceful solutions. GCC’s current Access Router inside the network is in need of replacement, it is at end of sale and end of support. Planning the next upgrade will require network engineering which your MIS department has that ability.
The following should be considered when selecting hardware replacement for your network:
· Distance Education
· Target market now and the next 5 – 10 years
· Phases of this target  to support financial requirements
· Engineered specific requirements to support new technology
· Bandwidth requirements:
a. Current  Bandwidth 30M Metro E
b. Wi-Fi launch will increase nodes from 500 – 1000, this will be supported with 10M
c. Current Utilization is at approximately 90-percent
d. Without Wi-Fi launched, 80-percent is received and 10-percent transmit
e. With these numbers, Wi-Fi will have to be monitored closely before and during Phases I and II
f. Additional 30M recommendation for DE  prior to end of Phase II, this will increase the number of nodes to support DE for the first 500 to 1000 nodes while maintaining a 70 – 80-percent utilization
g. Utilization monitoring will be important at this stage to insure reliable bandwidth to sustain DE in the future as GCC grows the network and DE capabilities
· Access Routers to support security inside and outside the network
· Switches to support network within
· Configuration Management (Network Administration)
· Disaster Recovery Plan, Exercise Plan, schedule and un-scheduled
· CTC involvement with current DE applications, what works, what does not?
· Training of MIS Staff
Phase III, Launch Distance Education
· Launch DE with selected departments taking the lead with launch
· Continue to train instructor course requirements and build application processes as required
· Continued support for services and maintenance for DE application
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NETWORK SECURITY
GCC is taking steps to institute safeguards against security breaches in its network.  To identify areas of weaknesses and vulnerabilities in a network, a network vulnerability and penetration test is a method used to evaluate the security of a computer system or network by simulating an attack from malicious outsiders and insiders. The process involves an active analysis of the system for any potential vulnerabilities that could result from poor or improper system configuration, both known and unknown hardware or software flaws, and operational weaknesses in process or technical countermeasures. This analysis is carried out from the position of a potential attacker and can involve active exploitation of security vulnerabilities.
In December 2011, an External Vulnerability Assessment of GCC’s network involving ethical hacking produced findings of Medium-to-Low risks and Low Exploit vulnerabilities.  The security and protection of GCC’s infrastructure, from an external perspective, assessed the network with an overall low-risk rating.  This assessment validates the security confidence in GCC’s network as a result of security practices, disciplines, and policies in place.  A secured network gives GCC the confidence and trust in protecting student records and other sensitive data from being compromised.  GCC should continue to leverage external assessments as they move forward in fulfilling their goals, objectives, and mission in providing the best educational benefit for its students.
Reasons to perform a network penetration test:
· A penetration test helps organizations to understand their current security posture by identifying gaps in security. This enables organizations to develop an action plan to minimize the threat of attack or misuse. 
· A well-documented penetration test helps managers in creating a strong business case to justify a needed increase in the security budget or make the security message heard at the executive level
· Security is not a single point solution, but a process that requires due diligence
· Security measures need to be examined on a regular basis to discover new threats. A penetration test and an unbiased security analysis enable organizations to focus internal security resources where they are needed most
· Meeting regulatory and legislative requirements are a must for conducting businesses today. Penetration testing tools help organizations meet these regulatory compliances
· A well-executed penetration test and security audits help organizations find the weakest links in this complex structure and ensures all connected entities have a standard baseline for security
· A well-executed penetration test and security audits help organizations find the weakest links in this complex structure and ensure that all connected entities have a standard baseline for security
· Once security practices and infrastructure is in place, a penetration test provides critical validation feedback between business initiatives and a security framework that allows for successful implementation at minimal risk
Security issues uncovered from a penetration test are presented to the system owner. Effective penetration tests will couple this information with an accurate assessment of the potential impacts to the organization and outline a range of technical and procedural countermeasures to reduce risks.  Penetration tests are valuable for several reasons:
· Determining the feasibility of a particular set of attack vectors
· Identifying higher-risk vulnerabilities that result from a combination of lower-risk vulnerabilities exploited in a particular sequence
· Identifying vulnerabilities that may be difficult or impossible to detect with automated network or application vulnerability scanning software
· Assessing the magnitude of potential business and operational impacts of successful attacks
· Testing the ability of network defenders to successfully detect and respond to the attacks
· Providing evidence to support increased investments in security personnel and technology
· Recommended penetration testing of GCC’s network should include each of the following:
· Internet/DMZ Servers
· CGI abuse scans
· SQL Injection testing
· IDS Evasion and testing
· Firewall Penetration
· Email account harvesting
· Internet Information Gathering
· HTTP and HTTPS Scanning
· Custom scripting attacks
· Man-in-the-Middle attacks
· Denial-of-service emulation
· Open Source Search
· Application and Banner Grabbing
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In the Fall of 2007, GCC implemented Banner and committed to a 24/7 operational environment.  However, the state of the network infrastructure was insufficient to carry the increase data and placed GCC in emergency mode to remediate the network shortfall.  As a result, a Three-Phase strategy approach to improve the network was approved by the College Technological Committee to implement a more robust network infrastructure to meet current demands and plan for future growth.
See Appendix D – Three Phase Network Improvement Project.

Phase One
Phase One is completed.  With one router serving over 1000 computers, this created one large broadcast domain which is susceptible to broadcast storms and contributes to network outages. Broadcast traffic traverses entire network, wasting bandwidth.  IP addressing scheme had four subnets scattered throughout the entire campus.  Endpoints on separate subnets must communicate through a router, even if they are physically adjacent to one another.  This was an inefficient use of internal bandwidth and tied up resources on the edge router, which should only handle traffic destined for the internet.  The existing network design utilized four public IP address blocks. This costs money and can be averted by switching to private IP addresses.  Public addresses are only required for publicly accessible servers. (i.e. website and mail server)
Phase Two
Phase Two is approximately 90-percent completed.  Network is no longer one large broadcast domain. Each router contains its own broadcast domain, and this will limit any possible broadcast storm to their respective area.  Network is behind a firewall which adds security from external threats. Private addresses are being utilized. We can stop wasting over a thousand public IP addresses.  All local (internal) traffic will no longer need to use the edge router. This allows bandwidth to be more efficiently utilized.  Edge router will only handle traffic destined for the internet.
Phase Three
Specific objectives to achieve are:
· Add redundancy throughout GCC network to ensure maximum uptime
· Create a legitimate DMZ to bolster security
· Apply to APNIC for a multi-homing assignment.  This allows GCC’s servers to not be reliant on IP address schemes from MCV or GTA connections.  Website will be accessible through either ISP. 
· Remove public IP addresses from servers that do not require public access. This is an added security measure to protect our servers
· Implement secure VPN solutions when access to sensitive applications is required off campus
[bookmark: _Toc405468513]Virtualization of all Legacy Servers, Upgrades to BANNER 9/XE and LUMINIS 5
Second-Half of Virtualization Hardware Upgrade Project
· Back-up Solution
· Dell PowerVault TL2000
· PS4000 (13TB Useable)
· Symantec 2010 Backup Exec with Data Dedup
· Increase Server Capacity by adding two additional Blade Servers
· Two additional VMware ESXi vSphere 4.1 Enterprise Licenses for each blade servers
· Increase storage capacity by adding 2nd Tier PS4000 SAN to have an increase of 3TB of useable storage capacity
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Wireless Network and Access Point Solution
GCC’s Wireless Network and Access Point Solution project is currently under review.  The following specifications define the minimum requirements for GCC’S Wireless Network and Access Point Solution:
Quality, Industry Standards, and Access Point Specifications:  Systems must be to industry standard for wireless systems.  Wireless network efficiency must be at optimum level to meet current demand and be capable of upgrades without significant costs in equipment. All implementations must meet or exceed industry standard.  Other specific requirements for the access point are:
1. Access Point
a. Coverage 
1) Supports all 802.11a extended channels
2) Can utilize additional channels in 5GHz (802.11a/n)
3) Supports 802.11 a/b/g/n radios simultaneously
4) Have integrated or external high gain antennas (to achieve greater range and coverage)
5) Have the ability to precisely define RF coverage boundaries by way of per-radio power control (for privacy)
b. Capacity
1) Have Sectored or beam-forming antenna architecture for higher data rates and longer ranges
2) Wi-Fi network must support simultaneously a minimum of 500 to a maximum of 1000 associated devices.
c. Bandwidth, Channels Compliance, and Supports
1) 802.11a
2) 802.11b
3) 802.11g
4) 802.11n or be fully upgradeable to 802.11n
5) Supports wireless mesh networking.
6) OPTIONAL: Have two Ethernet uplinks for built in redundancy and the ability for future expansion with the WLAN utilizing voice, video, emergency services
d. Power Source supports
1) Direct AC power
2) POE (Power Over Ethernet) 802.3af
3) POE over Gigabit connections
4) AC/DC redundancy (AC and Power over Ethernet/Gigabit Ethernet)
e. Distributed Design
1) Switching performed at the access point
2) 802.1p,Q and QoS tagging applied at access point
3) Filtering/Firewall Policies applied at access point
4) Onboard or remote controller for the access point
f. High Availability, Redundancy, Failover, and Reliability
1) Available Radio-to-Radio failover in case of interference, channel and/or radio failure
2) Have active service health checks and self-correction or self-healing
3) Have configuration auditing and backup
4) Reliable and available despite normal noise interference from surroundings
g. Supports Voice over Wi-Fi
1) Solution is VIEW certified (Spectralink’s Voice Interoperability for Enterprise Wireless)
2) QoS Support (IEEE 802.1p, 802.11e, CAC)
3) Fast Roaming (IEEE 802.11r)
4) Layer 2 or Layer 3 tagging
5) End to end QoS capability all the way through the wired/wireless network
6) Supports hundreds of clients and voice clients roaming across layer 3 boundaries and VLANs
7) Ability to identify available Wi-Fi resources for Call Admission Control
h. Supports Video over Wi-Fi
1) Supports conversion of multi-cast to unicast streams
2) Provides access control to the RF medium for subscription to a video feed
i. Rogue Access Point and Wi-Fi Threat detection
1) Detects rogue access points
2) Management system can remedy rogue access points
3) Can identify by OEM of discovered rogue access point’s BSSID, SSID, Manufacturer, Channel, RSSI, Security, Type (IBSS, ESS), Last Active status
4) Accurate Location Tracking System that is capable of pointing out where Rogue APs or where Interfering devices are located on a floor plan
5) Wi-Fi Threat sensor, capable of detecting Man-in-the-Middle attacks and other commonly seen attacks
j. Optional Spectrum Analyzer/ Interference
1) OPTIONAL: Spectrum analyzer capable of classifying interfering devices such as Bluetooth, Microwave ovens
2) OPTIONAL: Be able to correlate and classify interferers through spectrum analysis. For example, when an interferer is heard by multiple APs, the system should report this as a single interferer
3) OPTIONAL: Be able to locate multiple interferers simultaneously on a map and be able to show the zone of impact on a map for interfering devices
4) OPTIONAL: Use spectrum analysis to identify non-802.11 sources of interference like Bluetooth headsets, video cameras, etc. while simultaneously servicing clients and performing Intrusion Detection
5) OPTIONAL: Ability to change channels based on detected interference patterns to improve network performance
k. Overall Solution and Standards
1) Standards-based solution
2) Supports Wired Prioritization (802.11e) QoS differentiation for wireless medium
3) Performs Automatic Channel Assignment
4) Support all standard LAN and WLAN standards without proprietary solutions or protocols that will limit the ability to expand the Wi-Fi network
5) Supports external antenna connection via SMA/TNC or N connectors
6) Has Multi-radio Wi-Fi Meshing 
7) Have automatic user load balancing among radios and between access points.
8) Have both automatic and manual control of area coverage
9) Have fast and seamless roaming
10) Capable of outdoor deployments and includes environmentally controlled outdoor enclosures to ensure no moisture, fibers or dirt can enter AP, potentially causing a failure
11) Provides automatic or manual meshing between Access Points to provide a fully redundant Mesh network with multiple routes for sending packets 
l. Product Installation
1) Securable, drop ceiling/surface mount indoor enclosures wherever necessary and according to site survey
2) Provide installation time required per access point based on per location, onsite inspection and site survey
3) Equipment required to deliver service to a specific area can be mounted externally on campus buildings and rooftops
4) Existing conduits and raceways may be used, provided such use does not exceed network standards conduit fill ratios
5) Additional infrastructure may be installed; however, installation will be subject to MIS and Facilities & Maintenance approvals and/or coordination
6) When dealing with structural entry, provide reasonable efforts to maintain the structural integrity and weather resistance of such entry
7) Wire molding for cable security must be kept to a minimum
2. Existing Wireless and Local Area Network: GCC’s requirement is to put in place the access points and tie in the new wireless network infrastructure to the existing LAN (Local Area Network)/CAN (Campus Area Network) at the main Mangilao campus, and to assess and take action on either removing, replacing, or simply linking existing wireless spots in an effort to improve the overall wireless service network.  It is understood that some integration between existing campus network and programming will be required to marry the Wi-Fi to the campus “wired” network.  The bid awardee should prepare VLAN implementation plans for best practice in parallel with standard bid processing and/or requirements.  The main Mangilao campus is currently connected to two Internet Service Providers via dedicated 10mbps fiber/Ethernet line from MCV (Marianas Cable Vision), and another dedicated 10mbps Metro Ethernet line from GTA (Guam Telephone Authority).  The campus LAN/CAN is made up both 100mbps (copper/fiber) and 1gpbs multimode fiber backbone lines.  CISCO routers and 3COM switches and hubs make up most of the networking equipment all linked by fiber optic cable and/or CAT5 (or greater) cabling.  Current pure wireless (DSL) connections are limited with only a few hotspots and some wireless-to-wired implementations are already in place.  The new wireless network should be designed, built, implemented, and linked in such a way that any physical break or equipment failure anywhere on the network will not result in an extended interruption or discontinued operation for the whole of GCC.
3. Systems Administration, Management, and Control:  A secured and authenticated device and administrator login management console must be provided and supported from any GCC-designated point on the wireless or wired network for monitoring, managing, and controlling all and any installed wireless network component.  GCC’s network coordinators, systems programmers, and administrator must be able to conduct wireless-related systems administration work through a secured access either via a standard browser-based interface or vendor-provided control console application.  On-site or on-island off-site systems administration technical training must be provided for all pertinent technical GCC IT/MIS personnel.  Other requirements for the access point are:
a. System Administration, Management, and Control Tools
1) Local processing/control must be at the access point and/or management system
2) Must be able to support traffic prioritization in each Access Point
3) Common local and centralized management
4) Have asset identification and tracking based on location
5) Stores multiple software images with rollback ability
6) Have restore set to factory default feature
7) Have and leverage system management Tools via:
· Serial/CLI (command line interface)
· Syslog
· Centralized SNMP
· Web based / browser based
· Management over the air
· Secured access (SSH, HTTPS)
· Can be disabled on all interfaces
8) Have RF management tools with
· Integrated Wi-Fi RF Analyzer (similar to standalone spectrum analyzers, but integrated within the access point)
· Must be able to scan Wi-Fi frequencies and identify any interference and/or noise within these frequencies
· Auto Cell sizing
· Auto load balancing
· Auto channel selection
· he system should automatically monitor and change the transmit power and channel settings of specific access points to achieve a uniform (optimal) configuration to minimize co-channel interference and contention within each location
· Access Points should support beam-forming functionality for non-802.11n clients to improve downlink performance metrics ensuring maximum lifecycle management of legacy Wi-Fi client devices and smart phones
· Access Points should allow variable transmit power control so as to limit signal bleed in specific areas
· The system should provide for load balancing between the radios of an Access Point and between different Access Points
9) Provides detailed remote client trouble shooting tools 
10) Provides detailed info of client status, authentication process status, and automatic remediation of client issues
11) OPTIONAL: Provides real-time spectrum analysis information such as power over frequency graphs, duty cycle, interference, and interferer classification
12) OPTIONAL: Provides graphical diagram of both indoor and outdoor mesh deployments. 
13) The system should support implementation of Voice over WLAN
14) Integrates map tool for wireless deployment planning to show AP placement, AP Heat maps and other pertinent information in graphical and quantitative view
15) Provides system-level management information on device configuration, security policies, and RF parameters
4. Scalability and Upgradeability:  Solution must be capable of modular, cost-effective growth in service, hardware and software inclusive of equipment and systems applications over the next five years.  The system can be expanded or configured with increased efficiency and robustness without substantial investment in or replacement of systems components.  Other requirements for the access point are:
a. Scalability and Upgradeability 
1) AP's must have upgradeable controller (internal or external) memory inclusive of packet RAM for QoS, System RAM for new features and better performance, and flash for local file and image storage
2) Designed for 802.11n today or be upgradeable and expandable to support other wireless technologies
3) Platform(s), firmware and software upgradable to support future evolution of the 802.11 standard (i.e. 802.11n, 802.v, 802.11w)
5. Enterprise Wireless Security:  Solution must include an enterprise security component that will work with a multiplatform environment such as Windows, Mac, and LINUX/UNIX.  Users accessing the wireless network must be allowed to at least authenticate and register their personal credentials such as username or login account, and password via a browser-based interface such Internet Explorer.  The wireless system needs to be easily accessible for students.  GCC is looking to utilize a captive portal.  The captive portal will be tied into the integrated database system which already contains user accounts.  The system, however, should be flexible enough to allow for a RADIUS server authentication in certain areas on campus in the event encrypted wireless network is deployed on top of the open captive portal WLAN.   Provisioning method will require a solution to be able to integrate with the GCC Banner/Luminis database system.  Users should be able to login to the wireless using their MyGCC account.  Other security-related requirements are:
a. Security services and features supported or have
1) WEP, WPA, and WPA2
2) Authentication:  Open, MAC Address, and 802.1X
3) Integrated/onboard Stateful Firewall 
4) Integrated RADIUS server and authentication with WPA2 encryption
5) Integrated/onboard IDS/IPS sensor and service
6) Embedded/onboard Wi-Fi Threat Sensor inside the Access Point
7) Embedded Spectrum Analyzer inside the Access Point
8) Proactive threat mitigation
9) Station-to-station traffic blocking
10) The following certifications - PCI, HIPPA, and FIPS-140-2
11) Traffic Encryption/decryption at the access point
12) Multi-AP or multi-radio mesh support in the Access Point
13) Reports on Guest access showing Guest Count, Sessions, account status, and the number of association
14) Provides Consolidated Security Summary of real-time assessment Wireless LAN security posture
15) Can drill-down into Security Summary for detailed information on security events on Wireless LAN and recommend resolution
16) Support of Protected Management frames (802.11w)
b. Guest User Access
1) Guest User Management System that is fully integrated into the controller or Management System that is accessible to administrators 
2) Guest access solution should provide a sponsorship ability for employees in order to eliminate the need for IT staff to create guest credentials, which will enable them to log into a web portal with their credentials, enter the details of their guest (name, email, phone number, length of access required), and provide their guest with the credentials the sponsorship portal generates (newly created guest credentials should be automatically provisioned in the system)  
3) Guest web authentication: The guest user must be able to associate to the wireless network, obtain an IP address, be redirected to a web authentication page in their browser, and enter their credentials to gain guest access.  Guest traffic should be completely segmented on the network from any internal resources and traffic (solution must provide an ability to encapsulate guest wireless traffic from the Access Point until outside the Internet firewall to ensure network security)
6. Uninterruptible Power Source for Access Points: Provide all access points with UPS (uninterruptible power source) for at least 2 hours at normal use.
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See Appendix E - Labs Upgrade Schedule
[bookmark: _Toc405468516]Biometric-based Physical/Digital Security (PLACEHOLDER)
[bookmark: _Toc405468517] GCC TV/Radio Station (Compliments DE, Marketing, Viscom) (PLACEHOLDER)
[bookmark: _Toc405468518]Asset Management vs. Replacement Cycles (PLACEHOLDER)
[bookmark: _Toc405468519]One-Stop Technology Kiosk/Cafe (PLACEHOLDER)
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gap and impact analysis
The purpose of capturing GCC’s current IT environment and projecting a desired and optimum IT environment is to identify the gaps which need to be addressed.  Identifying the gaps sets the stage for finding potential solutions and alternatives, reprioritization of college objectives, and inserting these action plans into GCC’s budgeting life-cycle.  Ultimately, it will take individual projects to implement the specific pieces of the future environment.  As predicted, there are gaps between the current environment and the future architecture.  What follows is a manageable list of the most pressing ones.
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There is a sizable gap between the current data architecture and the proposed future architecture.  
1.  The first initiative is already underway.  The acquisition and implementation of the new SUNGARD integrated database addresses many of the current Data shortcomings.  Once SUNGARD is fully stable smaller tasks should be undertaken to eliminate as many of the MS Office pseudo-applications as possible.  And the other smaller applications which share data with SUNGARD need to provide the means of sharing data directly with little or no manual processing or data entry.
2.  A second initiative yet to be scoped is the institution of Student Login Ids.  This initiative will give birth to others as well.  Once we can identify an individual user, what else can we provide that user in terms of services and features?  No doubt users could be granted differing levels of authority with their login.  What should those levels be and who should have them?  From a capacity planning perspective, we will have volumes of information to study.  How can this information be used to get ahead of approaching risks and looming problems?  Both of these opportunities will become available once we have Student Login Ids implemented.
3.  A third important initiative is to conduct an analysis of the Records Management situation.  The goal is to drastically reduce the amount of paper being generated and stored.  Two solutions to this problem are 1) replace paper forms with online forms, and 2) store the electronic image of a document but not the physical document.  The first solution should be the primary focus for addressing this problem, not the continued storing of paper forms and documents that duplicate online data.  Only those original documents which must be stored shall be stored.  All others will be scanned and stored electronically.  
4.  The fourth initiative is to more fully automate the administration of GCC’s email accounts.  An automated system should provide this capability and free up human resources for more important tasks.
5.  A fifth initiative is to provide DE Services to deliver the classroom environment off-campus, either instruction or support services to students who are not physically co-located with the individual providing the service.  This technology utilizes internet-based educational services as well as video and audio services.  Many of the current variables that drive data storage requirements will apply when implementing a DE service.  For example, federal and Guam laws, regulations, statutes, policies regarding education records and how long they are kept and maintain will impact data storage capacity planning.   The current baseline of data storage requirements per student can be used to forecast data storage requirements for a fully implemented DE environment.  Introducing DE outside the physical constraints of the educational campus has the potential to see a large increase in student enrollments; and therefore, a demand for increased storage capacity.  Awareness in student record storage laws and statutes and projected student enrollment, as a result of DE, should be shared with the MIS department to facilitate their capacity planning for future data storage. 
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[bookmark: _Toc390110710][bookmark: _Toc390711202][bookmark: _Toc391266797][bookmark: _Toc391277211][bookmark: _Toc391277351][bookmark: _Toc391282305][bookmark: _Toc391287277][bookmark: _Toc391372790][bookmark: _Toc392311958][bookmark: _Toc392312069][bookmark: _Toc392312868][bookmark: _Toc392314601][bookmark: _Toc392315258]1.  The plan to fill the gap with Applications is already underway.  The acquisition and implementation of the new SUNGARD integrated database addresses many of the current Application shortcomings.  Once SUNGARD is fully stable smaller tasks should be undertaken to eliminate as many of the MS Office pseudo-applications as possible.  And the other smaller applications which share data with SUNGARD need to provide the means of sharing data directly with little or no manual processing or data entry.
2.  A second initiative is to procure a robust Help Desk system to satisfy the needs of the IT Help Desk Standard Operating Procedure.  This could be an open source system, like Moodle is, that would be supported by a world-wide community of IT professionals.  It should be web-based with significant reporting capabilities.
3.  A third initiative is to procure a robust Issues Tracking system to satisfy the needs of the College Technological Committee - Tracking System (CTC-TS) Standard Operating Procedure.  This could be an open source system, again like Moodle.  It should be web-based with significant reporting capabilities.
4.  A fourth initiative worthy of consider is the replacement of the Cougar Mountain application.  The new application should be compatible with SUNGARD.  It should be bookstore software that tracks sales and inventory.
5.  A fifth initiative is the identification, analysis, and selection of a DE application that will support GCC’s vision to deliver DE.  This is a critical step and decision that will impact the design, development, implementation, and long-term life-cycle management of the DE system.  The application choice will determine hardware platforms and network bandwidth requirements.  GCC should consider forming a small committee chartered to perform only one function – to analyze current DE applications in use today, narrow down the choices to no more than three and perform a very thorough and detailed product analysis.  Create a weighted selection criterion that makes the application selection and final decision more objective than subjective.  Criteria for example, can be derived from existing GCC action plans and stated objectives in support of the overall DE goal.  Only after a final application has been selected can a more accurate implementation and training plan ensue.
[bookmark: _Toc306603151][bookmark: _Toc405468524]Technology
The gap between the current technology architecture and the proposed future technology architecture is nearly as great as the gap in IT Management.  This is where some significant funds will be needed.  To move into the future state of the technology these gaps must be filled.
1.  The most pressing issue is the overhaul of the network.  It needs to be modified from its current topology into a robust double- ring topology.  Additionally, a third high-speed internet connection should be brought onto campus.  Then, this new network needs to be fitted with powerful load balancing software to deliver on the promise that all of this new technology holds.  Not only will all users benefit from this modernization but existing MIS resources will be able to begin tackling other important issues. 
2.  Email administration is the second issue to undertake.  Users should be able to create and administer their own email accounts.  A technician need not be involved in this process except to handle problems.  This means the acquisition of some new technology to replace the manual process currently in place.
3.  Imaging takes up an inordinate amount of staff time.  First, the policies surrounding imaging need to be reconsidered.  Primarily, does GCC wish to continue to insist that all PC’s be under one site license for the operating system?  What are the costs associated with this decision?  What are the risks of other options?  In any case, imaging is a reality.  Therefore, technology will be procured to more fully automate the image/re-imaging process.  Rather than use CDs images will be housed on the network and re-imaging accomplished via the network.  Software exists that constantly monitors the images of PC’s on the network and re-images them automatically when necessarily.
4.  Administering Student User Ids manually is an onerous task that MIS is not staffed to provide.  Current resources are fully utilized on networking, PC troubleshooting, PC imaging, and supporting the SUNGARD implementation.  However, there is much good that can come from requiring students to login before using GCC equipment.  The lack of user ids causes its own set of problems but more importantly precludes GCC from implementing an even more capable IT environment.  (See discussions in earlier sections of this document.)  It is in GCC’s best interests to require Student User IDs but only if their administration can be supported with substantial technology and tools.
5.  Technology selected to support DE is ultimately linked to the final DE application selected.  The technology suite to support DE will include the use of interactive audio or video conferencing that can provide real time face-to-face, computer conferencing or electronic mail to send messages, assignment feedback, and other targeted communication to one or more class members.  Pre-recorded video can be used to present class lectures and visually oriented content.  
[bookmark: _Toc306603152][bookmark: _Toc405468525]IT Management
The gap between the current state of IT Management and the future environment is the largest, and by far the most serious gap of all.  The IT Management function suffers from understaffing, miss-placed staffing, under-trained staff members, and too much responsibility.  Centralized IT management is appropriate for infrastructure (procurement, networking, licensing) but is not appropriate for every aspect of the IT environment.
1.  New Governance policies and structures are already being implemented.  In the very near future, the College Technological Committee (CTC) will replace MIS as the entity in overall control of the IT environment.  While committees do not manage day-to-day operations well, they are effective at guiding the activities of other organizations who can manage operations.  The CTC will be able to reach consensus decisions.  CTC will be able to present recommendations to senior management.  CTC will be able to handle grievances against IT-related policies and procedures.  In the future, representatives from all areas of GCC will make all major IT decisions.
2.  Likewise, MIS will have new responsibilities.  MIS will no longer have final decisions in IT matters.  The CTC will be ultimately held responsible for the IT environment, thus lightening MIS’ load.  Certain organizations, such as the Electronics Department, will be responsible for portions of the IT architecture – the parts they are the most involved in.  This new responsibility matrix, as outlined in the various IT-related organizational charters, will take some time to learn and fine tune.  In the short-term, however, users will be better served by IT management.  In the long-term, GCC will have a single IT vision and voice.
3.  As MIS in particular is relieved of some of its responsibilities, it will want and need to learn new skills so as to better serve users’ needs.  The most pressing new skill to be learned is Project Management.  Not far behind, however, are other complex skills such as system and database design, capacity planning, customer service and support, performance measuring, and others.  MIS is not the only organization in need of acquiring new skills.  As organizations embrace new responsibilities over portions of the IT architecture, they will need to acquire similar technical skills to become self-reliant and accomplish their objectives.
4.  Another IT management challenge is the initiative to deliver DE services to Guam and other out-lying islands.  GCC currently faces a network that has limited bandwidth to deliver DE when compared to schools in Hawaii who have a mature DE program.  With the Three-Phase Network Improvement project, the MIS network is on the path to preparing and supporting GCC with a robust DE system.  However, facing the improved network is a DE application which has not been addressed or identified.  IT management must anticipate and participate in the selection of the DE application.  This decision will impact future funding projections, hardware, network, and software life-cycle cost projections and training.  The development of a GCC approved Concept of Operations (CONOPS) is recommended prior to the design, development and implementation of DE.  Designers and developers involved in DE planning, acquisition, and implementation of GCC’s DE will have and appreciate the operational vision of how DE is to be delivered from the instructor to the student.  The CONOPS should address operational concepts, for example, “will all enrolled students be issued a laptop for course duration?  Will this be a near 24-hour environment since DE has the potential to deliver courses outside Chamorro Standard Time?  Will GCC require immediate Helpdesk response for technical issues?  How does GCC expect to respond or assist off-island students who require technical assistance?”
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[bookmark: _GoBack]Matrix of Project & Activities Completions & Plans Related to Components of the ITSP/EA Documents (Reflecting 2011 ITSP/EA documents and as an Addendum to EA 2014 Updates)
	REFERENCE:
	COMPLETED RELATED ACTION ITEMS:
	PLANNED RELATED ACTION ITEMS:

	ITSP page 32
Transition Plans
EA page 34
Records Management
	· Jan-Jun 2014 Update: Completed procurement of laptop, scanner, and roving cart for the new dedicated Banner Document Management System (BDMS) scanning hardware setup and conducted user training for Human Resources Office
· Jan-Jun 2014 Update: Completed the update of MIS’ Technology Inventory file that is now stored on a secure Google Drive for a more easy access and better update management
	· Added Jan-Jun 2014:  Plans to either duplicate solution setup for other areas of the college
· Added Jul-Dec 2014: Plan discussions and decision needed to determine if BDMS scanning solution to be duplicated for Student and Materials Management  

	EA page 65
Technology IT Architecture (TA)
PC Configuration
EA page 72
IT Management IT Architecture (MA)
MA003 Tools
	· Updated CTC-recommended and approved PC / Mac standards
· Conducted annual PC bids with standard specifications
· Create and apply master images to labs and office systems
· Procured Mac server, Mac computers, and software for Mac Systems’ imaging as well as similar system tools for PC management
· Upgraded Classroom Lab D-9, C-4, TC1220, Allied Health 3114, and Mobile Lab C-1
· Deployed and installed 75 new Construction Trades computers at GWHS, SSHS, SHS, OHS, and JFK
· Added Macintosh desktop systems to Student Center Open Lab
· Jan-Jun 2014 Update: TC1109 with 13 new  Macs as part of VisCom lab upgrade via grant funding
· Jan-Jun 2014 Update: Completed 6-month technology standards review and recommended to continue or until course textbooks require changes 
· Jan-Jun 2014 Update: Completed assessment of Macintosh Labs for Maverick Operating System and applications upgrade plans
· Jan-Jun 2014 Update: Completed labs A7, A26, and D8 PC computer hardware and software upgrades with Windows 7 Operating System (OS) and MS Office 2010 in addition to re-imaging all MIS-managed PC labs with same versions for Spring 2014 semester
· Jan-Jun 2014 Update: Conducted campus-wide computer systems assessment and compiled, submitted, and communicated to the college’s administrators computer systems recommended for upgrade to Windows 7, and/or replacements of outdated/obsolete XP systems
· Jan-Jun 2014 Update: Completed campus-wide sweep and removal of Windows Genuine Authentication (WGA) error notifications for all available and accessible campus systems;
· Jan-Jun 2014 Update: Completed MicroMD’s Electronic Medical Records (EMR) Software and Hardware server system installation for Allied Health program including setup for Client Workstation Application connectivity to the server
· Jul-Dec 2014 Update: Completed majority of PC lab systems upgrades from XP to Windows 7, and MS Office 2007 to 2010
· Jul-Dec 2014 Update: Procured and received laptops for the upcoming upgrade of Lab Room C23 in addition to desktop spares for labs
· Jul-Dec 2014 Update:  Added scanning stations to Student Open Lab

	· ITSP Page 30 - Transition Plan #4 - Imaging & EA page 45 
Alternatives to imaging via Virtual Desktop Infrastructure
Implementing Desktop Security with Fortress Grand 

· After January 2014: We will have 3 labs (TC1221-PC@FY2009, LRC-PC@FY2010, RM104-Mac@FY2010) that are at least 3 years old

· Added Jan-Jun 2014:  3 labs (C23-PC laptops@2007, FND6219-PC@2009, TC1106B-PC@2007, TC1108-Mac@2007) that are at least 5-6 years old.

· Update Jul-Dec 2014:  C23-PC laptops procured pending Dec 2014 upgrade and in addition for FND6219’s upgrade C25 is planned as a new lab

· Added Jan-Jun 2014:  Upgrade plans include all Macintosh systems to be at Maverick Operating System level

· Update Jul-Dec 2014: Macintosh systems standards and upgrades to Maverick / Yosemite Operating System level being considered, pending recommendation submission from Academic Technologies

· Added Jan-Jun 2014:  Upgrade plans include all PC computers to be at Windows 7 Operating System level

· Update Jul-Dec 2014:  PC computer standards updated to be at Windows 7 Operating System and MS Office 2013, pending official bid award scheduled for Dec 2014

· Update Jul-Dec 2014:  Pending official award of new PC bid, now included in standards specification is the Windows Surface Pro 3 with Windows 8 and Samsung/Android tablets



	EA page 72
MA007 Licensing
EA page 85
Virtualization of all Legacy Servers, Upgrades to BANNER 9 and LUMINIS 5

	· Upgraded licenses for MS Office from 2003/2007 to 2010/2011 for both PCs and Macs
· Upgraded Labs Microsoft Windows Operating System from Windows XP to Windows 7
· Continued renewal of licensing and software support of GCC’s Enterprise Resource Planning (ERP) system (BANNER, LUMINIS, ODS, COGNOS, EDW, Evisions, TouchNet, etc.)
· Jan-Jun 2014 Update: Completed creating, testing, and capturing base and master images for various models of current and new computer systems especially those from the latest computer bid and those being upgraded to Windows 7
· Jul-Dec 2014 Update: Completed creating, testing, and capturing additional Windows 7 Operating System base and master images for various desktops and laptops computer system models

	· Standardization to MS Office 2013
· Standardization to Windows 7/8
· Legacy Windows Server Upgrades
· LINUX/UNIX Server Updates/Upgrades
· BANNER XE & LUMINIS 5 plus all upgrades to dependent ERP Systems
· Added Jan-Jun 2014: LUMINIS 5 environment for the new MyGCC portal is now ready for evaluation as part of the upgrade  project from LUMINIS 4 to LUMINIS 5

· Update Jul-Dec 2014: Post LUMINIS 5 upgrade activities include ongoing adjustments for site template use and cleanup, but with LUMINIS 4 access still allowed on limited workstations for transitional activities only

· Added Jul-Dec 2014:  Pending official award of ongoing PC bid, campus community will be informed of new standards for budget planning purposes of upgrade costs to MS Office 2013 licensing

	EA page 64
TS009 Availability

	· Continued critical maintenance and support of GCC’s Enterprise Resource Planning (ERP) system through outsourcing of necessary remote Professional and Technical Services with TechProven
· Continued to address the needs of our labs, networks, Internet bandwidth, and facilities
· Jan-Jun 2014 Update: MIS D-Wing Storage Room renovation completed
· Jan-Jun 2014 Update: Completed installation and setup of MIS shelves, work room and storeroom reconfiguration, and shelving and transfer of equipment inventory and spares
· Jan-Jun 2014 Update: Completed the campus-wide implementation with XEROX for the new photocopying, printing, and scanning machines and updated the www.guamcc.edu/erox web page to reflect the current setup
· Jan-Jun 2014 Update: Conducted and completed campus-wide network re-configuration for access and connectivity to newly implemented and deployed XEROX equipment
· Renewed subscriptions for licenses, support, and continued use of BANNER, LUMINIS and all other ERP-related systems
· Continued services with TouchNet for our student online credit card payment system
Continued contractual services to renew software subscription services for Oracle Relational Database System via Ellucian
· Upgraded Moodle Learning Management System from 1.9 to 2.2
· Jul-Dec 2014 Update: Completed major network configuration changes such as repositioning of Net Monitoring Systems to new router, various LAN Network Address Translations (NATs) and more updates to Domain Name System (DNS)
· Jul-Dec 2014 Update: Completed reinstallation of new Bldg. 200/E networking and data lines, WiFi, and VoIP
· Jul-Dec 2014 Update: Completed procurement and replacement of UPS batteries for network devices in various building communication rooms
· Jul-Dec 2014 Update:  Disaster Recovery project for BANNER INB approved and implementation phase is ongoing 

	· Failover systems
· Load-balancing systems
· Disaster Recovery and Continuity of Operations Solutions
· Updated Jul-Dec 2014: Pending Bldg. 200/100 surveillance systems, InterCom, Building Key Access, and ID system holistic  integration / consolidation

· Added Jul-Dec 2014: Disaster Recover (DR) scheduled for completion in FY15 for Banner INB with potential to include DR for MyGCC portal environment, too, pending approval and additional budget allocation


	EA page 32
GUAM COMMUNITY COLLEGE EA OBJECTIVES AND STRATEGIES
General Overview

	· GCC procured generators, routers, switches, firewalls, UPS, and related licenses of software and systems tools, and virtualized our ERP servers on a blade platform to provide
· Continuing efforts to design and implement a true Help Desk, a Redundant Network and Systems or a COOP (Continuity Of Operations) site for Disaster Recovery
· Continued upgrades to GCC’s ERP system
· Jan-Jun 2014 Update: Completed Banner & Related Systems Upgrades:  Enterprise Data Warehouse (EDW) system upgraded to 8.4.2 for ESPIA’s Operational Data Store (ODS) environment, Financial Aid upgraded to 8.19, Human Resources upgraded to 8.10.1, and COGNOS upgraded to version 10
· Jan-Jun 2014 Update: Completed Enterprise Resource Planning Systems Upgrades in BANNER, LUMINIS, and related systems to include: Internet Native BANNER (INB) for Financial Aid 8.20, General 8.6, Student 8.6.3, and Accounts Receivable 8.4.5; as well as, Self-Service BANNER (SSB) for Financial Aid 8.20, Web Tailor 8.6, Web General 8.6, and Student Self Service 8.6;
· Implemented Campus Wireless for Internet access
· Upgraded our Internet bandwidth total capacity to 110Mbps and put in place a 3-prong redundant connection to the cloud
· Renewed InterMapper software licensing and support subscription services with Help/Systems (formerly Dartware)
· Installed CCTV Digital Camera Surveillance Systems for new and existing computer labs at the Foundation and Allied Health buildings, as well as the Student Bookstore
· Jan-Jun 2014 Update: Completed Technical Assistance for CACGP new Surveillance System, which is now up and running
· Installed new BookLog BookStore POS (Point-of-Sale) System
· Renewed software licensing and support subscription services for SolarWinds, 
 Symantec EndPoint Enterprise Antivirus System, VeriSign
· Outsourced to WSI GCC’s public website and moved web server to the Internet Cloud
· Migrated our eMail system to the Internet Cloud by using Google’s GMAIL email platform which also comes with many other related Google Apps services such as Google Docs, Google Drive, Calendar, and Sites, etc.
· Implemented, as part of the computer standards specifications, security cable-lock system to be installed for all new PC and Mac systems to improve physical security and to deter theft
· Registered iMacs from Student Center lab and SSHS Marketing Lab computers to the iCloud for hardware equipment tracking in case of theft
· Jul-Dec 2014 Update: BANNER Financial Aid upgraded to 8.21.0.1, Student to 8.6.6, and MyGCC portal security certificate with GoDaddy
· Jul-Dec 2014 Update: Procured and Received renewal and upgrade codes for Solarwinds Network Monitoring Software 
· Jul-Dec 2014 Update: Procured and upgraded surveillance systems from analog to digital equipment for buildings A, B, C, and D


	· True Help Desk Systems Implementation
· Actual Redundant Network and Systems or a COOP (Continuity Of Operations) site for Disaster Recovery or Disaster Recovery solution in place
· Added Jan-Jun 2014: Ongoing research of viable options for the BANNER Enterprise Resource Planning (ERP) system’s Disaster Recovery (DR) and Continuity of Operations (COOP) solution and with Oracle Active Data Guard as a recommendation, but also with potential alternative solutions and funding sources
· Update Jul-Dec 2014: BANNER Enterprise Resource Planning (ERP) system’s Disaster Recovery (DR) solution with Oracle Passive Data Guard currently in implementation phase as approved by Banner Core Team and as budgeted via Technical Services Contract with TechProven

· Added Jan-Jun 2014: Completed ISP Site Survey & Request for Quotes (RFQ) for GCC’s Title V funded High School programs’ Internet services with plans to upgrade as soon as funding becomes available  
· Update Jul-Dec 2014: GCC’s Title V nearing completion for the procurement of GCC’s High School programs’ Internet services upgrade  
· Added Jul-Dec 2014:  Plans to use Title VA
 funds to replace JFK networking equipment due to damages caused by lightning strikes



	EA page 62
Application IT Architecture (AA)
AA002  Access Portals 

	· Continued service subscription for SirsiDynix Symphony SaaS (Software as a Service) for the library
· Jan-Jun 2014 Update: Upgraded Financial Aid EDE Software and database to 2014-2015 version
· Jan-Jun 2014 Update: Upgraded the LRC’s Circulation PC’s from windows XP to Windows7 with Library’s SirsiDynix Application
· Jan-Jun 2014: Updated Banner Links in current MYGCC portal to reflect changes as a result of COGNOS 10 upgrade
· Jul-Dec 2014 Update: Completed the Financial Aid upgrade of EDConnect to 8.3 network install and EDExpress 2014-2015 software
· Jul-Dec 2014 Update: Installed ArcGIS upgrade program with Department of Land Management in Room 107

	· Cloud based resources
· DE Solution and Architecture in place
· Added Jul-Dec 2014:  Cloud based Disaster Recovery solution ongoing for GCC’s BANNER INB environment with potential to include also MyGCC portal environment

	EA page 64
Technology IT Standards (TS)
TS006 Hardware Standards

	· Continued to upgrade labs and servers that are 3 years old or older
· Jan-Jun 2014 Update: Procurement of Photocopying Equipment Lease and Services Bid to include equipment installation and client workstation setup with XEROX
· Jan-Jun 2014 Update: Completed computer assessment and redistribution & re-use of systems as a result of upgrades to labs A7, A26, and D8
· Jul-Dec 2014 Update: Completed PearsonVue Server and Workstation testing systems upgrades in TC1106B to comply with new standards
· Jul-Dec 2014 Update:  Completed PSI/Atlas software updates with new computers  at Testing Center

	· Added Jan-Jun 2014: Scheduled Lab Upgrades for C23 (2007 PC Laptops) and possibly TC1221 (2009 PC Desktops), LRC (2010 PC Desktops), Foundation Lab RM 6219 (2005 PC Desktops ESL), and TC1106B (2005 PC Desktops Testing Systems)
· Update Jul-Dec 2014: Scheduled Lab Upgrades for C23 for Dec 2014 and RM 6219 and C25 in FY15; Possibly TC1221, and/or LRC Lab depending on funds availability 
· Continued updates to both Mac and PC standards specifications

	EA page 64
Technology IT Standards (TS)
TS003 Network

	· Completed the WESCOM bid for the expansion of the network to improve efficiency and achieve greater redundancy
· Completed the campus Wireless WiFi network project
·  Added VoIP (Voice Over Internet Protocol) telephone services technology to the network of newer buildings 
· Jan-Jun 2014 Update: Updated network monitoring software InterMapper / InterMapper Remote Assistant (RA) to version 5.7.1 and Orion Network Server to 10.7
· Jul-Dec 2014 Update: Upgraded Network Routers and Switches to replace old/obsolete and problematic network equipment 


	· Technology IT Architecture (TA): EA PAGE.64 Imaging for Windows XP/7/8 - Using Symantec Ghost Application and Ghost for Linux (G4L) for GCC Main Campus and Satellite Programs (EA TA004 - PC Configuration and EA TA005 - Laptop Configuration) 
Imaging for MAC OS X - Using the built in Disk Utility for HDD partitions and capturing the master image
Promote Thin Client via web-browser based applications 
· Update Jul-Dec 2014: Imaging solution now only on Windows 7 machines with Macintosh solutions still undergoing research / Standards now include desktops, laptops, ultrabooks, and tablets for both PC and Mac platforms 



	EA page 66
Technology IT Architecture (TA)
TA013 Virtualization 
EA page 85
Virtualization of all Legacy Servers, Upgrades to BANNER 9 and LUMINIS 5
ITSP Page 12
Desired Future State of Information Technology Resources In GCC
	· Jan-Jun 2014 Update: Completed processing maintenance renewal of VMWare Software Licensing and Extended Hardware Warranty for GCC’s Enterprise Resource Planning (ERP) servers, and for GTSoftware NetCOBOL BANNER programs compiler
· Jul-Dec 2014 Update: Upgrade for MyGCC portal to LUMINIS 5 completed

	· Added Jan-Jun 2014: Upgrade for MyGCC portal to LUMINIS 5 scheduled for GoLive July 1, 2014
· Update Jul-Dec 2014: Upgrade for MyGCC portal to LUMINIS 5 done
· Added Jul-Dec 2014: Potential future environment of MyGCC will be a virtualized machine in the Cloud
· Added Jan-Jun 2014: Progressive upgrade of BANNER modules to latest versions up to 9.x and towards BANNER XE

	ITSP Page 31
Transition Plan 7 – IT SKILLS TRAINING
EA IT Training within all standards
ITSP; EA Sections TT09-TT012

	· Ongoing knowledge transfer
· OJT/JIT Training taking place
· Staff/Administrator Development Funds available
· Jan-Jun 2014 Update: Completed LUMINIS 5 user training and currently conducting Working Sessions in preparation for GoLive and upgrade of MyGCC portal from version LUMINIS 4 to LUMINIS 5 (User training was also digitally recorded and published for online access and review)
· Jan-Jun 2014 Update: Submitted updated MIS personnel individual training plans
· Jan-Jun 2014: Conducted Time Clock application training for 2 Cosmetology faculty members;
· Jul-Dec 2014 Update: Created the SOP for creation of Group Site and Uploading files to Group Site, Site Management, etc.
· Jul-Dec 2014 Update: MIS Personnel attended Customer Service Workshop, Community Cyber Security Workshop at Civil Defense, Fiber Optics Installation, and Introduction to Linux training
· Jul-Dec 2014 Update: Provided training/presentation of LUMINIS 5, specifically on Navigation and Site Management training for DCs/Faculty, staff , and administrators
· Jul-Dec 2014 Update:  Updated MyGCC Help/Tutorial Portlet with SOP on creating email account in Iphone and Android devices and included MIS’ FAQ with Gmail tips, important Log-in/Log-out information, Pop-outs for email access, and on removing cache, etc.
· Jul-Dec 2014 Update:  Completed the creation of Individualized Training Plans for each MIS personnel with ongoing updates


	· Actual full implementation of submitted training plans especially for critical areas as follows:
Oracle from Oracle University
Unix/Linux Oracle University
Cognos
Banner Technical classes from Ellucian
Banner Functionalities classes from Ellucian
Java classes from Ellucian
Groovy and Grails for Banner XE from Ellucian
Luminis & Liferay
Ellucian Technical Training Week 
· Actual full implementation of training plans for general to specific user support such as:
Microsoft MCSA/MCSE/MCP/etc.
CompTIA Network+
Apple ACMT and OSX Certification
Adobe Connect- collaboration and learning solutions
· Related Distance Education Targeted Training
Moodle/Blackboard/WebCT/e-Campus/etc..
HTML/XML/Web Design & Development
Online Course Design & Development
Jul-Dec 2014 Update:  Completed the creation of Individualized Training Plans for each MIS personnel with ongoing updates

	EA page 67
Technology IT Training (TT)
TT004 Survivability

	· Continued renewal of the Symantec Backup EXEC for the backup and restore system
· Jan-Jun 2014 Update: Completed installation and setup of Symantec Backup Exec Linux Remote Agent program on Moodle Server
· MIS Succession Plans written and submitted
· Jan-Jun 2014 Update: Completed the hiring of a new Computer Systems Analyst I and Teleprocessing Network Coordinator and now undergoing OJT
	· Continued staffing resources for MIS
· In-house DBA
· In-house DE Expertise

	EA page 67
Technology IT Training 
TT011 Application Support

	· Completed remote / virtual training for MIS System Programmer, Kenneth Bautista, on ORACLE 11g Admin II 
· Completed training for MIS Systems Programmer, Kenneth Bautista, and new Computer Technician, Victor De Roca on the new BookLog BookStore POS (Point-of-Sale) System
· Systems Administrator completed Basic e-Maint (Work Order System) Training
· Systems Programmer completed installation and training of the Lance Carpenter’s Time System (Handpunch 1000 / Pendulum Time Clock System) for GCC’s Cosmetology Program
· Jan-Jun 2014 Update: MIS analyst and technicians attended training for MicroMd PM Electronic Medical Records (EMR) application for Allied Health program
· Jan-Jun 2014 Update: MIS Personnel received basic technical training on setup and implementation of new XEROX multifunction devices
· Jan-Jun 2014 Update: Published and continue to update MIS FAQs on MyGCC Home tab, Help/Tutorial channel
	· Execution of MIS Training Plans
· Submission and Execution of Faculty Technology Training Plans
· Submission and Execution of non-MIS staff/administrator Technology Training Plans

	Help Desk
ITSP; EA sections TT010,MS04,MS05
	· E-Maint Work Order system continues to be the defacto Help Desk that dispatches e-mailed work order service requests
	· Learn how to use and implement help desk software
· Establish help desk support phone number
· Integrate chat help desk on end user systems
· Provide Email support 
· Conduct awareness campaign of help desk support and how to use and access help desk support (SOP)
· Implement Help Desk Support software
	Solar Winds WEB HELP DESK
	ZOHO Support
	SysAid IT help desk software
	Fresh Desk Online 


	EA page 67
Technology IT Training 
TT009 PC Troubleshooting
	·  MIS Computer Technician, Benny De Leon, completed Mac OS X 10.8 Training
·  Completed training for Windows 7 Operating System by MIS Computer Technician, Jeff Fabro
· MIS Computer Technician, Benny De Leon, attended Windows 7 Tips training
· Macintosh system support training in the Philippines completed by MIS Staff Benny De Leon
	· Training for Windows 7 Enterprise Desktop Administrator (MS 70-686) was approved for MIS Computer Technician, Jeff Fabro, but has yet to complete due to vendor scheduling conflicts (Windows 8 is now available).


	EA page 73
Management IT Training
MT005 Risk Management
	· Computer Technician completed Camera Surveillance training for the Foundation, Allied Health Building, and BookStore DVR Systems from Micropac
	· Upgrade all analog surveillance systems to digital network and web-accessible systems

	EA page 95
The gap – Gap & Impact Analysis
DATA – 3. “2) store the electronic image of a document but not the physical document”
	· Jan-Jun 2014 Update: Completed 2013 W2 system setup, processing, and W2 printing plus creation of electronic data file 
	· Added Jan-Jun 2014: Maintain or update script to reflect 2014 W2 setup

	ITSP Strategic Goal 1: GCC will develop and implement a target Enterprise Architecture
	· Virtualized the ERP system
· Upgraded Internet bandwidth to 110Mbps
· Continued Work Orders completion rate at 90% weekly
· Jan-Jun 2014 Update: Completed setup, installation and testing of VSphere Web client and VCenter Console access for the upgraded VM
· Jan-Jun 2014 Update: Successfully worked with Data Management Resources on GCC’s ERP Virtual Machine (VM) Environment upgrade to 5.5 including the client workstations’ upgrade to Vsphere 5.5

	· Establish WIFI policies
· Implement Network and Systems Load-balancing and/or filtering software 

	ITSP Strategic Goal 2:  GCC will develop policies, procedures, and processes to analyze and acquire the components (hardware, software, applications) of the Enterprise Architecture
	· CTC-approved and recommended IT policies published on MyGCC portal Governance tab
· CTC-approved and recommended computer standards published
· Network infrastructure upgraded to maintain efficiency, stability, and reliability
· Jan-Jun 2014 Update: Completed initial bid process for CISCO Routers / Switches to upgrade network infrastructure (to undergo re-bid due to scam incident)
· Jul-Dec 2014 Update: Conducted site survey with Pacific Data Systems crew for Building “C” fiber micro-trenching to bring in link as per GCC-FB-13-019 bid 
· Jul-Dec 2014 Update:  Procured and upgraded Network Routers and Switches as per GCC-FB-14-010 bid
· 

	· Complete appropriate technology training relative to current and future EA for faculty, staff, and administrators
· Establish departmental individual training plans based on institutional needs and priorities for all divisions
· Establish sufficient personnel to support EA
· Annual signing of technology user-agreement


	ITSP Strategic Goal 3:  GCC will acquire the funding needed to implement the Enterprise Architecture
	· Enterprise Architecture in its current form is in place, but with much improvements still ahead
· 24/7 Access to ERP available
· Professional Technical Outsourced Support available
· Contractual Services for licensing and help desk support available
· Jan-Jun 2014 Update: Continued support being given by GCC management for the funding of Ellucian’s BANNER and related systems software maintenance renewal
· Jan-Jun 2014 Update: Continued support being given by GCC management for the funding of Oracle systems software maintenance renewal
· Jan-Jun 2014 Update: Continued support being given by GCC management for the funding of Professional Technical Outsourced support for TechProven
	· Remove dependency of legislative appropriations
· Implement Disaster Recovery (DR / DRaaS – Disaster Recovery as a Service) / COOP (Continuity of Operations Plan) system
· Implement Full Redundancy of Systems and Network 
· Implement IaaS - Infrastructure as a Service
· Implement DaaS – Desktop as a Service 
· Added Jan-Jun 2014: Continuing to work with GCC’s Grant Office personnel for applications of grants for any of the above initiatives as the opportunity presents itself or as related grants are found


	ITSP Strategic Goal 4:  GCC will expand the use of technology in education by the College faculty
	· Distance Education policy in place
· Distance Education assessment started
· Course Studio available via MyGCC LUMINIS portal
· Moodle Course Management System available
· Jul-Dec 2014 Update: DE Pilot Planning in Progress
	· To incorporate Technology training language into BOT/GFT Agreement
· For Faculty to incorporate technology training into their IFPs (Individual Faculty Plans)
· Fully implemented Distance Education
· Added Jul-Dec 2014: The CTC has approved to use $10,000 of the Technology fund for the hosting the new DE Moodle



	ITSP Strategic Goal 5:  GCC will enhance the governance process to provide timely and efficient integration of users’ needs into decisions on investments in technology
	· Faculty representation and membership requirement in College Technology Committee
· Faculty representation and membership in committees that influence decisions on GCC financial resources
	· Formal Information Technology Governance Structure
· Development of Faculty Technology Needs Assessment, Planning, and Implementation
· Added Jul-Dec 2014: Campus-wide Multimedia Projector Upgrades planned in FY15 with $80,000 budget allocated from the Technology Fee funds
· Added Jul-Dec 2014:  Some Assistive Technology to be added to the Open Lab 


	ITSP Strategic Goal 6:  GCC will build partnerships with external business and government organizations to expand business, educational, and funding opportunities


Pg. 27 – “Greater Number of Testing Options”
	· Foundation continues to be a critical resource
· Apprenticeship continues 
· Guam Trades Academy collaboration
· Noticeable improvements and expansion of course / program articulations
· Continuance of CISCO Academy
· Jan-Jun 2014: Completed the assessment and installation for over 50 redistributed systems replaced by upgrades including the 30 units installed at Pacific Islands University for the GCC-PIU program partnership
· Jan-Jun 2014 Update: CASAS eTesting system converted to online environment with previous database transferred
· Jan-Jun 2014 Update: Registered workstations for Casas eTests in testing room at Foundation bldg. 6000. 
· Jul-Dec 2014 Update:  Completed implementation of the GCC-GCEC MOU/MOA Document Imaging/Archiving project which will continue for a 3-year term 


	· Increase number of partnerships and formalize and/or update existing ones with MOAs, MOUs, Contracts, etc.
· Assess partnerships to provide evidence of win-win outcomes as a result of formal relationships between GCC and organizations


	Data IT Standards 
DS010 Safety
Date IT Architecture
DA007 Safety
EA Page 57 & 59

	· Installed and continue to use the CISCO ASA firewall technology with built-in Intrusion Prevention Solutions (IPS) / Intrusion Detection Solutions (IDS)
· Employee, Student, and Institutional data already entered into the BANNER database system are electronically backed up daily   
· Tape backups of the system which includes employee data are moved and stored off-campus at a bank’s vault at least every two weeks  
· Jan-Jun 2014 Update: Procurement and installation of Dedicated Scanner to scan historical and current hardcopy documents for electronic storage and retrieval as well as archiving and backup

	· Standardized use of External Drives, Flash Drives, and On line back up (Google Drive, Drop box, Xdrive)
· Implement Disaster Recovery (DR / DRaaS – Disaster Recovery as a Service) / COOP (Continuity of Operations Plan) system
· Added Jul-Dec 2014: DR Project for BANNER INB expected completion in FY15

	Data IT Standards 
DS008 Security
EA page 57
Data IT Architecture 
DA001 Data Security
EA page 58
Data IT Training 
DT001 Data Security
EA page 60
Technology IT Standards 
TS002 Security
EA page 64
Technology IT Training
TT007 E-commerce
EA page 67
Enterprise Security
EA page 78
Security and Vulnerability Testing, Network Security
EA page 82-84
Guiding Principles
ITSP page 8

	· Conducted and implemented recommended changes as a result of Penetration Testing by 3rd and 4th parties
· Implemented TouchNet Payment Gateway System for PCI/DSS Compliance
· Implemented SSL Certificates in critical systems and servers
· Implemented password policies and session timeouts
· Implemented strict procedures for user access using BANNER Access Security form to be reviewed, cleared, and signed by BANNER module leaders
· Implementation of BANNER module-level security access (Fine Grain Access)
· Active wired and wireless network management and monitoring via InterMapper, SolarWinds, CISCO/3COM Switch and Router Utilities, CISCO ASA Firewall 
· Implemented 3-prong Internet line connectivity
· Jul-Dec 2014 Update:  Continuing with resolution of removal of Windows Genuine Authentication (WGA) error notifications for all reported, available and accessible campus systems
· Jul-Dec 2014 Update: Installed Apache Directory for Lightweight Data Access Protocol (LDAP) database access and maintenance
· Jul-Dec 2014 Update: Installed, transitioned, and provisioned Internet services with GTA’s 60Mbps and 30Mbps and PDS’ 20Mbps as per GCC-FB-13-019 bid, and updated network configuration and routed all WiFi/Wireless traffic to PDS ISP link
· Jul-Dec 2014 Update: Launched LUMINIS 5 MyGCC and Campus-wide Ruckus WiFi/Wireless Authentication
· Jul-Dec 2014 Update:  Upgraded and expanded compatability of the WiFi/Wireless system at LRC & Student Center to WiFi Ruckus system 
	· Deployment of full network redundancy
· Deployment of WiFi Authentication through secured access 
· Added Jan-Jun 2014: Ongoing WiFi Authentication and LDAP implementation project and WiFi/Wireless service expansion to Building 200 
· Move to use of contact-less or swipe-less technology for over-the-counter transactions
· Upgrade of institutional ID system with facial image capture and integration into BANNER database 
· Added Jan-Jun 2014: Ongoing implementation of LDAP (Lightweight Directory Access Protocol) security and WiFi authentication with possible captive portal approach towards deadline of June 2014
· Update Jul-Dec 2014: LDAP / WiFi security and authentication completed
· Added Jan-Jun 2014: Ongoing bid for Campus-wide Identification (ID) and Building Access System, Building 200 LAN-WAN Network Equipment and Cabling, and Network Routers and Switches Upgrades
· Update Jul-Dec 2014: Campus-wide Identification (ID) and Building Access System bid cancelled, Building 200 LAN-WAN Network Equipment and Cabling bid completed, and Network Routers and Switches Upgrades for FY14 bid completed
· Added Jan-Jun 2014: Ongoing Internet and network configuration for access and connectivity to LUMINIS 5 servers, WiFi Authentication, and Internet Service Provider (ISP) vendors transition due to official Internet bid award
· Update Jul-Dec 2014: Internet and network configuration for access and connectivity to LUMINIS 5 servers completed, WiFi Authentication completed, and Internet Service Provider (ISP) vendors transition also completed 



	Technology IT Architecture 
TA011 Smart Devices
Technology IT Training
TT013 Smart Devices
EA Page 66 & 67
	· MIS procurement of two iPad 4 128GB devices to provide tools to MIS technicians to begin familiarization of support needs for and of smart devices
	· Issuance to each MIS personnel smart devices (iPads and/or iPhones, Android Tablets) for full familiarization of support needs for and of smart devices
· Technical Training for IT Staff and faculty for the support of smart devices (iPads and/or iPhones, Android Tablet, smart phones) for full familiarization of support needs for and of smart devices 
· Added Jul-Dec 2014: Planned procurement for Windows Surface Pro 3, Samsung/Android Tablets and additional iPads in FY15


	Distance Education (DE)
EA Page 80
	· Bid conducted for DE Assessment and Feasibility Study 
· Jan-Jun 2014 Update: Awarded DE bid pending actual deliverables as per Scope of Work
· Tech Friday Trainings conducted during regular semesters
· Jul-Dec 2014 Update: Ongoing DE Pilot Planning Meetings
	· Pending full DE training during implementation of DE
· Added Jan-Jun 2014: Ongoing Review & Discussions on GCC’s draft  DE SOP, Strategic Plan, Needs Analysis, and Capabilities Assessment 

	[bookmark: _Toc405468527]Application IT Standards (AS)
AS008 Office Automation and Utility Services
EA Page 61
	
· Jul-Dec 2014 Update: Completed creation of 2014 Quarterly SWICA  Electronic Data File and verification of employee record count 

	· Added Jul-Dec 2014: Mass Data Update Utility and Database Extension Utility for BANNER Database
· Added Jul-Dec 2014: Materials Management automation of the requisitioning process planned for FY15

	
	
	

	
	
	


The current approach to meeting objectives and strategies in the implementation of the ITSP/EA document is to accomplish as much as possible with the resources available and as long as progress or improvements are being made, regardless of whether efforts are fragmented or cohesive.  The point is to keep improving proactively while having the flexibility to adjust and react to the constraints of resources, especially the budget.
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ACRONYMS
	[bookmark: _Toc390711205][bookmark: _Toc391266800][bookmark: _Toc391277214][bookmark: _Toc391277354][bookmark: _Toc391282308][bookmark: _Toc391287280][bookmark: _Toc391372793][bookmark: _Toc392311961][bookmark: _Toc392312072][bookmark: _Toc392312871][bookmark: _Toc392314604][bookmark: _Toc392315261]ADA
	Americans with Disabilities Act

	APM
	Application Component Management

	BDMS
	Banner Document Management System

	COOP
	Continuity of Operations

	CTC
	College Technological Committee

	DMZ
	Demilitarized Zone

	EA
	Enterprise Architecture

	FERPA
	Family Education Right to Privacy Act

	FTE
	Full-time Equivalent

	GCC
	Guam Community College

	HIPAA
	Health Insurance Portability and Accountability

	IT
	Information Technology

	ITAM
	IT Asset Management

	MIS
	Management Information Systems

	PPM
	Project Portfolio Management

	RDA
	Resource Description and Access

	RMS
	Rights Management Services

	ROI
	Return on Investment

	ISMP
	Integrated Strategic Management Plan
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appendix A – Organizational chart
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[bookmark: _Toc405468532]Appendix d – Three phase network improvement project

[image: ]

[image: ]
[image: ]

[image: ]

[image: ]
[image: ]
[bookmark: _Toc405468533]Appendix e - Labs Upgrade Schedule
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[bookmark: _Toc405468534]Appendix F – IT Inventory 

Below is the current hardware inventory baseline since the spring of 2011. MIS staff maintains an active inventory of computer hardware assets and tracks assets by their in-service dates. These in-service dates are used for developing a replacement plan as assets approach their end of life-cycle.
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Policy 140

GUAM COMMUNITY COLLEGE
Board of Trustees

ORGANIZATIONAL CHART OF GUAM COMMUNITY COLLEGE

WHEREAS, the Professional Technological Institute, Office of the Vice President, created by the Board of
Trustees on September 16, 1998 is no longer an active Division of the College; and

WHEREAS, the College has merged the functions of the former Professional Technological Institute into the
Academic Affairs Division, School of Business and Professional Services; and

WHEREAS, the President and the President’s staff have drafted an Organizational Chart that reflects the
current organization of the College.

NOW, THEREFORE, BE IT RESOLVED, that the Board of Trustees formally adopts the Organizational
Chart as a current reflection of the institution’s structure.

Amended & Adopted: September 5, 2008
Resolution No 22-2008

Adopted: May 15, 2001
Resolution 5-2001
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ARTICLE VIi - PARTICIPATORY GOVERNANCE

A. PURPOSE
The intent of this Article is to establish and implement a means for providing broad participation by
faculty, staff, administrators, and students in the decision-making processes that support student
learning programs and services and improve institutional effectiveness, while acknowledging the
designated responsibilities of the Board and the College President. In keeping with the Accrediting
Commission’s standard on Leadership and Governance (Standard 1V), the College recognizes and
utilizes institution-wide contributions for continuous improvement.

The Board and the Union agree that the faculty shall join in participatory governance of the College
through the Faculty Senate and Governing Council. Committees for this purpose are defined in this
Article.

B. THE FACULTY SENATE

The Faculty Senate represents the Faculty of the College in academic and professional matters. The
Senate may delegate its authority to specific committees or to individual faculty members for limited
duration and purposes. This provision shall not conflict with the Board/ Union Agreement, Personnel
Rules & Regulations, or existing laws. The Faculty Senate is comprised of the Faculty Senate
President, The Faculty Senate President-Elect, the Past Faculty Senate President, and two (2) at-
large senators. All senators must be dues paying members of the Union elected by members of the
Bargaining Unit.

For senators who are post-secondary instructional faculty: instructional hours are reduced to 180 per
semester. For the Senate President who is a post-secondary instructional faculty: instructional hours
are reduced to 135 per semester. For the Senate President who is a post-secondary non-instructional
faculty: release from specific professional responsibilities will be reflected in the workload as mutually
agreed upon. Secondary faculty participation will be reflected on their evaluation.

C. THE COLLEGE GOVERNING COUNCIL

This Council serves to provide broad participation by faculty, staff, administrators, and students in the
decision-making processes regarding institutional issues. This Council will also serve as a conduit to
this process by facilitating dialog where issues are clarified between the Council and relevant
constituencies. Further the Council promotes participatory college decision-making processes and
supports the Faculty Senate’s role in making recommendations related to academic and professional
matters. The Council, with the input from its respective constituencies, shall make and/or forward
recommendations for action to the College President. The Council shall consist of a total of nine (9)
members which shall be comprised as follows: three(3) members shall be appointed from the College
Administration by the College President; three (3) members shall be the members of the Faculty
Senate, specifically, the Senate President, the Senate Past President, and the Senate President-
Elect of the Faculty Senate; two (2) members from the Staff of the College appointed by the Staff
Union Chair, and one (1) member shall be a representative of the Student Body appointed by COPSA
with one (1) vote on the Council (the student member shall not be employed by the College in excess
of twenty (20) hours per week).

D. COMMITTEES
1. Committees at the College are composed of constituency representatives and consider matters
pertaining to a designated charge or subject. A committee reports its recommendations to
appropriate representative bodies.

a. Committee work shall be reflected on the Faculty Load Schedule (Appendix B) or on the
faculty member’s evaluation for each academic year based on the conditions identified in
Articles XVI, XVIil, and XX for each faculty member’s workload.
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b. No other committees shall be formed by the College to conduct the same or similar functions
as those committees formed by this Agreement. In the event it is determined other
committees are needed to address institutional issues, the requester will complete the
Council/lCommittee Request Form Appendix J and submit to the respective Chief Negotiators
of this Agreement for review and action.

¢. The charge of these committees shall in no way be cause for interference in the normal day-
to-day operations of the college.

d. Committee Chairpersons must identify their membership for the next academic year by the
last meeting day of the Spring semester and shall update membership no later than the first
(1% duty day of September. Committee membership shall be forwarded by the Faculty
Senate President to the Vice President for Academic Affairs by the last meeting day of the
Spring semester. Below are the list of committees:

(1) Committees with collateral duty workload assignments. The only exception to this is the
Chairperson for the Council of the Department Chairs. These include:

i. Calendar Committee
ii. Council of Department Chairs
iii. Resources, Planning, and Facilittes Committee

Calendar Committee

Charge This Committee proposes the academic calendar based on thorough
analysis of relevant information and will include a Calendar that
encompasses the work year of non-instructional faculty, post-
secondary instructional faculty, and secondary non-instructional and
instructional faculty. The proposed Academic Calendar is reviewed
by the Faculty Senate and their written comments and/or
recommendations are appended to the proposal. The Committee
presents the proposal to the College President via the Vice President
for Academic Affairs on or before April 1. If the College President
does not concur with the proposal, then the proposal is returned to
the Committee for revision. If the College President concurs with the
proposal, then the proposal will be presented to the Board for
adoption.

The Committee shall also populate an electronic institutional
calendar on MyGCC with activites and events and evaluate
consistency of published calendars to provide current information.

Chair Chairperson and/or Chairperson-Elect to be elected from among the
membership.

Composition | Deans of each School, Coordinator for Registration and Admissions,
Faculty Senate President, a Faculty Senator, and a third faculty
member to be appointed by the Faculty Senate President.

Workload Coliateral Duty
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Council of Department Chairs

Charge

This Council of Department Chairs discusses any issue directly
related to departmental/academic discipline functions to include:
budgets, College events and promotions, scheduling, advising, and
other issues determined as necessary by the Council. The Council
shall establish By-Laws, keep minutes, and set a meeting schedule
reflective of the needs of the committee. The Council shall make
recommendations to the Faculty Senate, respective Deans, and
Faculty Union President as determined by the action needed to be
taken.

Chair

Chairperson and/or Chairperson-Elect to be elected from among the
membership.

Composition

Chairperson of each department.

Term

Monthly during the academic year.

Workload

Collateral Duty for all Department Chairpersons.

Chairperson for the Council: participation to be reflected in faculty
evaluation rubric.

Resources, Planning and Facilities Committee

Charge

This committee reviews the Facilities Master Plan and recommends
the priority of capital improvement projects for the College and those
projects that have great impact on student learning outcomes. It is
the forum for discussion of any available or needed resources and
facility issues or concerns. The committee may forward issues or
concerns directly to the College Governing Council.

Chair

Two (2) Chairpersons: Faculty Senate President and Vice President
of Business & Finance.

Composition

Faculty Senate President, Senate President-Elect, Past Senate
President, Faculty Union President, Vice President Business &
Finance, Facilites & Maintenance Coordinator, TPS Dean, TSS
Dean, two (2) staff Union representatives, and a student
representative.

Term

Monthly during the academic year or at the call of either
Chairperson.

Workload

Collateral Duty
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(2) Committee where composition of faculty membership is selected. This includes:

i. Faculty Job Specification/Evaluation Committee

Faculty Job Specification/Evaluation Committee

Charge

The Union President and the Vice President for Academic Affairs will
convene the Committee yearly to review the Faculty Job
Specifications and/or Faculty Evaluation process (see Article X
Performance Appraisal) as needed. The Committee will prepare
written recommendation to the Board who shall act upon the
recommendations in order to be effective the following Fall semester.

Chair

Elected by the Committee,

Composition

Up to five (5) faculty members selected by the Union President
(inclusive of the Union President), two (2) Deans, the Human
Resources Administrator, and two (2) members to be appointed by
the Vice President of Academic Affairs.

Support

Administrative support provided by the College.

Workload

A) For post-secondary instructional faculty: instructional hours
reduced to 180 per semester.

B) For all secondary and non-instructional faculty: participation to be
reflected in faculty evaluation rubric.

(3) Committees where composition requires at least one (1) faculty member from
department. These include:

i. College Technology Committee
ii. Learning Outcomes Committee

a specific

College Technology Committee

Charge

This Committee recommends action plans to support the technology
needs and technology users of the College in promoting student
learning outcomes. This Committee maintains currency in computer
technology and academic applications of computer technology for
both students and faculty. The Committee also identifies needs of
technology planning, distance learning, and appropriate training.

Chair

Elected by the Commiittee.

Composition

Four (4) faculty ~ one (1) of whom shall be from a technology-related
department, an equal number of members appointed by the College
President and one (1) additional voting member selected by the
Committee.

Term

No less than three (3) years.

Workload

A) For post-secondary instructional faculty: instructional hours
reduced to 180 per semester.

B) For all secondary and non-instructional faculty: participation to be
reflected in faculty evaluation rubric.
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Learning Outcomes Committee

Charge

This Committee ensures and regulates, through quality control, a
curriculum that reflects the mission of the College and that is
academically sound, comprehensive, and responsible to the
evolving needs of the community. In addition, this committee
reviews, explores, and assesses the effectiveness of General
Education policies and procedures, making recommendations to the
Faculty — Senate, Departmental Chairpersons, Committee
Chairpersons, and administrators as appropriate. The Committee
will involve administrators, faculty, staff members, and students in
efforts to guide and continually improve the institutional and student
learning outcomes.

Chair

Chairperson and Chairperson-Elect to be elected by the members of
the Committee.

Composition

Twelve to fifteen (12-15) faculty members preferably to include
faculty members representing each of the following disciplines:
English, Math, Science, Social Science, and Career/Technical
Education. Other members may be assigned by the Faculty Senate
President if requested by the Chairperson after all other committees
are filled.

Term

Annual.

Workload

A) For post-secondary instructional faculty: instructional hours
reduced to 180 per semester.

B) For all secondary and non-instructional faculty: participation to be
reflected in faculty evaluation rubric.

(4) Committees where composition requires faculty members to meet certain criteria and to
be elected by faculty members of the Bargaining Unit. These include:

i. Promotions Committee
ii. Professional Development Review Committee (PDRC)

Promotions Committee

Charge Refer to Article VIII, Advancement-in-Rank.

Chair Chairperson and/or Chairperson-Elect to be elected from among the
membership.

Composition | The Promotions Committee shall be elected by the members of the
Bargaining Unit and consists of six (6) elected faculty members who
at the time of the election hold the rank of Assistant Professor or
higher, who have been employed by the College for a minimum of
three (3) years, and are dues paying members of the Union.

Term Two (2) years with staggered terms. Members may not serve two (2)
consecutive terms.

Workload A) For post-secondary instructional faculty: instructional hours
reduced to 180 per semester.

B) For all secondary and non-instructional faculty: participation to be
reflected in faculty evaluation rubric.
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Professional Development Review Committee (PDRC)

Charge

Refer to Article IX, Professional Development Initiatives.

Chair

Chairperson and/or Chairperson-Elect to be elected from among the
membership.

Composition | The PDRC shall be elected by the members of the Bargaining Unit

and consists of six (6) elected faculty members who at the time of the
election hold the rank of Assistant Professor or higher, who have
been employed by the College for a minimum of three (3) years, and
are dues paying members of the Union.

Term Two (2) years with staggered terms. Members may not serve two (2)
consecutive terms.
Workload A) For post-secondary instructional faculty: instructional hours

reduced to 180 per semester.

B) For all secondary and non-instructional faculty: participation to be
reflected in faculty evaluation rubric.

(5) Committees where members’ institutional knowledge is valuable and critical. These
include:

Committee on College Assessment
Standard 1 Self Study, "Institutional Mission and Effectiveness”
Standard 2 Self Study, “Student Learning Programs and Services”

iv. Standard 3 Self Study, “Resources”
v. Standard 4 Self Study, “Leadership and Governance”
Committee on College Assessment (CCA)

Charge This Committee guides and assists campus constituents to fulfill
their assessment requirements through the careful review and
feedback of assessment plans, reports, and program review.
This Committee ensures that an assessment report review
process, with meaningful input from faculty, Vice President for
Academic Affairs andfor ALO, and other key constituents,
becomes an integral part of the preparation of institutional
assessment documents for accreditation purposes.

Chair One (1) elected post-secondary faculty member, Co-Chaired by
the Assistant Director of AIE.

Composition No fewer than four (4) faculty. Other members may be assigned
by the Faculty Senate President if requested by the Chairperson
after all other committees are filled. Members from the
administration and staff shall be appointed by the Vice President
for Academic Affairs of the College.

Term No less than three (3) years.

Workload A) For post-secondary instructional faculty (CCA Chairperson):
instructional hours reduced to 135 per semester.

B) For post-secondary instructional faculty (CCA members):
instructional hours reduced to 180 per semester.
C) For all secondary and non-instructional faculty: participation
to be reflected in faculty evaluation rubric.
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Standard 1 Self Study, “Institutional Mission and Effectiveness”

Charge

Utilizing the ACCJC template, this Committee gathers, organizes, and analyzes
quantitative and qualitative data that promotes the College’s efforts in meeting its
mission statement, and the effectiveness by which the mission is successfuily
achieved. This Committee writes the report, with the assistance and support of the
Self-Study Coordinator, and ensures that the end product is reviewed by faculty,
Vice President for Academic Affairs, and other key constituents before it is finalized
for Board approval.

Chair

The Chairperson shall be a post-secondary faculty member elected by the faculty
members of the Committee.

Composition

No fewer than two (2) Faculty members and an equal number of members
appointed by the Vice President for Academic Affairs of the College. Other members
may be assigned by the Faculty Senate President and the Vice President for
Academic Affairs if requested by the Chairperson.

Support

Administrative support provided by the Self-Study Coordinator.

Term

No less than three (3) years with staggered terms.

Workload

A) For post-secondary instructional faculty (Standard 1 Chairpersen): instructional
hours reduced to 180 per semester. One (1) semester prior to the midterm report
and three (3) semesters prior to the ACCJC comprehensive visit the instructional
hours will be reduced to 135 per semester.

B) For post-secondary instructional faculty (CCA members): instructional hours
reduced to 180 per semester.

C) For all secondary and non-instructional faculty: participation to be reflected in
faculty evaluation rubric.
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Standard 2 Self Study, “Student Learning Programs and Services”

Charge Utilizing the ACCJC template, this Committee gathers, organizes, and analyzes
quantitative and qualitative data that demonstrate the achievement of student
learning outcomes (SLOs) in instructional programs and student services, including
library and other learning support services. This Committee writes the report with
the assistance and support of the Self-Study Coordinator, and ensures that the end
product is reviewed by faculty and other key constituents before it is finalized for
Board approval.

Chair The Chairperson shall be a post-secondary faculty member elected by the faculty
members of the committee.

Composition No fewer than two (2) Faculty members and an equal number of members
appointed by the Vice President for Academic Affairs of the College. Other
members may be assigned by the Faculty Senate President and the Vice President
for Academic Affairs if requested by the Chair.

Support Administrative support provided by the Self-Study Coordinator.
Term No less than two (2) years with staggered terms.
Workload A) For post-secondary instructional faculty (Standard 2 Chairperson): instructional

hours reduced to 180 per semester. One (1) semester prior to the midterm report
and three (3) semesters prior to the ACCJC comprehensive visit the instructional
hours will be reduced to 135 per semester.

B) For post-secondary instructional faculty (CCA members): instructional hours
reduced to 180 per semester.

C) For all secondary and non-instructional faculty: participation to be reflected in
facuity evaluation rubric.
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Standard 3 Self Study, “Resources”

Charge

Utilizing the ACCJC template, this Committee gathers, organizes, and analyzes
quantitative and qualitative data that provide support to the College's human,
physical, technology, and financial resources to meet its broad educational goals,
including SLOs, and overall institutional improvement. This Committee writes the
report with the assistance and support of the Self-Study Coordinator and ensures
that the end product is reviewed by faculty, Vice President for Academic Affairs,
and other key constituents before it is finalized for Board approval.

Chair

The Chairperson shall be a post-secondary faculty member elected by the faculty
members of the committee.

Composition

No fewer than two (2) Faculty members and an equal number of members
appointed by the Vice President for Academic Affairs of the College. Other
members may be assigned by the Faculty Senate President and the Vice
President for Academic Affairs if requested by the Chair.

Support

Administrative support provided by the Self-Study Coordinator.

Term

No less than two (2) years with staggered terms.

Workload

A) For post-secondary instructional faculty (Standard 3 Chairperson): instructional
hours reduced to 180 per semester. One (1) semester prior to the midterm report
and three semesters prior to the ACCJC comprehensive visit the instructional
hours will be reduced to 135 per semester.

B) For post-secondary instructional faculty (CCA members): instructional hours
reduced to 180 per semester.

C) For all secondary and non-instructional faculty: participation to be reflected in
faculty evaluation rubric.
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Standard 4 Self Study, “Leadership and Governance”

Charge

Utilizing the ACCJC template, this Committee gathers, organizes, and analyzes
quantitative and qualitative data that evaluate how the College’s governance
process facilitates broad participation in decisions that support student learning
programs and services, while acknowledging the designated responsibilities of the
Board and the College President. This Committee writes the report, with the
assistance and support of the Self-Study Coordinator, and ensures that the end
product is reviewed by faculty, Vice President for Academic Affairs, and other key
constituents before it is finalized for Board approval.

Chair

The Chairperson shall be a post-secondary faculty member elected by the faculty
members of the Committee.

Composition

No fewer than two (2) Faculty members and an equal number of members
appointed by the Vice President for Academic Affairs of the College. Other
members may be assigned by the Faculty Senate President and the Vice
President for Academic Affairs if requested by the Chair.

Support

Administrative support provided by the Self-Study Coordinator.

Term

No less than two (2) years with staggered terms.

Workload

A) For post-secondary instructional faculty (Standard 4 Chairperson): instructional
hours reduced to 180 per semester. One (1) semester prior to the midterm report
and three (3) semesters prior to the ACCJC comprehensive visit the instructional
hours will be reduced to 135 per semester.

B) For postsecondary instructional faculty (CCA members): instructional hours
reduced to 180 per semester.

C) For all secondary and non-instructional faculty: participation to be reflected in
faculty evaluation rubric.
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Policy 340

Guam Community College
Board of Trustees

Distance Education Policy

WHEREAS, distance education (hereinafter referred to as DE) refers to the
practice of offering educational services — either instruction or support services — to
students who are not physically co-located with the individuals providing the service. DE
includes the use of computer and Internet-based educational services as well as video and
audio services. Institutions use Internet technologies to bring students educational
programming in either synchronous (students and the service provider are interacting on
line at the same time) or asynchronous modes (students and the service provider not
interacting on line at the same time). Educational interactions delivered through these
means may occur on campus as well as off campus, and

WHEREAS, DE can be a convenient, flexible, and effective means of providing
education. Nearly half of all the college students in the country are of the age group once
thought of as nontraditional. They are working adults or adults seeking first educational
credentials or retraining. Many working adult students with multiple demands on their
time find DE to meet their needs better than campus-based education, and

WHEREAS, DE is also an opportunity for the College and the students to
contribute to environmentally friendly practices. Courses that run through DE reduce the
use of paper and copying, as resources are available digitally. In addition, students
commute to campus less frequently than traditional courses, lessening the use of gas and
related emissions into the environment, and

WHEREAS, in addition to working adults, the traditional-aged college students
come to campus with extensive experience using digital technologies in their personal
and school lives. For these students, DE that involves the use of Internet, web casts, text
messaging, and other digital media is comfortable and familiar. As technology continues
to expand world-wide, participation in DE assists students in preparing for the workforce.

NOwW, THEREFORE, BE IT RESOLVED, that this document serves as a
policy for the College to support the policy on distance education and correspondence
education of the Western Association of Schools and Colleges (WASC), Accrediting
Commission for Community and Junior Colleges (ACCIC) (Revised January 2010).

BE IT FURTHER RESOLVED, that a manual will be developed based on this
policy. The manual will include specific forms, and other detailed processes that are
necessary to ensure the policy is implemented.

Adopted: July 7, 2010

Resolution No; 7-2010
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Definitions

e An Online course is defined as one in which all regularly scheduled classroom
time is replaced by required activities completed at a distance and managed
online. Online courses allow students to take courses from geographically remote
locations, without any need to come to campus (for instance, while deployed in
the military).

e Hybrid online courses are taught using two instructional formats: on campus and
online, combining traditional face-to-face classroom instruction with computer-
based DE (e.g., 50% of the course work is electronically delivered). In a hybrid
course, a significant part of the course learning is online and as a result, the
amount of classroom seat-time is reduced.

o Web-Enhanced courses are traditional face-to-face classes that are augmented
with course web sites. However, unlike hybrid courses, web-enhanced classes
continue to hold all of their meetings on-campus. Web-enhanced courses are NOT
distance education courses.

Requirements

o The College will adhere to all ACCJIC policies regarding DE.

e All credited courses and programs that include or will include components of DE
(online or hybrid online) must be approved through the Curriculum Approval
Substantive Change Process. These will include courses offered through the
regular semester cycle, special projects, or Continuing Education cycle, for as
long as they include DE components.

e As per the WASC Distance Learning Policy, the College is expected to give the
ACCIJC advance notice of intent to offer a program in which 50% or more of the
courses are electronically-delivered, through the Substantive Change process. Any
request for ACCIC's approval of a DE program, must be coursed through the
Office of the Academic Vice President.

e All courses and programs delivered through electronic means must have clearly
defined and appropriate program/course student learning outcomes (SLOs).

o Students are responsible for accessing resources to complete all course
requirements and resolving any technical difficulties outside of Guam Community
College.

o All DE courses must be clearly identified as either online or hybrid online courses
in the annually-published college catalog and in the class schedule published
every semester.

e All online courses can only be taught during academic years where traditional
courses are also offered as an alternative course, with the exception of continuing
education courses. All DE courses must be electronically delivered by the course
management system agreed upon by the College (in order to ensure consistency
and uniformity in course delivery and eventual assessment of these courses.

e Prior to teaching a DE course, individual faculty members are responsible for
acquiring sufficient skills by completing at a minimum a 3-credit course (must be

" The platform the College currently utilizes is the Moodle Course Management System.
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verified through official college transcripts) on building an online course, minor
troubleshooting, and features of a course management system.

Faculty must be able to provide minimal technical assistance to students (e.g.,
course enrollment into course management systems, access to online course
materials, access to online examinations, etc.). The College will identify an
individual person or department to provide further assistance for students and
faculty.

As per the WASC Distance Learning Policy, the College must ensure that the
student enrolling in course is the same student who completes the course.
Therefore, students enrolling in DE courses must present photo identification
during the orientation procedure. Only those enrolled students should receive the
enrollment key or password to enter the course. Students enrolled must agree, in
writing, to be solely responsible for the completion of the course.

Faculty and staff involved in DE courses will be provided with training
opportunities specific to online learning.

Resources

Copyright. Faculty and students must refrain from using copyrighted materials
illegally and seek permission from the respective author or publisher to use
copyrighted material. For more information on the U.S. Copyright Law, visit the
U.S. Copyright Office's web site.

Privacy/Security

In accordance with the U.S. Family Education Rights and Privacy Act of 1974
(FERPA), the College is committed to protecting the privacy of all faculty and
students enrolled in DE courses. The information collected will only be visible to
the instructor, system managers, technical support team and other pertinent
personnel. In order to ensure privacy, posting personal information such as phone
numbers and addresses are discouraged and should be kept confidential. Sole
access to DE courses should be limited to the registered student to maintain
integrity of privacy and academic integrity as well.

Support

Basic Student Support Services. Each student enrolled in a DE course shall have
access to all the academic support services, instructional equipment, and campus
events and other non-academic activities provided to other students. Support
services may include, but are not limited to, academic advising, counseling,
library services, computer access, tutoring services and financial aid.

Library Support. The Library shall provide equivalent, effective and appropriate
support for DE courses. Library support may include, but is not limited to,
access to over 7,000 different periodicals (majority of which are available full-
text) and online public access of the library catalog (through the GCC Library
web page) and other strategies that emphasize access to these resources.
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Technology Support. In order to maximize instruction in DE courses, appropriate
training and support is needed in the use of DE tools, applications and systems,
the design and delivery of DE courses, the development and production of online
materials, and ongoing collaboration with instructional technology staff.
Pedagogy Support. In order to provide appropriate instruction in DE courses,
faculty should have ongoing access to pedagogy support from other faculty, staff,
administrators and instructional technology personnel. Periodic training
opportunities will be offered to develop and improve teaching skills and methods
for DE courses.

Assessment Strategies for Distance Learning

The Office of Assessment and Institutional Effectiveness shall provide a report on
the effectiveness of DE courses to ensure comparability to campus-based courses.
Distance education must also be evaluated through an institutionally standardized
evaluation procedure which includes faculty self-evaluation, evaluation of online
instruction by students, student retention, student satisfaction and evaluation of
faculty member by the appropriate supervisor and when appropriate, determine
comparability to campus-based programs. This process shall also be used to
assure the conformity of DE courses and programs to prevailing quality standards
in the field of DE. DE courses and programs shall be consistent with the
educational missions and strategic plans of the Department and College. DE
courses will follow the regular assessment cycles and will conform to established
assessment groupings.

DE courses must be of the same quality and rigor as those presented face-to face.
The course syllabi should demonstrate this equity of quality. All course syllabi
must be submitted to the respective Dean of each school, as stipulated in the
Guam Federation of Teachers and Guam Community College Board of Trustees
Agreement. DE faculty members must deliver accurate and current information.
Faculty shall not include in the content or delivery of a course any information
which he or she knows to constitute libel, invasion of privacy, infringement of
copyright or other literary rights, or otherwise violate the legal rights of others
(See the TEACH Act). Instructors must demonstrate how student work is
monitored to assure integrity.
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Old Network Issues

One router serving over 1000 computers. This creates one large broadcast domain
which is susceptible to broadcast storms, which can cause network outages.
Broadcast traffic traverses entire network, wasting bandwidth.

IP addressing scheme had 4 subnets scattered throughout entire campus.
Endpoints on separate subnets must communicate through router, even if they are
physically adjacent to one another. This can waste internal bandwidth, and tie up
resources on our edge router which should only handle traffic destined for the
internet.

Utilizes 4 public IP address blocks. This costs money and can be averted by
switching to private addresses. Public addresses are only required for publicly
accessible servers. (i.e. website and mail server)
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Current Network

Network is no longer one large broadcast domain. Each router contains its own
broadcast domain, and this will limit any possible broadcast storm to their
respective area.

Network is behind a firewall which adds security from external threats. Private
addresses are being utilized. We can stop wasting over a thousand public IP
addresses.

All local (internal) traffic will no longer need to use the edge router. This allows
bandwidth to be more efficiently utilized. Edge router will only handle traffic
destined for the internet.
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Future Plans

Add redundancy throughout our network to ensure maximum uptime
Create a legitimate DMZ for our servers to bolster security

Apply to APNIC for a multihoming assignment. This will allow our servers
to not be reliant on IP address schemes from our MCV or GTA
connections. Website will be accessible through either ISP.

Remove public IP addresses from servers that do not require public access.
This is an added security measure to protect our servers.

Implement secure VPN solutions when access to sensitive applications is
required off campus. (i.e. vendor support, MIS/IT remote troubleshooting)
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MIS TECHNOLOGY INVENTORY SUMMARY AS OF 9/30/2008
F/W TYPES
CAMPUS LOCATIONS 1=XP
SCHOOL OR DEPARTMENT FUNDING | PURCHASED IRELESS|
COMPUTER OR oR NEXT 500
ROOM COUNT TVPE DEPARTMENT | INSTALLED | UPGRADE [sTATUS 1P Type | 1,4=DSL
GCCCANPUS AT 32 PCDESKTOP TECH FEE FY05_ | FY08/FY09| DUE PUBLIC 1
GCC CANIPUS A8 29 PCLAPTOP | ADULTED/GED |  FV03 | FY05/FYD6| OVERDUE | PRIVATE 1
GCC CAMPUS A-26 31 PCDESKTOP TECH FEE FV05 | FY0B/FY09| DUE PUBLIC 1
GCC CANPUS A27 31 PCDESKTOP TECH FEE FV05__ | FY0B/FY09| DUE PUBLIC 1
GCC CANIPUS 1 29 PCLAPTOP. BUSINESS PRIVATE| 1,2
GCC CAMPUS =] 24 PCDESKTOP TECH FEE FV07__ | FY10/FVAL PUBLIC 1
TECH FEE (7)/
GCC CANMPUS cs 11 PCDESKTOP SCIENCE FYO7 | FYao/evil PUBLIC 1
TECH FEE/
GCCCAMPYS c25 7 PCDESKTOP SCIENCE (4) FO7_ | FYio/evil PUBLIC 1
GCC CANIPUS D2 29 PCDESKTOP TECH FEE FY04 | FY07/FY0B| OVERDUE | PRIVATE| 1,3
GCC CANPUS D3 29 PCDESKTOP TECH FEE FY04__ | FY07/FY0B| OVERDUE | PRIVATE| 1,3
GCC CANPUS D4/LAB 29 PCDESKTOP TECH FEE FY07__| FY10/FVAL PRIVATE| 1,3
GCC CANPUS D-5/LAB 29 PCDESKTOP TECH FEE FY07__ | FY10/FVAL PRIVATE| 1,3
GCC CAMPUS D7 29 PCDESKTOP TECH FEE FY04__ | FY07/FY0B| OVERDUE | PRIVATE| 1,3
GCC CANPUS D& 29 PCDESKTOP TECH FEE FY04 | FY07/FY0B| OVERDUE | PRIVATE| 1,3
GCC CANIPUS D5 29 PCDESKTOP TECH FEE FY04 | FY07/FY0B| OVERDUE | PRIVATE| 1,3
GCC CANPUS D-10 29 PCDESKTOP TECH FEE FY04__ | FY07/FY0B| OVERDUE | PRVATE| 1,3
GCC CAMPUS F2 11 MAC TOURISM PUBLIC [
GCC CANIPUS 73 15 PCDESKTOP TOURISM PUBLIC 1
GCC CANMPUS 74 6 MAC TOURISM PUBLIC [
F-201 LAB+ Y07 +
READING RN+ TECH FEE (23)/ | FYo3/Froa+
GCC CAMPUS F203 33 PCDESKTOP | LIBRARY (10) FYo7_ | Fvlo/Fvi PUBLIC 1
104 - Recommend move TECH FEE/
GCC CAMPUS to Cor A Building 21 PCDESKTOP RECYCLED MIX OVERDUE | PuBLIC 1
GCC CAMPUS 107/108 14 PCDESKTOP | PROIECT AIM PUBLIC 1
AUTOCAD
GCC CANMPUS 204% 17 PCDESKTOP | CONSTRUCTION PUBLIC 1
AUTOMOTIVE/
GCCCAMPUS 501 10 PCDESKTOP FEMA PUBLIC 1
GCC CANIPUS 604 9 PCDESKTOP PUBLIC 1
TECH FEE/
GCCCAMPYS TCL106A Prometric Testing 18 PCDESKTOP | FOUNDATION FY06 | Frog/Fyio PUBLIC 1
TECH FEE/
GCC CANPUS TCL106 _Prometric Lab 21 PCDESKTOP | FOUNDATION FY06 | FY09/FV10 PUBLIC 1
PC/MAC
DESKTOP
GCC CANPUS TC1108_IMAC Lab 19 LAPTOP PUBLIC 1
GCC CAMPUS TCI109 G5 Lab Vis Com 13 MAC PUBLIC [
TECH FEE/
GCC CANPUS TC1110_ITC Discovery Lab 5 PCDESKTOP FRTC11068 FY06 | FYoo/Fyio PUBLIC 1
asco
GCC CAMPUS TC1218 CISCO Lab 13 PCDESKTOP ACADEMY PUBLIC 1
TITLE V GRANT
GCC CANMPUS TC1220 HS Electronics * 22 PCDESKTOP | ELECTRONICS | Fv0s/Fv07 | Frao/Fvio PUBLIC 1
TECH FEE/
GCC CAMPUS TC1221 _NetworkingLab 21 PCDESKTOP | FOUNDATION | Fvos/Fvo7 | Fras/Fvio PUBLIC 1
GCC CAMPUS TC1222_GA Lab Vis Com 16 MAC PUBLIC 1
TECHFEE
GCC CAMPUS COMPASS TESTING LAB 10 PCDESKTOP | COUNSELING PUBLIC 1
1
HIGH SCHOOL LABS 1
GWHS@GCC 304 29 PCLAPTOP. TOURISM PRIVATE| 1,4
601% PC/MAC
DESKTOP
SWHS@GCC 29 LAPTOP MARKETING PRIVATE| 1,4
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MIS TECHNOLOGY INVENTORY SUMMARY AS OF 9/30/2008
F/W TYPES
CAMPUS LOCATIONS 1=XP
SCHOOL OR DEPARTMENT FUNDING | PURCHASED IRELESS|
COMPUTER OR oR NEXT 500
ROOM COUNT TVPE DEPARTMENT | INSTALLED | UPGRADE [sTATUS 1P Type | 1,4=DSL
GWHS@GCC 301% 29 PCDESKTOP TOURISM PRIVATE| 1.4
208% AUTGCAD
SWHS@GCC 17 PCDESKTOP | CONSTRUCTION PUBLIC 1
LEK@GCC 301* 29 PCDESKTOP TOURISM PRIVATE| 1.4
601% PC/MAC
DESKTOP
JEK@GCC 29 LAPTOP MARKETING PRIVATE| 1,4
TC1220 HS Electronics * 2 TITLE V GRANT
LEK@GCC PCDESKTOP | ELECTRONICS | Fvos/Fvo7 | Fvao/Fvio PUBLIC 1
SSHS. 301 29 PCDESKTOP TOURISM PRIVATE| 1.4
302/311 PC18)/
MAC(4)
DESKTOP &
SSHS 29 PCLAPTOPS (2) | MARKETING PRIVATE| 1,4
212 TITLE V GRANT
SSHS. 29 PCDESKTOP | ELECTRONICS | FY06/FY07 | Froo/Fyio PRIVATE| 1,4
Student Center PCDESKTOP (8) | TITLE V GRANT
SHs 29 &LAPTOP(29) | MARKETING PRIVATE| 1,4
SHS 1206 29 PCDESKTOP | ALLIED HEALTH PRIVATE| 1,4
6117 TITLE V GRANT
SHs 29 PCDESKTOP | ELECTRONICS | Fvos/Fvo7 | Frao/Fvio PRIVATE| 1,4
SHS 3111 29 PCDESKTOP TOURISM PRIVATE| 1,4
OKOODO D109 29 PCDESKTOP TOURISM PRIVATE| 1,4
D107 TITLE V GRANT
OKoODO 29 PCDESKTOP | ELECTRONICS | Fv06/Fv07 | FYoo/Fyio PRIVATE| 1,4
PC/MAC
OKOODO D115 29 DESKTOP MARKETING PRIVATE| 1,4
* SHARED/SANIE ROOM Note: In most lab installations, MIS contributes
TOTAL LAB UNITS 1097 anywhere from 5% to 30% of the funding source
TOTALLAN LAB UNITS 720
OTHER ROOMS
[Automotive 2 PCDESKTOP PUBLIC 1
Social Science 7 PCDESKTOP PUBLIC 1
Maintenance 7 PCDESKTOP PUBLIC 1
Office of Adult Education 14 PCDESKTOP PUBLIC 1
Instructional Technolgy Center 8 MAC/PC PUBLIC 1
Project AIM 11 PCDESKTOP PUBLIC 1
Learning Resource Center Library 7 PCDESKTOP PUBLIC 1
Financial Aid Office 5 PCDESKTOP PUBLIC 1
Business and Finance 16 PCDESKTOP PUBLIC 1
Human Resources Office 5 PCDESKTOP PUBLIC 1
[Trades and Industry 6 PCDESKTOP PUBLIC 1
[Allied Health Education 8 PCDESKTOP PUBLIC 1
PND 3 PCDESKTOP PUBLIC 1
Student Services 7 PCDESKTOP PUBLIC 1
English Second Language 2 PCDESKTOP PUBLIC 1
English Language Institute 1 PCDESKTOP PUBLIC 1
Office of Continuing Education 20 PCDESKTOP PUBLIC 1
Computer Science Faculty 11 PCDESKTOP PUBLIC 1
Nurse Office 2 PCDESKTOP PUBLIC 1
[Administrative Offices 68 PCDESKTOP PUBLIC 1
Math Instructor /Office ] PCDESKTOP PUBLIC 1
Materials MNG/Procurement 5 PCDESKTOP PUBLIC 1
Faculty Office System 12 PCDESKTOP PUBLIC 1
Criminal lustice Office 1 PCDESKTOP PUBLIC 1
[Assessment 2 PCDESKTOP PUBLIC 1
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MIS TECHNOLOGY INVENTORY SUMMARY AS OF 9/30/2008
F/W TYPES
CAMPUS LOCATIONS 1=XP
SCHOOL OR DEPARTMENT FUNDING | PURCHASED IRELESS |
COMPUTER OR OR NEXT sco
ROOM COUNT TVPE DEPARTMENT | INSTALLED | UPGRADE [STATUS IPType | 1,4=DSL
MIS General 7 PCDESKTOP PUBLIC 1
Counseling and Assessment 6 PCDESKTOP PUBLIC 1
TOTAL OFFICE UNITS 252
TOTAL LAN LAB & OFFICE UNITS 972
TOTAL COMPUTERS (NON-SERVERS] 1349
74 |Plusservers IP Security Cameras, Web Apps, DHCP, TCP/IP Printers 1423]
68 |Plus switches 1491
3 Plus routers | 1494]
36 |Plus printers Novell Network Printers 1530)
10 |Plus WiFi 1540]
5 Plus Firewalls 1545)
3 UPS 1548}
TOTAL COMBINED NODES 1548
[ADDITIONAL NOTE: There is now a combination or mix of 88 whole working units and dissassembled systems as spare parts.
PERCENT PERCENT
[TOTALPUBLIC 1P 682) 51] TOTAL PUBLIC LAN UNITS 682 70|
[TOAL PRIVATE IP 667 9 TOTAL PRIVATE LAN UNITS 290 30)
Total 1349 100 972 100
[Antivirus Protected
1365] 96|
No Antivirus
5g] 4
Total 1423 100
Firewall Protection
1=XP 621 51]
1=XP, 2=WIRELESS 29) 2|
P, 3=CISCO 23)) 17]
1=XP, 4=DSL 377 28|
3=CISCO for Servers 16 1
5=IP Tables for Servers B 0.37
Unknown Firewall
[0=Unknown 30) 2|
Total Firewalled| 1349 100
Total Firewalled / Total Systems 94|
[Total No Firewall or Unknown 6|





image31.jpeg
APPENDIX F: IT INVENTORY

Below is the current hardware inventory baseline since the spring of 2011. MIS staff maintains an
active inventory of computer hardware assets and tracks assets by their in-service dates. These in-
service dates are used for developing a replacement plan as assets approach their end of life-cycle.

EST(I:I(\;L:: D EST(I:I(\;I.SA;“ED ES”I;I:I(\;I:;“ED
roomM Sconr | T | ovemounous | JoRERACE | o | ™ iraoooy
LAPTOPS ‘WITH DESKTOPS ‘WITH SAME
101 3 Desktop 3,750.00
104 15 Laptop 27,750.00 18,750.00 27,750.00 27,750.00
104 4 Desktop 7,400.00 5,000.00 5,000.00 5,000.00
108 15 Desktop 18,750.00
202 4 Laptop 7,400.00
202 1 Desktop 1,250.00
203 1 Desktop 1,250.00
204 20 Desktop 25,000.00
205 B Desktop 6,250.00
205 2 Desktop 2,500.00
206 7 Desktop 8,750.00
206 4 Laptop 7,400.00
206 1 Laptop 1,850.00
206 1 Desktop 1,250.00
206 1 Desktop 1,250.00
206 1 Desktop 1,250.00
206 1 Laptop 1,850.00
206 1 Desktop 1,250.00
206 1 Laptop 1,850.00
206 1 Desktop 1,250.00
207 3 Desktop 3,750.00
301 1 Laptop 1,850.00
303 6 Desktop 7,500.00
303 1 Laptop 1,850.00
303 2 Desktop 2,500.00
304 6 Desktop 7,500.00
501 12 Desktop 22,200.00 15,000.00 15,000.00 15,000.00
503 1 Laptop 1,850.00
601 1 Desktop 1,250.00
605 20 Laptop 37,000.00 25,000.00 37,000.00 37,000.00
605 4 Mac 7,400.00
601 1 Laptop 1,850.00
901 4 Desktop 5,000.00
TC1113 1 Desktop 1,250.00
TC1114 1 Desktop 1,250.00
TC1206 1 Desktop 1,250.00
TC1206 1 Laptop 1,850.00
TC1207 1 Desktop 1,250.00

1
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COMPUTER ::EEI(\;II;{‘TZZI:S EST(I:I(\;L:ITED EST;I:I;ISA:ED ESTIMATED VALUE OF

ROGBL COUNT VARE OVEI‘{VDII;EHJUE oTxgzngI;;];?E JX?FJ;RﬂfII]}‘?];:I]IEE TECHNOLOGY
LAPTOPS ‘WITH DESKTOPS ‘WITH SAME

TC1212 1 Desktop 1,250.00
TC1213 1 Desktop 1,250.00
TC1214 1 Desktop 1,250.00
CI215 1 Desktop 1,250.00
Adm2102 2 Desktop 2,500.00
Adm2104 1 Desktop 1,250.00
Adm2105 2 Desktop 2,500.00
Adm2107 2 Desktop 2,500.00
Adm2109 1 Allin one 1,850.00
Adm2112 2 Desktop 2,500.00
Adm2113 2 Desktop 2,500.00
Adm2114 1 Allin one 1.850.00
Adm2114 1 Desktop 1,250.00
Adm2117 1 Allin one 1.850.00
Adm2119 1 Allin one 1.850.00
Adm2122 2 Desktop 2,500.00
Adm2123 1 Desktop 1,250.00
Adm2123 1 Laptop 1.850.00
Adm2124 2 Desktop 2,500.00
Adm2125 1 Desktop 1,250.00
Adm2126 1 Desktop 1,250.00
Adm2127 1 Desktop 1,250.00
Adm2128 2 Desktop 2,500.00
Adm2129 2 Desktop 2,500.00
Adm2132 1 Desktop 1.250.00
Adm2132 5 Desktop 2,500.00
Adm2133 1 Desktop 1,250.00
Adm2134 1 Desktop 1,250.00
Adm2135 ! Allin one 1.850.00
Adm2135 1 Laptop 1.850.00
Adm2136 2 Desktop 2,500.00
Adm2137 1 Desktop 1,250.00
Adm2138 1 Desktop 1,250.00
Adm2139 1 Desktop 1,250.00
Adm2204 1 Desktop 1,250.00
Adm2204 1 Laptop 1.850.00
Adm2205 1 Desktop 1.250.00
Adm2207 5 Desktop 2,500.00
Adm2209 2 Desktop 2,500.00
Adm2212 1 Allin one 1.850.00
Adm2213 1 Desktop 1,250.00
Adm2215 1 Desktop 1,250.00
Adm2217 1 Allin one 1.850.00
Adm2218 ! Allin one 185000
Adm2219 1 Desktop 1,250.00
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COST ESTIMATED ESTIMATED
ROOM COMPUTER TYPE TO REPLACE TO I({:EOPSITACE TO0 I({:EOPSITACE ESTIMATED VALUE OF
COUNT OVEI‘{VDII;EHJUE OVERDUE/DUE OVERDUE/DUE TECHNOLOGY
LAPTOPS ‘WITH DESKTOPS ‘WITH SAME

Adm2219 1 Desktop 1,250.00
Adm2222 2 Desktop 2,500.00
Adm2223 1 Desktop 1,250.00
Adm2225 1 Desktop 1,250.00
Adm2226 1 Desktop 1,250.00
Adm2227 1 Laptop 1,850.00
Adm2227 2 Desktop 2,500.00
Adm2228 2 Desktop 2,500.00
Adm2228 1 Laptop 1,850.00
Adm2228 1 Laptop 1,850.00
Adm2232 1 Desktop 1,250.00
Adm2233 1 Desktop 1,250.00
Adm2234 2 Desktop 2,500.00
Adm2234 1 Laptop 1,850.00
Adm2235 1 Laptop 1,850.00
Adm2235 1 Laptop 1,850.00
Adm2236 1 Desktop 1,250.00
Adm2236 1 Laptop 1,850.00
Adm2236 1 Desktop 1,250.00
Adm2237 1 Desktop 1,250.00
Adm2238 1 Desktop 1,250.00
Allied3114 40 Desktop 50,000.00
Allied3116 6 Desktop 11,100.00 7,500.00 7,500.00 7,500.00
Allied3117 5 Desktop 9,250.00 6,250.00 6,250.00 6,250.00
Allied3123 1 Desktop 1,250.00
Allied3124 1 Desktop 1,250.00
Allied3125 2 Laptop 3,700.00
Allied3125 1 Desktop 1,250.00
Allied3130 1 Desktop 1,250.00
Allied3205 2 Desktop 3,700.00 2,500.00 2,500.00 2,500.00
Allied3205 6 Desktop 11,100.00 7,500.00 7,500.00 7,500.00
Allied3210 1 Desktop 1,250.00
Allied3220 4 Desktop 5,000.00
Allied3220 2 Desktop 2,500.00
Allied3223 2 Desktop 2,500.00
Allied3229 2 Desktop 2,500.00
Allied3229 1 Desktop 1,250.00
A-10 1 Mac 1,850.00
A-10 7 Desktop 8,750.00
A-10 2 Laptop 3,700.00
A-26 31 Desktop 57,350.00 38,750.00 38,750.00 38,750.00
A-27 31 Desktop 57,350.00 38,750.00 38,750.00 38,750.00
A7 32 Desktop 59,200.00 40,000.00 40,000.00 40,000.00
A-8 8 Desktop 14,800.00 10,000.00 10,000.00 10,000.00
A8 15 Laptop 27,750.00
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ROOM COMPUTER TYPE TO REPLACE TO I({:EOPSITACE TO0 I({:EOPSITACE ESTIMATED VALUE OF
COUNT OVEI‘{VDII;EHJUE “(])IER];}I‘JS];‘(/EEES o&ﬁggi /IE:EE TECHNOLOGY
LAPTOPS
A9 5 Desktop 6,250.00
A9 10 Laptop 18,500.00 12,500.00 18,500.00 18,500.00
A9 B Desktop 6,250.00
Allied Health 14 Desktop 17,500.00
Allied Health 41 Desktop 51,250.00
B- Building 1 Laptop 1,850.00
B- Building 4 Desktop 5,000.00
B- Building Desktop 2,500.00
Cl1 21 Laptop 38,850.00 26,250.00 38,850.00 38,850.00
C23 25 Laptop 46,250.00
C25 21 Desktop 26,250.00
C3 4 Laptop 7,400.00
C3 6 Desktop 7,500.00
Compass 15 Laptop 27,750.00
D-10 21 Desktop 38,850.00 26,250.00 26,250.00 26,250.00
D-2 21 Desktop 38,850.00 26,250.00 26,250.00 26,250.00
D-3 21 Desktop 38,850.00 26,250.00 26,250.00 26,250.00
D-4 20 Desktop 37,000.00 25,000.00 25,000.00 25,000.00
D-5 24 Desktop 44,400.00 30,000.00 30,000.00 30,000.00
D-7 20 Desktop 37,000.00 25,000.00 25,000.00 25,000.00
D-8 21 Desktop 38,850.00 26,250.00 26,250.00 26,250.00
D-8B 4 Desktop 5,000.00
D-9 21 Desktop 38,850.00 26,250.00 26,250.00 26,250.00
Electronic 7 Laptop 12,950.00
F-2 Imac 11,100.00
F-2 4 G4 mac 7,400.00
301 11 Desktop 20,350.00 13,750.00 13,750.00 13,750.00
Library 7 Desktop 8,750.00
Library 1 Imac 1,850.00
New LRC 20 Desktop 25,000.00
New LRC 12 Laptop 22,200.00
New LRC 9 Desktop 11,250.00
New LRC 10 Mac 18,500.00
MIS 25 From Library 46,250.00
TC1102 1 G4 mac 1,850.00
TC1103 1 Desktop 1,250.00
TC1106 21 Desktop 26,250.00
TCL1106A 18 Desktop 33,300.00 22,500.00 22,500.00 22,500.00
TC1108 21 Intel Imac 38,850.00 26,250.00 38,850.00 38,850.00
TC1109 13 G5 MAC 24,050.00 16,250.00 24,050.00 24,050.00
TC1110 8 Desktop 14,800.00 10,000.00 10,000.00 10,000.00
TC1110 1 Desktop 1,250.00
TC1110 1 Laptop 1,850.00
TC1111 1 Desktop 1,250.00
TC1115 2 G4 mac 3,700.00
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LAPTOPS

TC1215 1 All in one 1,850.00
TC1218 13 Desktop 16,250.00
TC1220 21 Desktop 38,850.00 26,250.00 26,250.00 26,250.00
TC1221 21 Desktop 26,250.00
TC1222 19 Intel Imac 35,150.00 23,750.00 35,150.00 35,150.00
7 Desktop 8,750.00
TOURISM 1 Laptop 1,850.00
PROSTART 1 Laptop 1,850.00
MARKETING 1 Laptop 1,850.00
Electronic 1 Laptop 1,850.00
1102 7 Desktop 8,750.00
1103 5 Laptop 9,250.00
1104 23 Laptop 42,550.00
J112 20 Desktop 37,000.00 25,000.00 25,000.00 25,000.00
TOURISM 3 Laptop 5,550.00
PROSTART 1 Laptop 1,850.00
MARKETING 1 Desktop 1,250.00
Electronic 1 Desktop 1,250.00
301 10 Desktop 12,500.00
302 11 Laptop 20,350.00
311 15 Desktop 18,750.00
3 4 g\/e[:l:mp 7,400.00
412 19 Desktop 35,150.00 23,750.00 23,750.00 23,750.00
MARKETING 1 Desktop 1,250.00
Allied Health 1 Laptop 1,850.00
Electronic 1 Laptop 1,850.00
TOURISM 4 Laptop 7,400.00
Student Center 36 Laptop 66,600.00
1206 13 Desktop 16,250.00
6117 23 Desktop 42,550.00 28,750.00 28,750.00 28,750.00
3111 16 Desktop 20,000.00
Tourism 1 Laptop 1,850.00
Electronics 1 Desktop 1,250.00
Marketing 1 Laptop 1,850.00
D109 14 Desktop 17,500.00
D107 19 Desktop 35,150.00 23,750.00 23,750.00 23,750.00
D115 11 Laptop 20,350.00
D11 4 g\/e[:l:mp 7,400.00
C105E 6 Desktop 7,500.00
C106E 1 Desktop 1,250.00
Total Value 1,927,450.00





image36.jpeg
A-Wing Network

Telephone Lines

1" conduit

10

1" conduit

10

A-09

A-09

A28

A28

]

A08

A27

A27

A-Wing Second Floor

gt —1n

AO7

A07

A26

A26

ADB

ADB

NOILYAT T

NYd 50014

NOILYAS T3

Nvd 40074

A-Wing First Floor




image37.jpeg
C-Wing Network

FLOOR PLAN

c21 U u ca2 U \-I c23 U u c24 U u c25 U \-I

ecioeoe0000

ELEVATION

c21 ca2 c2a3 c24

T
{7 i T {7 {7 T {7 {7 T
I | I I NORTHLCOM

C-Wing Second Floor 1

FLOOR PLAN

cor] J \J [ee2]/ J Jeos]/ Hu cod] J@eeceed\ | [cos| / |

Planned Expansjon

ELEVATION

c01 coz2 C03_

coa cos | p

C-Wing First Floor

[aHisT][Aing DisT | [eELDGOIST | [oWingDisT | [0-WingDisT | [corenisT





image38.jpeg
W Y

N

D-Wing Network

Do2

DOo5

i

D08 b

D10

D09





image39.jpeg
A 101

B 102

Enksme

A a7

P 103

v 105

M 104

w107

P 108

BLDG 100

M e

o 2m

P 2n

e

A e

M ez

M e

o 2a

BLDG

200

e

e
=

e

e

e

o m

e

|

e

sTomeE

EE

2

BLDG 300

G0 BGa00
BG40 aGa0
G an
BGa00
aGa0
T f
G a0 aGan G40

BLDG 400





image40.jpeg
Learning Resource Center Network

CUT SHEET

125-1

ATS

MAIN DISTRIBUTION
PANEL

> CABLE TRAY, 24' y\‘p&, LADDER TYPE.
&> 4" COPPER GROUND BAR.
@ LOCATION OF CON#J!' STUB-OUT FOR FO.

/ 1\ FIRST FLOOR - COMM. & F.A. PLAN
\\EW SCALE: 1/8°-1-0"

\

CAE\T TV CABINET

TELEPHONE CABINET

RM 111 box 2” X2 to raceway
RM {112 box 2" X2 to raceway

GRAPHIC SCALE:
0o 4 & 16

P-L |

REVISIONS

No. | Descrigtion

Tariguchi Ruth Makio Architects
100 C4 D Coler, 7.0, Do B, N,
Tek: (1) 474772+ Fax < [641) 4
Bl ugazen

Architecture

Plaming

Interior Design

[=] =
—

EMCE, CONSULTING ENCINEE)
BALTEJ PAVILION, SUTE 2(
P.O. BOX 8888 TAMUNIN
&9 bt
871 .840.0188/7 PH
871.846 EMCE (3823) Fa
Emat guamPemceconsJiing cc

o S

Project

GUAM COMMUNITY
COLLEGE

" NEW LEARNING RESOUI
CENTER BUILDING

Locaten

Title

-] FIRST FLOOR - co

€ FA. PLAN
Desicred:  pa

Dot FO/RG
Checked: AA

Supv: M

= AS NOTED
O APRIL 15,

24 3

SCALE: 1/8"=1"-0"

Drawing No.

ES5.0

C1Dorumarts and Setingeiadmint s DaskopGOS LRCIE0032.23 GECLRO

2042008 11422 P00




image41.jpeg
Learning Resource Center Network

CUT SHEET

D—- i b

=

T )

>

T o

"\ _SECOND FLOOR

(O]

|
|
.

Tel. 735-0232

SECOND FLOOR PLAN





image42.jpeg
ALLIED HEALTH CENTER

w 0 L3
1] .OI w = va
h X a o . <I
9 5 9 . O %2
w X ¥ o 1w S N
4 Q w: b N_ Zuw
o ¢ <y 8x y i
= >4 o @ Yy 2% @ + v iy n @ ~ (DY Q 0!
£ 9 NF BN © o8 N = g
ws w ¢ - s wo of
¥Q o < < g
rd r g o 3 gy
> - - 0o “3
_ i Ly
| !
| N i “ z
e & AVZ
M~ R B
f ‘ i ,_ 3 o %
| [ T { m@ e L (OF
| I s m i
i F——t—1) = ey ke Q
_ S, e AV K II%IIJ
i i T A FR P R
- A H \nu o - - e e et} [eeiss
4‘%.1@'3 [ (o o N/&: T 3] ot e . e o e e
Pt L R g ol RARRRRA [ VR e i i |
R iR I C Al i
‘ i B o B Hand ! [anr = mslim / R PR P
i i i HE et oo 2 | ey i |
S o | e / ; : og u B Km
H i L e X o 'dlE e . 2 L
D T e ISR R 4 335 | ] [
e * g 00 i@ O sd HE oo | X
el gigigig @ s | = 4 |y
= 5z e % i T A 1% qe !
18 ® M
1]
g |e 5
i g —— N T
2 = — Z
: “ <
W% pel J
S - o
= h
] _ ot o N
| = s S
L. =T L =
G--E5E-B58-Fe ] g <
i om0 - b o FbS o ﬁ = C
E L iyE | =
T R R T e mm@ ! ] Z
_Fi__F3F3_FiFl__F3 82 i =2
; B e a2 gy ot s g < i g ; M
9 L_H @ | B E T ¥ o =
3 | e oenden _eaieh e Yre
= TEd T TRd Bd ed bd A mm O
[ sy Ll BrN/L— | I6 || S -
- . g 7 &
g 4 G BN/ ERMIET ey j |
> (. AT ot AW . =
§ ¢ & s g ] T Rl s M| e
5. = 7 ® emf z A,WE _ pd
< m I W i o W [ m i | F, Tt
. D ¥ N S O N O P T 4 SYESTETETES ! <
w O F 4 bd B4 bd bd bd b4 ¥ = P N/L |
Q = = 1 >4
< E 2, ol : I M
T n < ax ] N/ = FRFARAFAFAFIFA B ;
= o - o i i LECILILIE IS i R
w > Q g oftH MR I <C
2 = R Vi g g ¥ _ | R
3 29 2 s ] 3 << <C
a + * 9 a0 ] w@m i I
n y - = mc O i <~ |
L= o o : oc
E B Q k o ¥ > w2 |
Z 0 L9 _ 2 E w2 _ (@]
Q - k m w | =
B SR = . ot - : ALU ?
/N_u z Z ¥ ~ AN i =
Z § QL % ehi I
4 90 O e I Q
IO T S T L | [
E U N o > e | ) I
m @ A&V A:V AAV fo M. K WA M ; | R N—
Z B = Tt —f = —
s N 4 = I el
X ey T D ARENARRRAR L B R - oo o | = o
! o Fi1__FAF3_FIFR__FA 3 " - W
V4 g 2.6 ] w
1w} n |
W\/ mw, i “ 2 M m
¥ 3 85l | _
Q9 gl e iy 5
O =l R= i | .N /_\ | |
or S i 1 &
< el | b
==t I
g _ &5 e
% ! ® ® e I
I D i SO
X O ! i
| : g S Lm ! T e B "
T 7 e IERN L — - & w
fu)
| z W I
| =¥ [ -\ HR
vy " S = e | i i
e 3 4 I m |
- | : 0w _ 11 ¥
7 e [ 2 Bea | grdieh
A o) ; T e S |
2§ A e T ey ; b= ==
| N e S i | i
| 53 x i -t T m 3 E .
| Xy , m = Jl.\l Fﬂll FJ.|| w ¢ m} n s Eem ." %
i P X Lo Rk H | ey ol b ol b b ok i
A A ) /w@ IS4 m_ ! I : _uln
z i 8 o g mm i ! T Y Q
- Yoaed y (O, T Tol @ { I Yol boef ond o] ol bd ol boef b ool ol e
s e wn 1 R u ] >
i | T w . wl w I T iR m
| s = A I oo o b bl X
v & w [ F..: w 1 , e
I | A 54
[zl - = = | L T
e O e L ! wa LI s
IS === s |
" == ¥
i g e
o} x Rl
5% s S (- -
| g T
® = |
~ V4
| m v —
<
m ¥
i z
RS g B D LR =
>
Qu
OI—
GB
<
TV





image43.jpeg
ALLIED HEALTH CENTER

REVISIONS

No. Description Date

. 0 TRMAGBES
s A= FAcE B I s i A3 F3__FA 3 Fq e Taniguchi Ruth Makio Ar
g) rgw %ll ™ T S_ b ieia] T 2 TE ST i 100 CHf Business Center, P.0. Bor EA, Agana, GU 96310
L_JL-JL,JL_JL_JH 1 't e d ] lLﬁ i . LL d : L L Tel: (671) 475-8772 = Fax : (671) 4723381
{ PREP Al
! L 3 © e O Vo B e VYo O Archi
o 4 rchitecture
I'g'II‘DTI’g‘I r[jw .1] {— © (M” e B == = iy et Planning
L_JL_@_JL_JL_JL_J i = g_‘_ﬁ T L *@-——-‘———-'—J ; : Interior Design
e ' L Bty m I L R e T W
FZ'IFD‘I HEj‘I _.1 Ilﬂ« [&J I | o \\mJL 213 : 2%&5 : oTE Ut = @ BTLE
0 A R N AR | sromce | e 1 | F = __; ;__ u 3 . J a
© B L [2] o S ot o Vaml & © | o O e e B o o EMCE, CONSULTING ENGINEERS
= Ciw = I, l Ro br. 12 i i O TOTTOTOE 1, ON. BALTEJ PAVLION, SUTE 208
DN. E e z @ ) A il ! ! ! | = P.O. BOX 8888 TAMUNING,
= S IR 1 I | A e L 1 ] = : L i ! f— L GUAM 6931
— drsne iasw : ' R Lo ) MED LAB CLASSROOM 2 1 24" CABLE TRAY g71.8400166/7 PH
— NJRSING LAB #2 CLASSRO¢ ONS) £ T (24 SEATS) - / ——:& 87 .6.46EMCE (: 5 ) Fax
e 4 STATIONS) NURSE OFF. 41 @ - °j| Emal : guam@emceconsuiting.com
i = 2T) w@@g; 2] s I__ - (C:JD IST. : gJJ‘ ==
; —e i | =1
RM. ] I ~ s TYPICAL = H. RM.
=63 R o 1 [ e [ 8| —
DN, S | 1 p ¥ "I 3 - Bl L3 LS ] 1 = - - A @
=& & x5 % E E ] S
; ’@J <k 4 : % ".2' | ® COPGTRUMDOCUMNT
T® corrioor @half] i © @ |
(e e 7 il ®
1 Vi i |
e =] iAo ©) Foon T ® &) N ——1 F]n —t— — = et
i ) N X %2 Assis)
: LoBY DIRECTORY = 4 i
® ol % €3 EvATOR = rpence C UJ ~C
COMMUNIZATIONS | NURSING LAB # 41 RECEPTION | ADMIN. CLA |
RM. (208 - (4 STATIONS) 17 I (24 SEATS) Lty T ELECT. RM.
i) { 226
1 e f ol i I T T )
LAN RACK— it 52, 1 ARSI b Al il
L) 4 =) el P I oy |, ‘ I  E e e
e b | | (sl = ¥ *
' L—d moogy W 0 T T ] {5)
= - g - - e | % | J IJ
i S lhaloelale
= I | il 1 > s e wr o wr
=i ) Ll 1 =1 @ FJ— 4 - 99 % @ 15 | HEREBY CERTIY THAT THIS PLAN WAS PREPARED
| | | - A H i e e ] 2 BY ME OR UNDER MY DIRECT SUPERVISION
] r:]r—‘lr—wr—wr’v‘] : L L Ly 0 hes Al tey el ore: __5/11/07
H; ﬁJL@JL@J'—QJH: = - | ol m 1D TR R R
/ : A, R B r i : . . Project:
| S e e 1 r iy N I i |
RO 7 e Ll L 1 bl b g, b o Iz/__ i i gig-gig\g: GUAM COMMUNITY COLLEGE
r =/ T = ) i - 2
B e B S ANCDHTSEACE T g A B ¥ o @ ALLED HEALTH CENTER
g 1 . T T T T T (| T
oD : . : } 3 : : ; oD oD } ‘ oo @
‘ ‘ Title:
@ —| sEcoND FLOOR ALARM
MAIN ENTRY AND COMMUNICATION
PLAN
Designed:
Drawn: e
Checked:
NOTES: Supv: AR
D 2" CONDUIT STUB-OUTS WITH CAP, ABOVE CEILING. B
¥ AS SHOAN
Date: MAY II, 2001
GRAPHIC SCALE: Project No. | AuloCAD Fie

/1 SECOND FLOOR ALARM AND COMMUNICATION PLAN o & & o i

Drawing No.
E-61/ cscALE: I/8"=I'-0" e —

SCALE: I/&" = I'-0" E_5.1

IF SHEET IS LESS THAN 24" X 36"
i 1 £ REDUCED PRINT — USE GRAPHIC SCALES Sheet No.— of





image44.jpeg
CON, SIDERALK
! BROOM EINGH, TYP ——m,
-

X |spoj\' " \ 4

=)

<t TTTTIET

@i E‘@

CRICE| B | OFCE
o7 | W
AFTRR

o

| esice

of

&

M|
o1

omcs}
NT |
E @i

1)
e |
INT
FE

‘ @@’M@@

L

L

SGALE:

0 FOGR 2

=

i £ -l|./
oRGE| | FG fEtEocngf RRCE[ ] | O CE
A N L
BB e | B LT
‘ TORAL L i
8 00108 &) "I L 8Ll @
| v 61
1 N
BATO ‘

1A

el (i
OFFICE ?J/#ICE
||
i)

i |
weqIyee |

j

INY 483100

R /2 3
N

0& OFFICE R,
oY B #
N 2

85

bz,

08 ];';
i) Y
R/

L r' / /

oLAGTHR Pl
Ll RASTRENGH

6 ML
CRVENT PLASTER PNisH

6" CONCRETE ALL M VENERR

8 CONGRETE AALL W VENERR

A

At Lapan Gkl
ARCHITECTURL
PLARKIKG «INTERIOLS
g o

0100, QUAN 1L
Noat eI TR IO
A egantfloant

K 7@

A

GUIAM

GUAM COMMUNITY COL
ADMINISTRATIVE OFFICE B ESIMG

MANGE. AO,

) '. U
k)

m
ST
=B =
== R
RSN S

;-;?e‘:;".
=

S

VST COTY Tl THS X WS
VRO 7 4T OB 0D MY DAY
T,

[ 08 No. 2605

A\ KON 008 P4

=

|





image45.jpeg
2>i

A\

mm+mw
ARCRITECTURE
PLANKING ¢ INTRRIONS
A
Jolpe, 7um
DT ROIEIH " 104
IRAIE abeggantls

<)

SUITE 310 BATTE) PAYLIOK
415 CHALAN SEX ANTONIO
THUNNG, GUM 0861

STRUCTURAL:

(AL
LRA & ASSOCUATES
7.0, Box 1
VNG, SUL S6E0

ELECTRICAL )

P. & W.WJ § ASSO0ATES

ME i \'EJSOB COERCI
WATM, GUAX 96522

LANDSCAPE:
HALOM TANO DESKNS

GUANM COMMUNITY COLLEGE
ADMINISTRATIVE OFFICE BUILDING

=)

—

G

C

0
) é
0 o) 5 0] 1640 (60de] ; 5 libo] 7
. 1 A A g
NN VA
o 2V
\ ‘ | JLEL :
b
q iy \ |
o l | l 24, 23 ! |
(i f AN ) | i
‘?“ AR 1 t,,l;‘ \ M )"L:\—: | ’I{ ‘l ] | ‘
?‘ E:} r__‘_Wf\ | @ : _“___‘_‘____,__\_‘_ N D
i i w"\ \ / 3 N" O i ] { o -
I R = R
A 1 YH ‘ At } Y
i '-Ty—: }‘ j ! Rl ! ‘# )
r ‘ |
N EARNE I 3 : CORFICE
1B E‘ il il e
9 = 2o | AR | | pi) / oo
I '} Y GO \ N " 108 0,26
~ / AN Ai TRy y \ A ; N/ e —
& | RN LAA! * A\ VN V]
T YL A T 43 W . Ivscowe J
e (YO RC o Y /\ e\l I
¢ i B pYa B SedB0 A / A\ReVISN 2 o/34i0)
A TE N | : y /< ) i
5 =R W VO ey ' # —
- E R A e & /
o w1 aEleTe |
i~ & T RO ) LEGEND:
b RRCER0 | g L =E-T T
N I Y O LR AL VBB
L = % 6118 8 G\ . PUGTRANG WTE
b TVE o I\ j K ' _‘“\\
§ Rl ! ! \ \ s T p— SECOND FLOOR FLAN
| YR OF 4 | T BALY :.[ } | . \ iy PLAGTER FINGE
| 1 i E
TN i L\‘ """" g | R
FET] K”" uy E A | ”"A; -1 K|<|1 ! @ b OURLY
"" mA { L H TS B
’J @ 'L &= o ' | li'.“’ﬂ , LI v e s e .
| \ :
wrlm}[ sl | mein | i ! seien) | !H'W | ot | sl | pelen i | melen | vk ' : M
T L L L | ,

MMJ@@@M ' =
B[

(SO0 ROR A

J e T

k3

=

H
LEN

3





image46.jpeg
b g
! |
|
| ‘ L
S S PR ST SO | O = E
T =
) I i
| 1 S i S
] | &Y al o
791\ f]’[ jolar ;
—t Ao . 5 —H T )
T 'f"v F RN K soox sree.|| £ siai / )
06 nuE bz
o Lrn e A SRR e OO
- i 24162 J (=]
o
= THICH %
COPPER &ROUN] |
TO SMOKE DE; ‘ o
AT 2ND FLOOR,
T
}
TO INTERCOM PULLBOX E
(TYPICAL) DR
@ INTERCOM PULLBOX (RECESSED MOUNTED) = =
OM EQUIPMENT &> .
)
o o
5,
i 23
&
DATA)&A&
PICAL;
~ m O\ TO DATA CAl
(‘_’)*' TO TELEPHON
w izE s “EEET
(TYPICAL) g : ‘
800K
[ie
> TAMPER RESISTANT COVER. o E | |
et &> COORDINATE INTERCOM EQUIPMENT LOCATION WITH THE CONTRACTING OFFICER. (2) 0
&> MOUNTED ADJACENT TO TV MONITOR.
PERIMETER GROUNDING BUS BAR MOUNTED 2" AFF FROM BOTTOM
& OF BUS BAR. /2 BOOK ST
& PROVIDE TERMITE TREATED 8 X 8 X %' THICK BACKBOARD @ COMMUN
ALL AROUND. e
N (ALTERN
& see &o) FOR ALTERNATE BID LAYOUT,
\

m FIRE ALARM AND COMMUNICATION SYSTEM PLAN - 1ST FLOOR




image47.jpeg
—— TO "CATV CABINET"
(TYPICAL)

FOR ENLARGED |

{ PLAN, SEE ‘
| |
|

!
& COMM. BACKBOARD ———

)
&)
[
|
|
|
|

®
h

sTAR |

gafon

201-3

STAR 13

=

1\—.®\.’

TO COMM. BACKBOARD

1 earn

TO COMM. BACKBOARD
(TYPICAL)

/ TO SMOKE DETECTOR AT
IST FLOOR ELEV. LOBBY

TO "FACP" (TYPICAL)

NORTH

\W

NOTES:

<& PrROVIDE T,
&> COORDINAT
&> MOUNTED A
<& RECESSED

& CEILING Mo
OF PROEC

© 1 1/2" conpt

/1 FIRE ALARM AND COMMUNICATION SYSTEM PLAN - SECOND FLOOF

\Ey SCALE: 1/8"=1-0"




image48.jpeg
PANEL (FACR)

¢

FIRE ALARM cam’non.*\‘
5

Foundation Building

REVISIONS,

o,

Description | Date.

T ool
Hiiiin] {TRMABRS
STAR NO. 1  Tenkgucts Ruth Makdo Architects
Loz P o 08 s 0 00
yIRgs =
-
[axi] Planning
jﬁ il e,
/71'6 COMM, R} > [EMCE + Conamiing Enginesrs.
e T
Q“ﬁrw . i:g_’i’ﬂ Box 8 (rymicA g [
S & -
o % o [
oLy LTy o 0 } I
HE 8 Ly :
eseter = 1
- iy = TYRIAL
UMY r i
LT P g T o
- Ch| LB o
e |, =L s 1l I
e | et
H BRI SR e
N = I B R R " ——
\ I ! A—
[}
I o
‘ | -
|

e,A

o —
B COMM BGUIFHENT, IN-CEILING MOWNTED ET "
& MOWTED 1-6" ABOVE FINISH FLOOR. oo 5 o

& Law saurrET orol.

@ 70 AN DATA CABIET. ]
o v s w [Gomw
rear-or

/1 SECOND FLOOR - FIRE ALARM AND COMMUNICATION PLAN

B ecale 1m0

4

c

SECOND FLOGR-FIRE ALARI.
AND COMANCATION PLA

Dt

e

E7.1





image49.jpeg
Foundation Building

7

? 9

| PirsT rLoor-rIE ALARM
AND COMMINGATION PLAN

T T T REVISIONS.
i | I I I I
I I I I I
| | | | |
i T
i i i I i
[N\oe se | | ——— \
‘ —_— . | " weorms [
H ‘ e 7 ‘ s[RI
G [ EyEv i | orRrirReR | w D TRMAGS
s gl bl B
afl | v s g j i og|
v -1 s e e
s o s v Tl o Hoph
o f i
— s B3 Ncecare
. TodowurER— e onign
oF Bl salf) 14
HaLwa | e ooy
i 5
I e clo’e o Conmrg g
O 2 e
S oom T
» o e | - L
[rz N I afl o
FIRE ALARM REMOTE
ANNINGIATOR. oo
S soomsrore 4
D . =
e TN
% I Gef 1 WR 1 commTER BOX 83—
4 l
n | @ K. PR LRG DISTRIBUTION i |
. 0 CoMPITER BOX 8 (rrPCA) —| commure sox
d _— % St Project:
H 600 FOUNDATION BULDING
D ! RENGVATION
7 AL ‘
4 i ‘ T
i

L

NOTES: Drawn: RG/RS
D COMM EQUPMENT, I-GELING MONTED T
@ MOUNTED T-6" ABOVE Filsh FLOGR, E
® Lan soumeT, ool SE s swowd
@ TO MAIN DATA GABINET VIA GOMM, EQUIPHENT ENGLOSURE @ BOOKSTORE oot

[
; _ -y v [T
1 :"IARET/EF‘I;OOR FIRE ALARM AND COMMUNICATION PLAN VEH‘,,-H E7 ] 0

IE SHEET 1 555 T 24° ¢ 38"
L i n [t LY P —





image50.jpeg
Tech Center Floor 1

1108 1109 1115
1111
1107
1110
1106 1106a 1102 1101
Tech Center Floor 2
1218 1219 1220 1221 1222

1201

1217 1210 | 1209





image51.jpeg
GCC Campus Server Room D-04.5

Power Distribution

2134|5678/ 9
/:§:;:;x€t%;@4%%%%Z
TR1-4P
Telecom
Rack 1 a
@
=
SVR1
Ergo Rack 1
o
SVR2 2o
UPS1a )]

1P

—_— —_— —_
n|-=10
MRS
\ Vv
NI
/
¥
— = cw
TEll 82
=

om
13 %
SVR1

14 / Ergo Rack 2
15
16 : s

Human Accessible Area =253 Jaids]
17 ) =

/ 3
18 =)
/ Surveillence [ A/C E’,

19 I System 2

2
— e ———

I A A - AAIAAEAAEHARHAAEA A EAREAIAEAIAA A A A A AN A A AN




image52.jpeg
FIREVWALL NETWORKS

Outside
World

2
20212878108
200128780/24

‘Adapiive Securty Applance outsie’ interface

]
18216812
19216810/24
‘Adaptive Secunty Applance DNZ interface

2
1010101
1010100/24 =
Adagtive Secursy Applance LegacyDNVZ nterface

Outside Access
ONLY

QOutside Access
ONLY

218110
Adspie ooy Apphiows S CAN besrtcs BLUE CABLE CATB
VSunGaTd DMZ
B WHITE CABLE CATE
ets1s ILE CAT
72385850
i Adaptive Securtty Appliance ‘outside’ interface Inside
nside
il Access ONLY
4 EY
116102 1setea1s
139650524 . 1ohest 2

Adaptive Securty Appiance LegacyDMZ nterface Adaptive Security Applance ‘SunguardDMZ intarface.

1721625
1721624/50
Adagtive Securty Applance ‘e’ nerface

5
1727801

172185028

FastEirermes)/0

7
192188301
162 185500/20
Feme]





image53.jpeg
Item No.

10

Foundation Building Network Equipment
Item Description

Main Telecommuncations Room, Rack 4-Post 45U

Chatswarth Adjustable Rail QuadraRack [ARGR)

+ Adustable Rail QuadraRack [ARGR] has threaded mourting hales that speed installation of patoh panels, fiber
enclosures and netwark switches.

*The Adjustable Rail ServerRack (ARSF] has square-punched mourting rails that let you change mounting hardware
[cage nuts) to match specific computer server and data storage equipment mounting requiremerts.

+Each RML is rmarked and numbered

«The front pair of maunting rails may be mounted to sl RV numbering to start &t the top or bottom of the rack

«The rear mourting rail adjusts in depth

+LL Listed 50950

«Each rack wil support upto 2200 b (1000.0 kg) of equipmert:

Adjustable ServerRack, Square Mourting Holes, 575mm - 725mm Deep, 45 RMU. 7' High, Black

Evolution Vertical Cable Manager, Single-Sided, 8 in. Wide X 7 ft. High, Black

Rack Cabling Managers; 19"W x 3.47"H; Black

Saf-T-Grip End Grommet and Buckle Series; 0.75"W x8'L; Black; Pkg of 25

Harizontal Cable Guides (Rack Mourted); B88"W x 3.88"D; Black

Lockable Storage Drawer; 19"W x 7'H x 20.5'D; Black; NonVerted

MegaFrame Sliding Shelf; 19"W x 24'D; Black; Single Sided, Vented

Shelf, Verted, 1 BMU, Verted, 575mm - 725mm Deep, Black

Rack-Mount Ground Bar; 19"W; Copper

Mult-Mourt Hardware Kit; Black; Size: 12-24; Quantity per Package: 25, UL Listed

Concrete Foor Installation Kit

Fiber Segregation Kit, Evolution Cable Manager, Black

Cable Lashing Bar Kit, Cable Manager, Evolution Cable Manager, Black

Panduit Zone Cahbling Active In-Ceiling Enclosure

Support: Classroom 112 & 113, Location: Classroom 113
Support: Classroom 114 & 115, Location: Classroom 115
Support; First Floor Uplinks Location: Book Store AM103
Support: Classroom 215 & 218, Location: Classroom 218
Support: Classroom 27, Logation: Classroom 217
Support: Classroom 219 & 220, Location: Classroom 220
Support: Classroom 221, Location: Classroom 221
Panduit CATE 24-Port Patch Panel

Support; First Floor Network

Support: Second Floor Network

Support; First Floor Comm, Location: Book Store

Support: Second Floor Comm. Location: Main Closet
Panduit CATE 48-Part Patch Panel

Support; First Floor Network
Support: Second Floor Netwark

Support; First Floor Comm, Location: Book Store
Support: Second Floor Comm. Location: Main Closet

Cisco Catalyst [WS-C2960-48TC-L) 48 Port Switch (45 W) H 1.73"xW 17.5"'xD 13"
+Dualpurpose uplinks for Gigabis Etherret uplink flexibility, allowing use of either a copper ar fiber uplink, each dusk-
purpose uplink part has one 10,100, 1000 Echernet port and ane SFP-based Gigabit Ethernet port, with one port
active at a time

+24 o 48 parts of Fast Exhernet deskbop connestivity

«POE sanfigurations with Up o 15.4Y per port

« A wide range of software features to provide ease of operation, highly secure business operations, sustainability,
&nd & barderless networking experience

Cisco SMARTnet Service

* Aroundthe-closk, glabal acosss tothe Gisca TAG

+Unrestricted acoess tothe extensive Cisco.com knowledge base and tools

*Next-business-day, Bxxd, 24x7xd, or 24x7x2 advance hardware replacement and onsite parts replacerment and
installation available

+0ngoing operating system software updates within the licensed feature set

Cisco Catalyst [WS-C2960-48PST-L) 48 Port Switch POE

+48 Ethernet 10,100 PaE parts and 2 10,/100,/1000 uplinks and 2 SFP uplinks

*1 AU fixed-configuration

+LAN Base image

+H 1.73xW17.5xD 8.3inches

Cisco SMARTnet Service

« Aroundthe-closk, glabal acoess tothe Gisca TAG

+Unrestricted acoess tothe extensive Cisco.com knowledge base and tools

*Next-business-day, Bxxd, 24x7xd, or 24x7x2 advance hardware replacement and onsite parts replacement and
installation available

«0ngoing operating system software updates within the licensed feature set

Cisco Catalyst S Port Gigabit (WS-C2960G-8TC-L) Distribution Switch

+7 Esfernet 10,100,1000 ports and 1 duakpurpose uplink (dua-purpose uplink port has 1 10,100,/1000
Ethernet port and 1 SFP-based Gigabit Ethernet part, 1 port active)

«Cormpact size with o fan; magret included

+LAN Base image

Rack Mount for Cisco Catalyst 2950-8TC and Cisco Catalyst 2980G-8TC compact switches

Or Equal

Spec [OES)

OES
OES
OES
OES
OES
OES
OES
OES
OES
OES
OES
OES
OES

NON-OES
NON-OES
NON-OES
NON-OES
NON-OES
NON-OES
NON-OES

OES
OES
OES
OES

OES
OES
OES
OES

NON-OES

NON-OES

NON-OES

NON-OES

NON-OES

NON-OES RCKMNT-18-CMPCT=

Part No./Location: ID Quan.

156212-703
35511-703
11763718
05008-201
11154001
13084-719
12348-719
156265-702
10810018
126339001
40804-003
35475-701
3547300
PZICEA

FND-ENC113
FND-ENC115
FND-ENC103
FND-ENC218
FND-ENC217
FND-ENC220
FND-ENC221
DPKR248B8TG

DPKR488BBTG

WSC298048TCL

W3-C2980-48PST-L

WSC2980GETCL

1

Cost Ea.

$612.48
$897.00
$77.84
$77.30
$9385
$405.52
$394.81
$154.43
$82.42
$37.04
$1074
$122.40
$51.20
$1.420

$190

$430

$2571

$180

$2,900

$180

$700

$40

BExtended

$312.48
$897.00
$155.88
$154.80
$9385
$405.52
$394.81
$154.43
$82.42
$148.18
$1074
$122.40
$51.20
$9.940

$1900

$5,180

$15428

$900

$B8,700

$480

$700

$40
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Cisco SMARTnet Service

*Aroundthe-clook, glabal acosss tothe Gisca TAG

+Unrestricted acoess tothe extensive Cisco.com knowledge base and tools

*Next-business-day, Bxxd, 24x7xd, or 24x7x2 advance hardware replacement and onsite parts replacement and
installation available

*0ngaing operating system software updates within the licensed feature set

Neat Patch Cable Management KIT

with QTY (48] 2 FT CAT8 Certified Patch Cables

APC Smart-UPS 2200VA USB & Serial BM 2U 120V [SUA2200RM2L)

APC Smart-UPS, 1980 Watts / 2200 VAInput 120V,/ Output 120V, Interface Port DB-8 RS-232, SmartSlat, USE,
Rack Height 2 U

Includes: CO with software, Rack Mourting support rails, Smart UPS signalling RS-232 cable, LISE cable, User
Maruel

Rack PDU, Basic, 1U, 154, 120V, [10)5-15 [APS562)

APC Basic Rack PDU , Input: 100V, 120V, Input Connestions: NEMA 5-15P, Card Length: 12 feet [ 3,58 meters ],
Output 120V, Output Connestions: NEMA 5-15R

Includes: Installation guide, Rack Mounting brakets

802.11a/g/n Controller-based Access Point; Int Ant; FCC Configuration [AIR-AP1142N-A-K9)
Cisoo® Aronet® 1140 Series Acoess Pairt is a businessveady, indoor ascess point designed for simple deploymert;
and energy efficiency. The 1140 Series is a duakband, B2.11n acoess pairt with integrabed antennas. It can be
ordered in & cortraller-based* (lightweight) or Standalone (autonamous) version. It may also be ordered with a
single-band 802,11/ (244GHz] radio far use in regulatory domains that do not allow B02.11a [5:GHz) operation.
Cat B, Patch Cables, Blue, 3 feet length [Zone Cabling Enclosure)

Cat B, Patch Cables, Blue, 5 foet length [Work Space Cabling)
Cat B, Patch Cables, Blue, 10 feet length [Work Space Cabling)
Keystone Netwark Modules RJ-45 (Blus)

FacePlates Sinde-Gang, 2 port/2 mocdule capacity (White]

NON-OES

NON-OES

NON-OES

NON-OES

NON-OES

OES
OES
OES
OES
OES

GQ-NP2KB48

300
350
100
400
200

$180 $180

$180 $450
$B800 $1800
$100 $200
$B800 $7.200
%2 $800
$2 $700
$3 $300
$538 $2152
$1.29 $2568

$58,888




